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Change Log

Date Change Description

2022-07-05 Added Support for cloud-init service for KVM, Azure, and AWS 6.4.1 on page 30.

2022-04-20 Updated Interface-based shaping profiles and monitoring on page 73.

2021-10-08 Added Normalized interface to map as zone only 6.4.7 on page 204

2020-12-16 Initial release of 6.4.4.

2021-01-14 Added Liveness detection support for VMware NSX-T service 6.4.4 on page 190.

2021-02-10 Added FortiExtender 6.4.2 dataplan and two modems support for FortiManager 6.4.4 on
page 191 and FortiSwitch Manager device monitoring usability improvements 6.4.4 on
page 188.

2020-10-22 Initial release of 6.4.3.

2020-10-24 Added Support FortiSOAR license update in an air-gapped environment (closed
network) 6.4.3 on page 162.

2020-10-26 Added Workspace Mode can be set per-ADOM 6.4.3 on page 165.
Added Policy Hit Count on unused policy 6.4.3 on page 201.

2020-11-02 Added New management extension - FortiAuthenticator added to FortiManager 6.4.3 on
page 169.

2020-11-04 Updated information for SD-WAN Orchestrator in Licenses for management extension

applications on page 67.

2020-11-17 Added Management extension logs can be accessed in FortiManager or forwarded to
FortiAnalyzer to analyze them further 6.4.3 on page 172.

2020-08-06 Initial release of 6.4.2.

2020-08-10 Added SDN connector for Cisco ACI northbound API integration 6.4.2 on page 52.

2020-08-31 Added IPS signature activation filter: hold-time and CVE pattern 6.4.2 on page 136.

2020-09-10 Added Display RSSI signal information and connection status for a managed
FortiExtender 6.4.2 on page 139.

2020-06-15 Initial release of 6.4.1.

2020-06-26 Added Updated Security Rating Report 6.4.1 on page 115

2020-07-14 Added FortiSwitch GUI enhancements 6.4.1 on page 100.
Added New SD-WAN zone with support for virtual-wan-link and FortiOS 6.4.1 on page
15.

2020-07-20 Added ADOM locking for FortiGates with multiple VDOMSs used in multiple ADOMs 6.4.1
on page 118.
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Change Log

Date Change Description

2020-04-09 Initial release of 6.4.0.

2020-04-15 Added Licenses for management extension applications on page 67.
Added Extended SSL and certificate support in ssl-ssh-profile on page 10.

2020-04-23 Added Central SD-WAN, FortiAP, and FortiSwitch templates included in ADOM revision
on page 93.

2020-05-08 Added FortiManager support for FortiGate-7000E and FortiCarrier-7000E families on
page 95.

2021-05-05 Updated Policy Hit Count on unused policy 6.4.3 on page 201.

2021-06-30 Updated New management extension - FortiPortal added to FortiManager 6.4.4 on page
172.

2022-11-15 Updated Interface-based shaping profiles and monitoring on page 73.
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FortiManager 6.4 New Features Guide

This document describes the new features added to FortiManager 6.4. The FortiManager new features are organized
into the following categories:

o Security-driven Networking on page 8
o Zero Trust Network Access on page 36

o Fabric Management Platform on page 41
e Other on page 201

FortiManager 6.4.0 New Features Guide
Fortinet Inc.



Security-driven Networking

This section lists the new features added to FortiManager for Security-driven Networking. They are organized into the
following sections:

e NGFW on page 8
o SD-WAN on page 14

NGFW

This section lists the new features added to FortiManager for Next Generation Firewall (NGFW).
List of new features:

o Restricted IPS Admin Profile on page 8
» Extended SSL and certificate support in ssl-ssh-profile on page 10

Restricted IPS Admin Profile

The restricted IPS admin profile feature helps customers who are transitioning from dedicated IPS solutions to Fortinet
products. This feature provides replacement functions for IPS administrations.
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Security-driven Networking

To setup a Restricted IPS Admin Profile:

5.

Go to System Settings. In the tree menu, select Profile. Click Create New to create an admin profile with its type as
Restricted Admin.

Now, select the admin profile and click Edit from the toolbar. Alternatively, you can double-click on the admin profile
to edit.
The Edit Profile pane is displayed.

S.5  System Settings v

33 Dashboard Edit Profile
& All ADOMs

Profile Name IPS_Admin
4 Network )

Description
& HA

pi
A& Admin ~ .
Administrators Type O system Admin @Restricted Admin
Control Prevention

Remote Authentication Server

Allow to Install m

Toggle ON/OFF Allow to Install to enable or disable "Install" permission for the restricted admin. Click OK.

Admin Settings

SAML S50

Ay
‘9' By default, Allow to Installis ON. When itis OFF, IPS admin can only make IPS config
- changes and has no permission to push config changes down to FortiGate.

In the tree menu, select Administrators. Click Create New from the toolbar to create an administrator.

Select the administrator and click Edit from the toolbar. Alternatively, you can double-click on the administrator to
edit.

The Edit Administrator pane opens.

= _m  System Settings v

33 Dashboard Edit Administrator
& All ADOMs
User Name PS_Administrator
ik Network
Avatar + Change Photo || = Remove Photo
& HA
Comments
& Admin -
-
.
Profile Admin Type LOCAL -
Remote Authentication Server Admin Profile 1PS_ Admin =
Admin Settings Administrative Domain root v
SAML 550 . .
Intrusion Prevention 0
B Certificates ~ default x
Local Certificates ips_eicar x®
CA Certificates all_default *
protect_client H'3
CRL

Remote Certificates
2 Event Log
[2 Task Monitor
E: Advanced v
SNMP
Mail Server
Syslog Server
Meta Fields

Advanced Settings

In the Edit Administrator window, select profiles for permissions and click OK.

JSON API Access

Trusted Hosts
Meta Fields >
Advanced Options >

FortiManager 6.4.0 New Features Guide
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Security-driven Networking

6. Log in with your IPS admin credentials. Go to Infrusion prevention > Profiles and Custom Signatures.
IPS admin is able to create, edit, or delete IPS profiles and custom signatures.

7. Select a profile and right-click, select either Install or Where Used.

AooMiroot 23 @ (@) 1S Administrator

Last Modified

Name Created Time

® 5ll_default All predefined signatures with default setting. 2020-02-24 09:51:54 admin/2020-02-24 09:51:54

2020-02-24 09:51:54 admin/2020-02-24 09:51:54

® defauit

2020-03-13 14:53:02

® ips_cicar 1PS_Administrator/2020-03-13 14:53:02

o
O ® protect_client nt-side vulnerabilities. 2020-02-24 09:51:54 admin/2020-02-24 09:51:54

B Delete
Q Where Used

& Install

Where used dialog shows where the selected profile is being used. Click Close.

Where default is used

ADOM Palicy Package/Block Referrer Type Entry Field

root Bdefault firewall policy 2 ips-sensor
root BFGVMOSRLO0000111  firewall policy 2 ips-sensor
root firewall profile-group rts-firewall_profile_group-0' ips-sensor
root firewall profile-group rts-firewall_profile_group-0: ips-sensor

Select Install to select target devices. This copies the profile to the device db, and then installs it to the selected
device. Click OK.

Select Installation Targets

©Use Shift key for multiple selections and double click for moving one item.

Awvailable Entries (3) Selected Entries (0)
o I
FGVMO080000000001 No entry.
(]

IP: N/A, Platform: FortiGate-VM6&4

FGVMOBRLO0000111
IP: 10.6.119.111, Platform: FortiGate-VMé4

O«

([t Managed FortiGate

Extended SSL and certificate support in ssl-ssh-profile

FortiManager includes extended SSL and certificate supportin ssl-ssh-profile.
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Security-driven Networking

Before the extended support, the CLI provided the following support:
invalid-server-cert - Allow or block the invalid SSL session server certificate.
untrusted-server-cert - Allow, ignore, or block the untrusted SSL session server certificate.

After the extended support was added, the CLI provides the following options:

unsupported-ssl-cipher [allow* | block]
unsupported-ssl-negotiation [allow* | block]
expired-server-cert [allow| ignore | block*]
revoked-server-cert block [allow| ignore | block*]
cert-validation-timeout [allow*| ignore | block]
cert-validation-failure [allow| ignore | block*]

To use the extended support in the GUI:

1. Go to Device Manager > Device & Groups, and display the dashboard for a device.

a. Inthe tree menu, select the device group, for example, Managed Devices.
The list of devices display in the content pane and in the bottom tree menu.
b. Inthe bottom tree menu, select a device.
The System: Dashboard for the device displays in the content pane.
2. Ifthe CLI Configurations menu is hidden, click Display Options, and select CLI Configurations.
The CLI Configurations menu is displayed.

3. Inthe search box, type ss1-ssh-profile, and then select the profile.
The firewall > ssl-ssh-profile is displayed.

&7 Device Manager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN Extender ADOM:qatesté4 (3 ® >- L1 A admin v

@ Add Device v g8 Device Group v & Install Wizard X Tools v B Table View v

) Display Options

ssl-ssh-profile Q| firewall ssl-ssh-profile
3 firewall

" ssh-ssh-profile] 4 CreateNew [4 Edit B Delete 4§ Column Settings~

name block-blacklisted-certificates  caname. comment mapi-over-https rpc-over-https

certificate-inspection @ enable Fortinet_CA_SSL Read-only SSL handshake inspec @ disable Q@ disable
custom-deep-inspection @ enable Fortinet_CA_SSL Customizable deep inspection pr @ disable Q disable
deep-inspection @ enable Fortinet_CA_SSL Read-only deep inspection profil: @ disable Q@ disable

o
=]
0
s}
@]

no-inspection @ enable Fortinet CA_SSL Read-only profile that does no in @ disable Q@ disable

+E1(10)
+g23.6212

4. Select the checkbox beside custom-deep-inspection, and click Edit.
The firewall > ssl-ssh-profile options are displayed.

5. Scroll down to the https section, and view the following new options:
unsupported-ssl-cipher [allow* | block]
unsupported-ssl-negotiation [allow* | block]
expired-server-cert [allow| ignore | block*]
revoked-server—-cert block [allow| ignore | block*]
cert-validation-timeout [allow*| ignore | block]
cert-validation-failure [allow| ignore | block*]

FortiManager 6.4.0 New Features Guide
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Security-driven Networking

6. Inthe expired-server-cert list, select allow.

S22  DeviceManager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN Extender ADOM: gatesté4 I3 @ >~ Q1 A admin v|

@ Add Device v 88 Device Group v & Install Wizard X Tools & Tabl

es JCBICORNBUREORSN () Display Options

ssl-ssh-profile
5 firewall - . —
ssl-ssh-profile whitelist o
ftps
cert-validation-failure block
cert-validation- timeout allow
client-certificate bypass
expired-server-cert block
ports -
990 St E
revoked-server-cert block
: a sni-server-cert-check enable
et o) status deep-inspection
.02 unsupported-ssl-cipher allow
unsupported-ssl-negotiation allow
untrusted-server-cert allow
https
cert-validation-failure block
cert-validation-timeout allow
client-certificate bypass -
expired-server-cert block ‘
pors B
block
proxy-after-tcp-handshake e
revoked-server-cert block .
sni-server-cert-check enable -
status deep-inspection -
unsupported-ssl-cipher allow v
unsupported-ssi-negotiation allow d
e

7. Inthe unsupported-ssi-cipher list, select block.
8. Click OKto apply the changes.
9. Install the changes to the FortiGate device.

Install Wizard - Device Settings

Only successfully validated device may be installed. Please confirm and click "Install” button to continue.

O Device Name Status Action
E1 Connection Up

The changes are installed to the FortiGate. You can view the changes on the FortiGate unit by using the CLI.

4,

FortiManager 6.4.0 New Features Guide
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Security-driven Networking

El (root) # config firewall 1l-ssh-profile

El (ssl-ssh-profile) # edit custom-deep-inspection

El (custom-deep-insp~ion) # config https

E1l (https) # show

config

end

LA

4]

4]

—+

—+

[F) ]
M M M M
+

—+

https

ports 443

status deep-inspection
unsupported-ssl-cipher block
expired-server-cert allow

El (https) # get
ports
status

pro:

¢ .-,yr _

443
deep-inspection

after-tcp-handshake: disable

client-certificate : bypass
unsupported-ssl-cipher: block
unsupported-ssl-negotiation: allow

re (] - 5¢€ e
untrusted-server-cert: allow

cert-validation-timeout: allow
cert-validation-failure: block
sni-server-cert-check: enable

d

allow
ver-ce : block

To use the extended support in the CLI:

config firewall ssl-ssh-profile
edit "custom-deep-inspection"

set comment "Customizable deep inspection profile."

config ssl

set

end
config

set
set
set
set
set
set
set
set
set
set
set
set

end

inspect-all disable

https

ports 443

status deep-inspection
proxy-after-tcp-handshake disable
client-certificate bypass
unsupported-ssl-cipher allow <-- New
unsupported-ssl-negotiation allow <-- New
expired-server-cert block <-- New
revoked-server-cert block <-- New
untrusted-server-cert allow
cert-validation-timeout allow <-- New
cert-validation-failure block <-- New
sni-server-cert-check enable

FortiManager 6.4.0 New Features Guide
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Security-driven Networking

next
end

SD-WAN

This section lists the new features added to FortiManager for SD-WAN.

List of new features:

» Backup and restore FortiManager settings including SD-WAN Orchestrator configuration on page 14
o New SD-WAN zone with support for virtual-wan-link and FortiOS 6.4.1 on page 15
« Interface widget added to system templates 6.4.2 on page 22

Backup and restore FortiManager settings including SD-WAN Orchestrator
configuration

FortiManager has a backup and restore option in System Settings pane. If the customer has enabled the SD-WAN
Orchestrator docker (one of the tiles under the Management Extensions modules), which is a separate application
running on FortiManager, the FortiManager backup includes the configuration for SD-WAN Orchestrator too.

To check the configuration status in Device Manager:

1. Go to Device Manager > Device and Groups.
2. Inthe tree menu, select Managed Devices.
The Managed Devices pane opens.

2% DeviceManager v Device &Groups Firmware License Provisioning Templates Scripts SD-WAN

@ Add Device v B DeviceGroup v & Install Wizard X Tools v (@ Table View v

Devices

Platform

1P Address

Firmware Version
v default FortiGate 6.4.0,build1539 (Beta 2) HubR1 10212412 FortiGate-VM64
v default FortiGate 6.4.0,build1539 (Beta 2) E1 10212413 FortiGate-VMé4
v defauit FortiGate 6.4.0,build1539 (Beta 2) £2 10212414 FortiGate-VMé4

O 401 EDGEIRL
O 402 EDGE2RL

The Managed Devices pane shows the configuration status of the devices.

To check the configuration status in SD-WAN Orchestrator:

1. Goto SD-WAN Orchestrator > Configuration.
2. Inthe Configuration dropdown list, select Device.
The Device pane opens.

n 5 Installall configuration  Import Devices

nnnnnnn

From IP

10212412

10212413 =1

E & E B
NS S
o oo

. |o2.e0cezra 10212414 00 inviid

The Device pane shows the configuration status of the devices.

FortiManager 6.4.0 New Features Guide 14
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Security-driven Networking

To backup FortiManager settings and SD-WAN Orchestrator configuration:

1. Go to System Settings > Backup System.
The Backup System dialog opens.

Backup System

Encryption EEnable
Password

Confirm Password i . 63 .

4,

2. Inthe Backup System dialog box, select the Enable checkbox to enable encryption and enter/ confirm your
password.
Click OK.

After restoring the backup file, SD-WAN Orchestrator can show the previously configured data.

To backup and restore via the CLI:

1. To backup settings:

execute backup all-settings ftp <ip:port> Path/filename <username> <password>

2. Torestore settings:
execute restore all-settings ftp <ip:port> Path/filename <username> <password>

New SD-WAN zone with support for virtual-wan-link and FortiOS -6.4.1

FortiManager 6.4.1 and later supports SD-WAN zones and the virtual-wan-1ink option available in FortiOS 6.4.1
and later. Each SD-WAN interface member is assigned to a zone. The default zone is named virtual-wan-1link.

With the implementation of SD-WAN zones, you can no longer select SD-WAN interface members in policies. Instead
you must select zones in policies.

name> is automatically created for each interface member, and affected policies are

s‘é’, After upgrading to FortiManager 6.4.1, an SD-WAN zone named upg-zone-<interface-
3 automatically updated.

When central management is enabled for SD-WAN in FortiManager, a normalized interface is automatically created
when you create an SD-WAN zone.

When you import an SD-WAN zone to FortiManager, FortiManager automatically creates a normalized interface and
adds per-device mappings.

This topic includes the following sections:

o Per-device management on page 16

» Central management on page 18

e Zones and interface members on page 20

» Zones in firewall policies on page 21

« SD-WAN interface members after upgrade on page 21

FortiManager 6.4.0 New Features Guide
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Per-device management

When per-device management is enabled in FortiManager, the default SD-WAN zone is named virtual-wan-1ink.

£2%  DeviceManager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM: SD-WANV641 T3 @ >- (@) admin v
& Install Wizard G Per-device Management
& Monitor Device FGT8 (root)

SO-WAN Status a

Interface Members

+CreateNew~ [ Edit E Delete eUsed 5 Column Settings
o Interface Member Status Weight Gateway
O & virtual-wan-link
o 1 @port2 QEnable 80 17220118
o 2 @port3 20 17220128
(=] 3 @vpn_dcl-1 1 10.254.30.3
o 4 @vpn_dc1-2 1 10.254.31.3

Performance SLA
+ CreateNew [ Edit E4 Delete O Where Used 5 Column Settings -
O Name Health-Check Server Detect Protocol Failure Threshold Recovery Threshold
0 htp 10.200.1.10 HTTP 5 5
O  testdc 1020011 Ping 5 5
O ; test_internet 1020111 Ping 5 5
Neighbor

+ CreateNew [ Edit Ej Delete 5 Column Settings -

o w Role Interface Member Performance SLA| SLA
Norecord found.
SD-WAN Rules
+ CreateNew [ Edit E Delete 4 Move Up fove Down €5 Colum Settings
O Name Source Destination Criteria Members
1 gmail-skype-service Zall @ Google-Gmail test_dc#1 @ vpn_dcl-1 @vpn_dc1-2
o & Microsoft-Skype_Teams

You can create an SD-WAN interface member and an SD-WAN zone:

828 DeviceManager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM: SD-WAN-V641 I3 @ >- (@) admin v
& Install Wizard G Per-device Management
& Monitor Device FGT8 (root)

SD-WAN Status [ o ]

Interface Members

+CreateNew~ [ Edit e : e —

@ SD-WAN Member Interface Member Status Weight Gateway
& SD-WAN Zone
U @port2 ©Enable 80 17220118
o 2 @port3 QEnable 20 17220128
o: s 2vpn_dc1-1 QEnable 1 10254303
o @vpn_dc1-2 ©Enable 1 10254313

Performance SLA

+ CreateNew [ Edit F Delete O Where Used % Column Settings ~

O Name Health-Check Server Detect Protocol Failure Threshold Recovery Threshold
0O htp 10.200.1.10 HTTP 5 5
O  testdc 1020011 Ping 5 5
O  test.intemet 1020111 Ping 5 5

Neighbor

+ CresteNew [ Edit E Delete 5 Column Settings -

o w Role Interface Member Performance SLA ES

No record found.

'SD-WAN Rules
+ CreateNew [ Edit i Delete Move Up & Move Down 15 Column Settings ~
[l Name Source Destination Criteria Members
1 gmail-skype-service Zall & Google-Gmail test_dc#1 @vpn_dc1-1 @vpn_dc1-2
o @ Microsoft-Skype_Teams

To create an SD-WAN zone:

1. Inan ADOM with per-device management enabled, go to Device Manager > SD-WAN > SD-WAN.
The SD-WAN configurations are displayed in the content pane.

2. Double-click a configuration to open it for editing, or click Create New.
The SD-WAN settings are displayed.

3. Inthe Interface Members section, click Create New > SD-WAN Zone.
The Create New SD-WAN Zone dialog box is displayed.

4. Inthe Name box, type a name for the zone.

FortiManager 6.4.0 New Features Guide
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Security-driven Networking

5. Click the Interface Members box.
The list of interfaces is displayed.

Create New SD-WAN Zone

Select Entries (Total: 4)

6. Select the interfaces to be members of the zone, and click OK.
7. Click OKto finish creating the zone.

To create an SD-WAN interface member:

1. Inan ADOM with per-device management enabled, go to Device Manager > SD-WAN > SD-WAN.
The SD-WAN configurations are displayed in the content pane.

2. Double-click a configuration to open it for editing, or click Create New.
The SD-WAN settings are displayed.

3. Inthe Interface Members section, click Create New > SD-WAN Member.
The Create New SD-WAN Interface Member dialog box is displayed.

Create New SD-WAN Interface Member

Sequence Number 5
Interface Member None -
SD-WAN Zone jol
Gateway IP @ portl =
100.64.1.156/255.255.255.0
Cost
[ port4
Status 0.00.0/0.0.00
Weight @ port5
0.00.0/00.00
Estimated Upstream Bandwidth @ ports
(Kbps) 0.00.0/0.0.00
Estimated Downstream @ port?
Bandwidth (Kbps) 0.00.0/00.00
Advanced Options > [ port8
0.00.0/00.00 =

&

4. Click the Interface Members box, and select an interface.
5. Inthe SD-WAN Zone box, select a zone.

FortiManager 6.4.0 New Features Guide
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Security-driven Networking

6. Click OK.
The interface is added to the zone.

Central management

When central management is enabled, the default SD-WAN zone is named virtual-wan-1ink.

Device Manager v Device & Groups Firmware License Provisioning Templates Scripts  SD-WAN ADOM:SD-WAN-V641 T3 @ >- (@ admin v

& Install Wizard G Central Mansgement

@ SD-WAN Templates Edit import01-fgt8 [ CU Configurations

2 Interface Members

Name import01-fet8

2 Health-Check Servers
Description

12 BGP Neighbors

& Monitor 4

SDWAN Status a

Interface Members

+ Create New 5 Column Settings -
[ Interface Member
O : &virtual-wan-link
0: 1 @import_FGT8_root_member_port2
o 2 @import_FGT8_root_member_port3
03 @import_FGT8_root_member_vpn_dc1-1
o 4 Eimport_FGT8_root_member_vpn_dc1-2
Performance SLA
+ CreateNew [ Edit § Delete O Where Used 5 Column Settings
O Neme Health-Check Server Detect Protocol Failure Threshold Recovery Threshold
0 : htp Import_FGT8_root_health_http HTTP 5 5
O testec Import_FGT8_root_health._test_dc Ping 5 5
O  testintemet Import_FGT8_root_health.tes Ping 5 5

Neighbor

+ CreateNew [ Edit §§ Delete # Column Settings +

O Neighbor Interface Member Performance SLA SLA
No record found.

SD-WAN Rules

+ CreateNew [ Edit § Delete 4 MoveUp % Move Down & Column Settings

o o Name Source Destination Members

You can create an SD-WAN member and an SD-WAN zone:

Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM: SD-WAN-V641 T3 @ >- (@) admin v

& Install Wizard G Central Management

@ SD-WAN Templates Edit import01-fgt8 [# U Configurations

[ Interface Members

Name import01-fat8
2 Health-Check Servers
Description
12 BGP Neighbors
Q Monitor y

SD-WAN Status [ o]

Interface Members

+CreateNew~ [ Edit Ef Delete S Ty —

@ SD-WAN Member Interface Member

& SD-WAN Zone

= [@import_FGT8.root_member_port2
o 2 @ import_FGT8 _root_member_port3
0: s @import_ FGT8._root_member_vpn_dc1-1
o 4 @ import_FGT8_root_member_vpn_dc1-2
Performance SLA
+ Create New £ Column Sef
O Name Health-Check Server Detect Protocol Failure Threshold Recovery Threshold
0 o Import_FGT8 _root_health_http HTTP 5 5
O  testdc Import_FGT8_root_health.test.dc Ping 5 5
O ; test_internet Import_FGTB _root_health_test_internet Ping 5 5
Neighbor
+ Create New 5 Column Settings -
O Neighbor Interface Member Performance SLA SLA
Norecord found.
SD-WAN Rules

+ Create New

To create an SD-WAN zone:

1. Inan ADOM with central management enabled, go to Device Manager > SD-WAN > SD-WAN Templates.
The templates are displayed in the content screen.
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2. Double-click a template to open it for editing, or click Create New.
The SD-WAN settings are displayed.
3. Inthe Interface Members section, click Create New > SD-WAN Zone.
4. Inthe Name box, type a name for the zone, such as vpn-zone.
5. Click the Interface Members box.
The list of interfaces is displayed.

Create New SD-WAN Zone

Click here to select Select Entries (Total: 5)

B

(@ Import_FGT8_root_member_port2
*I (@ Import_FGT8_root_member_port3

“ (@ Import_FGT8_root_member_vpn_dc1-1

(@ Import_FGT8_root_member_vpn_dc1-2

O ports

L=lis]

6. Select the interfaces to be members of the zone, and click OK.
7. Click OKto finish creating the zone.
In the following example, the zone named vpn-zone is created in addition to the default zone named virtual-wan-

link.

2= DeviceManager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

ADOM: SD-WAN-V641 03 @ >- (@) admin v

& Install Wizard

@ SD-WAN Templates Editimport01-fgts

2 Interface Members.
2 Health-Check Servers
3 BGP Neighbors

© Monitor

G Central Management

[ CUl Configurations. ‘

Name import01-fgt8
Description

/
SD-WAN Status [ o ]
Interface Members

o Interface Member

0O  &virtual-wan-link

o 1 @ Import_FGT8_root_member_port2

o 2 @Import_FGT8_root_member_port3

0: s @ports

O : &vpn-zone

o 3 @ Import_FGT8_root_member_vpn_dc1-1
o 4 @ import_FGT8_root_member_vpn_dc1-2

Performance SLA

+ Create New [ E

£ Column Settings ~

O Name Health-Check Server Detect Protocol Failure Threshold Recovery Threshold
O hw Import_FGT8_root_health_htto HTTP 5 5
O  testde Import_FGT8_root_health_test_dc Ping 5 5
O . testinternet Import_FGT8_root_health_test internet Pin 5 5
3

Neighbor

+ CreateNew [

O Neighbor Interface Member
No record found.

#5 Column Settings ~

Performance SLA SLA

SD-WAN Rules

To create an SD-WAN interface member:

1. Inan ADOM with central management enabled, go to Device Manager > SD-WAN.
The templates are displayed in the content screen.
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2. Double-click a template to open it for editing, or click Create New.
The SD-WAN settings are displayed.
3. Inthe Interface Members section, click Create New > SD-WAN Member.
The Create New SD-WAN Interface Member dialog box is displayed.
4. Create a new SD-WAN interface:
a. Inthe Interface Member list, click the +icon.
The Create New WAN Interface dialog box is displayed.

Create New WAN Interface

Name port5

Description

b. Inthe Name box, type a name for the interface.

c. Inthe Normalized Interface, select an interface.

d. Complete the remaining options, and click OK.
The SD-WAN interface is created.

5. Inthe SD-WAN Zone box, select the zone.

6. Click OK.
The interface is added to the zone.

Zones and interface members

You can select SD-WAN zones as source and destination interfaces in firewall policies. You cannot select interface
members of SD-WAN zones in firewall policies.

The SD-WAN interface (virtual-wan-1ink)used in policies is replaced by SD-WAN zones.

To view zones and interface members:

1. Go to Policy & Objects > Object Configuration > Normalized Interface.
The Normalized Interface column displays the name of the interface, and the Mapped Interface/Zone column

displays the name of the zone.
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ADOM: SD-WAN-V641 T @ >- (@) admin v

Bl + CreateNew [ Edit Ei Delete % Column Settings~ & More v

O Normalized Interface Mapping Rule: Mapped Interface/Zone Description Created Time Last Modified

o 2 ssivpn_tun_intf
& Firewsll Objects >| O v Qvenzone SDWAN Zone 2020-062809:33:48  admin/2020-06-28 09:33:48
© Security Profiles >0 Defauit vpn-zone
>| O v &vpnd-1 2020-06-19 15:33:56  admin/2020-06-19 15:34:53
> O Per-device (FGT8 (root) vpn_dcl-1
o Per-device (FGT9 (root)) vpn_dci-1
0O v avpndcl-2 2020-06-19 15:33:57  admin/2020-06-19 15:34:45
o Per-device (FGT8 (root)) vpn_dc1-2
o Per-device (FGT? (root) vpn_dc1-2

Zones in firewall policies

To use a zone in a firewall policy:

1. Goto Policy & Objects > Policy Packages > Firewall Policy.
2. Inthe content pane, click Create New.
The Create New Firewall Policy pane is displayed.

ADOM: SD-WAN-V641 13

B Policy Package v & Install v & ADOM Revisions & Tools »+ Collapse All %= Object Selector v

[ : B Q| Create New Firewall Policy Interface +- # 0%
8 BFGT8 o a
Installation Targets A i
26Ty S5y 9 Cany
2 default Dany o Interfa
Source Internet Service o
1Pv4 Source Address Sall o
1PV Source Address +
Source User +
Source User Group +
FS50 Groups +
Destination Internet Service
1Pv4 Destination Address Sall o
1Pv6 Destination Address +
Service WALL o
Schedule Balways o

Action Dery st
Ispecion e = oo

Firewall/Network Options

NAT o 2 ssroot

Protocol Options + 2 ssivpn._tun_intf
et

Disclaimer Options

Display Disclaimer
Security Profiles o

SSL/SSH Inspection +

Traffc Shaping Options.
- & vpn de1-2
Intertace

N 2 ® & e

4. Click the Outgoing Interface box, and select a zone.
5. Setthe remaining options, and click OK.

SD-WAN interface members after upgrade

Before FortiManager 6.4.1, you could use SD-WAN interface members directly in a policy. After upgrading to
FortiManager 6.4.1, SD-WAN interface members are automatically upgraded to zones. Upgraded SD-WAN members
are named upg-zone-<interface-name>, and they replace interfaces in policies.

To view SD-WAN members after upgrade:

1. Go to Device Manager > SD-WAN > SD-WAN Templates.
2. Double-click a template to open it for editing.
The upgraded SD-WAN members are displayed.
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ADOM:SD-WAN-V641 23 @ >- (@) admin v

G Central Management

EE e P s

Name |import 02119
2 Health-Check Servers

Description
22 BGP Neighbors

SD-WAN Status a

Interface Members

+CreateNew~ [ Edit B Delete O Where Used % Column Settings -
o Interface Member
0O av
0 1 @import_ FGT9_root_member_port2
o 2 @import_FGT9_ro 3
0 3 @import_FGT9_root_member_vpn_dc1-1
0o 4 @ import_FGT9_root_member_vpn_dc1-2
o 6 Member 6
O : &upg-zone-port10
o 5 @import_FGTY_root_member_port10

Performance SLA

+ CreateNew [ Edit B Delete O Where Used 5 Column Settings -

Failure Threshold Recovery Threshold

Ping 5 5
Ping 5 5

O  testdc
O  test_intemet

Neighbor

+ CreateNew [ Edit i Delete # Column Settings
O Neighbor Interface Member Performance SLA st

No record found.

'SD-WAN Rules

To view upgraded SD-WAN members in policies:

1. Goto Policy & Objects > Policy Packages > Firewall Policy.
The upgraded SD-WAN members are displayed.

Policy & Objects v Policy Packages  Object Configurations. ADOM: SD-WAN-V641 23 @ >- (@ admin v

#Tools v Collapse All 3= Object S
[ 1| [\ | Cestemews Wikdtv @ Delete BlSectionv 5 Column Settings -
BFGT8
iy o # Name From To Source Destination Schedule Service Users Action Security Profiles  Log
8 virtual-wan-link o default
[a]REY policy-2 Cany e =all Zall @ always DAL + Accept @ certificaterinspect @ Log All Ses:
Installation Targets 2 upg-zone-port10 & default
B default D vitual P a -
2 licy-1 virtualwan-lin g-zone- I = all  alw: Al + Accept & © Log Securit
o policy- Dlepsaomeportto upszoneportio @ =al @ always DAL ccep T © Log Securi

O v Implicit (3-3 / Total: 1)

o3 Implicit Deny Cany Cany = = 3 always DAL @ Deny @Noog

Interface widget added to system templates - 6.4.2

System templates now include an Interface widget. The Interface widget is useful when you want to perform the following
actions:

» Create a VLAN interface on top of a physical interface for a large number of FortiGate devices

« Create LAG interfaces
« Configure interface settings such as an IP and DHCP subnet range on a LAN interface

o Create azone

When you create interface settings for a system template, you can specify which settings can be overridden on each
device after the system template is applied. You can also access a preview of the actions per model and device.

In the DNS widget, you can also specify which settings can be overridden.
This topic contains the following sections:

« Creating system templates with interface actions on page 23
« Accessing a post action preview of interface actions on page 24

Allowing system template setting overrides on page 26
« Overriding system template settings on page 27
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Creating system templates with interface actions
You can now create system templates with interface actions by using the Interface widget.

To create a system template with interface actions:

1. Go to Device Manager > Provisioning Templates > System Templates.
2. Create a system template:
a. Click Create New.
The Create New System Template dialog box is displayed.

Create New System Template

Create From Blank Template [WBEENAELIEM Clone a Template

Name

Description

]

b. Beside Create From, choose whether to create the template from a Blank Template, Default Template, or
Clone a Template.

c. Inthe Name box type a name for the template, and click OK.
The system template is created.

3. Double-click the system template to open it for editing.
4. From the Toggle Widgets list, select Interface.
The Interface widget is displayed.
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Device Manager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM: fgt64 3 > QA1 ‘ admin v

& Install Wizard

= B System Templates (3)
default

£ Toggle Widgets ~  [# CLI Configurations

[ simonl This template is assigned to 1 devices. >
® Threat Weight
@B Certificate Templates —

+ Create New [# Edit Wi Delete 4 MoveUp ¥ Move Down @ PostAction View

B name: port%;
Config Interface ip: 10.2.114.94/255.255.255.0;
H allowaccess: 133;

name: port9;

2 Monitor Interf: Bandwidth il
o onitorinfertace Bancwt 2 monitor-bandwidth: 1;

name: zone8%;

3 Add Z [}
o one ? interface: 2;

name: aggr57;
0 a4 Add Aggregate Interface all vdom: root;
member: 2;

interface: port9;
name: vlan91;
wvdom: root;
wlanid: 91;

o s Add VLAN Interface all

interface: port4;
id: 4;

0 s DHCP Server all default-gateway: 192.168.41.250;
netmask: 255.255.255.224;
ip-range: 1;

5. Click + Create New.
The Create Action dialog box is displayed.

Create Action
Action Config Interface N
Model ‘ ‘ @
Config Interface
Interface Name Monitor Interface Bandwidth
Add Zone
|B/Netmask Add Aggregate Interface
Add VLAN Interface
Wifi 551D
Ohttp Ohttps Oping
[ probe-response [radius-acct Csnmp
Ossh Otelnet
O Allow Override Value €
[ o
&

6. Inthe Action list, select an action.
7. Complete the options, and click OK.
The interface action is created.

Accessing a post action preview of interface actions

After you create an interface action, you can view a preview of the interface action per model or device.
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To access a post action preview:

1. Go to Device Manager > Provisioning Templates > System Templates.

2. Inthe tree menu, select a template with an interface.
The template details are displayed in the content pane.

3. Inthe Interface widget, select an interface, and click Post Action View.
The Post Action Preview dialog box is displayed.

4. Beside Preview on, click Platform or Device, and then select the platform or device from the list.
In the following example, the selected platform has the same type of port.

Post Action Preview

Preview on Device
Device Model | Fortios-vMs4 v |

0O Name IP/Netmask Type

0O :zoneg89 FZone
=} port8 0.0.0.0/0.0.00 @Physical
=} port9 10.2.114.94/255.255.255.0 @Physical

'~ Physical (8)

0O mgmt 0.0.0.0/0.0.0.0 [@Physical
0O :port1 0.0.0.0/0.0.0.0 [@Physical
O :port2 0.0.0.0/0.0.0.0 [@Physical
0O :port3 0.0.0.0/0.0.0.0 [@Physical
O portd 0.0.0.0/0.0.0.0 [@Physical
0O :ports 0.0.0.0/0.0.0.0 [@Physical
O :porté 0.0.0.0/0.0.0.0 [@Physical
O :port7 0.0.0.0/0.0.0.0 [@Physical

> VLAN (1)

0O :ivlan91 0.0.0.0/0.0.0.0 GVLAN
v Aggregate (1)

0O :ager57 0.0.0.0/0.0.00 B=Aggregate
~ Tunnel (1)

O :sslroot 0.0.0.0/0.0.0.0 A Tunnel

4

In the following example, the selected platform does not have the same type of port, and an error is displayed.
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system/interface/port9/ : runtime error -999: VLAN id must between 1 to 4094 -
propftemplate action(conf-intf)]: runtime error -2: VLAN id must between 1 to 4094

Post Action Preview

Preview on Platform MeEVes)

Device Model [ FortiGate-40F M
O Name IP/Netmask
No record found.

In the following example, the selected device has the same type of port.

Post Action Preview

Preview on Platform RSNl

Device | #FGT-VM64-148 M \

o
L

0O Name 1P/Netmask Type
I -

O zone8?9 [FZone

o port8 0.0.0.0/0.0.00 [@Physical

o port9 10.2.114.94/255.255.255.0 [@Physical

0O port1 10.3.114.148/255.255.0.0 [@Physical

0O port2 0.0.0.0/0.0.0.0 [@Physical

0O port3 0.0.0.0/0.0.0.0 [@Physical

0O portd 0.0.0.0/0.0.0.0 [@Physical

0O ports 0.0.0.0/0.0.0.0 [@Physical

0O ports 0.0.0.0/0.0.0.0 [@Physical

0O :port7 0.0.0.0/0.0.0.0 [@Physical .
B B DR = s

5. Click Cancelto close the dialog box.

Allowing system template setting overrides

When you create a system template that includes settings from the Interface widget or the DNS widget, you can allow
value overrides. When overrides are allowed, you can change system template settings for each device after the
template is applied.

FortiManager 6.4.0 New Features Guide
Fortinet Inc.

26



Security-driven Networking

To allow system template overrides:

1. Go to Device Manager > Provisioning Templates > System Templates.

2. Double-click a system template to open it for editing.

3. Inthe Interface widget, double-click an interface to open it for editing.
The Edit Action dialog box is displayed.

Edit Action

Action Config Interface

Model all

Interface Name port%
Allow Override Value

IP/Netmask 10.2.114.94/255.255.255.0
Allow Override Value

Administrative Access fabric fgfm ftm
http https ping
probe-response radius-acct snmp
ssh telnet

Allow Override Value

N

4. By the options for which you want to allow overrides, select the Allow Override Value checkbox, and click OK.

5. Inthe DNS widget, select the Allow Override Value checkbox beside the options for which you want to allow
overrides.

#

22 Toggle Widgets ~  [# CLI Configurations

This template is assigned to 1 devices. >

DNS
Primary DNS Server 208.91.112.53
Allow Override Value
Secondary DNS Server 208.91.112.52

Allow Override Value
Local Domain Name
Allow Override Value

Loading Advanced Options ...

ey

Overriding system template settings

When you create a system template that includes settings from the Interface widget or the DNS widget, and you have
enabled overrides for options, you can override values for each device after the template has been applied.
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To override system template settings:

1. Go to Device Manager > Device & Groups > Managed Devices.

2. Inthe content pane, select a device that uses a system template.

3. Inthe System Template column, hover over the template name.
An Override Template Values icon is displayed.

E:E Device Manager ~  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:fgt64 5 @ >~ QA1 ‘ admin

@ Add Device ~ 38 Device Group~ & Install Wizard % Tools~ [ Table View ~

m o] 4 Devices a 1 pevices . 1 vevices . EI O Devices .
om Total Connection Down Device Config Modifi Policy Package Modit

£ Column Settings +

@ Managed Devices

[# Edit B Delete 31 ImportPolicy & Install~ ¥ More v

O  iDevice Name Config Status ~ Policy Package Status
0O 4 FGT-VM64-148 Modified (recen /A Never installed + import01 [% FortiGate 6.4.

o FGT-VM64-149 @ Unknown @FGT-VM64-149_root :
Override template valt
O  ©@FGVMOSTM19001450 @ Unknown Never installed ortiGate 6.4,

0O  @test @ Unknown Never installed FortiGate 6.4,

System Template Firmware Vers

4. Click the Override Template Values icon.
The system template settings are displayed.

import01 widget override

DNS ~
Primary DNS Server 208.91.112.53
Secondary DNS Server 208.91.112.52

Local Domain Name

Interface ~
[# Edit QI
o # Action Model Match Detail
name: port?;
a 1 Config Interface all ip: 10.2.114.94/255.255.255.0;
allowaccess: 133;
o q name: port?;
2 Monitor Interface Bandwid: all
orétor Interiace Sancwict 2 monitor-bandwidth: 1;
name: zone89;
3 Add Z I
o one @ interface: 2;
name: aggrs7;
0o 4 Add Aggregate Interface all vdom: root; v

5. For DNS settings, edit the options.
6. For Interface settings, double-click an action to open it for editing.
The Edit Action dialog box is displayed.
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Edit Action

Action

Model
Interface Name
IP/Netmask

Administrative Access

Config Interface
all
port?

10.2.114.94/255.255.255.0

Ofabric B fgfm

O http https

O probe-response Oradius-acct
ssh Otelnet

Oftm
Dping
Csnmp

7. Edit the settings, and click OK.
The setting overrides are saved.

8. Click OK.
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This section lists the new features added to FortiManager for Dynamic Cloud Security. They are organized into the
following sections:

« Public cloud on page 30

Public cloud

This section lists the new features added to FortiManager for public cloud.
List of new features:

» Support for cloud-init service for KVM, Azure, and AWS 6.4.1 on page 30

Support for cloud-init service for KVM, Azure, and AWS -6.4.1

You can use the cloud-init service for customizing a prepared image of a virtual installation. The cloud-init service is built
into the virtual instances of FortiManager-VM found on the support site so that you can use them on a VM platform that
supports the use of the service. To customize the installation of a new FortiManager-VM instance, you must combine the
seed image from the support site with user data information customized for each new installation.

Hypervisor platforms such as QEMU/KVM support the use of this service on most major Linux distributions, as well as
BSD and Hyper-V. A number of cloud-based environments, such as VMware and AWS also support it.

You can use the cloud-init service to help install different instances based on a common seed image by assigning
hostnames, adding SSH keys, and settings particular to the specific installation. You can add other more general
customizations, such as the running of post install scripts.

While cloud-init is the service used to accomplish the customized installations of VMs, various other programs,
depending on the platform, are used to create the customized ISOs used to create the images that will build the
FortiManager-VM.

This topic includes the following sections:

e KVM on page 30
o AWS on page 32
» Microsoft Azure on page 34

KVM

To configure on KVM:

1. Onthe host server (Ubuntu), start service 1ibvirtd.
2. Prepare the FortiManager configuration and license file.
This license is named 0000, without any extension.
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The folder structure should be as follows:

<holding folder>
/openstack
/content

0000

/latest

user data

For example:

config system global
set hostname fmg-boot-strap
end

3. Convert the folder to an ISO image using the mkisofs utility.
Following is the syntax of the command:

mkisofs [options] [-o <filename of new ISO> pathspec [pathspec...]

4. Create a FortiManager instance, attach a virtual CDROM, which is based on fmg-config-lic-bootstap. iso.

The following command sets up a virtual CDROM drive as if it were on an IDE bus holding a virtual CD in it with no
cache, and the data is in RAW format.

disk /home/username/test/fmg-config-lic-
bootstap.iso,device=cdrom, bus=ide, format=raw, cache=none -

fmg-lic on QEMU/KVM X

File Virtual Machine View Send Key

= = O - @

g Overview

g Os information

Details XML

Virtual Disk

B8 Performance
a} CPUs Source path: ,'home,’qa,fisoﬁmg—cnnﬁg—lic—bontstapisn\ Cll - Browse
== Memory Device type: IDE CDROM 1
t}ﬁ Boot Options Storage size: 1.45 MiB
@ \DE Disk 1 Readonly:
's Shareable:
@© IDE CDROM 1
@ Virtlo Disk 1 = Advanced options
NIC :c4:4d:-ea Disk bus: IDE -
NIC :95:f9:21 Serial number:
NIE -1c:cl:61 Storage format: gy
NIC :65:59:8¢
[#] Tablet » Performance options
é\‘ Mouse
B3 Keyboard

D Display Spice
E"i Sound ich6
c= Serial 1

=5 Channel spice
M didan v

Add Hardware Remove Cancel Apply

5. Boot up the FortiManager KVM virtual machine.

In the following example for FortiManager, the configuration and license upload to the FortiManager KVM virtual
machine.
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fmg-lic on QEMU/KVM x

File virtual Machine View Send Key

- O - @

y.

Serial number :FMG-UMTMZ0002974

fmg-boot-strap login: _

bash# cat vmd.log.l
[186] cdrom mounted
[186] /cdrom/openstack/content/0000: size=9171:

QAAAAKgh6/7exA+Da/9h02iypJYLjYKx+VvFPBYd6CR6X1TqlWFZz95Fz+blnlsa20PLldeC5h5sgh
CZMEcGUczbnSZMcQGgAAMC /mTe8EPRK/ARKkMpi8Av3IIIcm7Irgds8xk+cgeMpZTMBtq2FrXsAmr
yErFgUgYmouRu9VMtInJ1ln4dnnFRXZzsBez/Xa7XeBBUeHuULuxAiHyI2rIUfXQOPeIgV06eLrFLdu
UpD1EgqadFK3eDDoMX4wEFzLHIbbBrjErWKvu2Cf94sEDsavQOmI/Cv5n0ZdorQgR2TdxQ06Y025dr
cRuhoxA/nY4 fvgwOcHbhUYpafF2NDeKiXzDVS1iRun5ZYFcCuIOTkGr2AQb5zx6Md1Qgc+k8boI0

JAYyU8CgENbH++ClFTDAG61znT68KcZDEF71coAr56+p70jXBEZrwUFVVIV4ACWCLtEfntGlv7uE9PoOP
9PZyNgupzf71lstWtYDfrgSz0O

[186] /cdrom/openstack/latest/user data: size=438:
config system global

set hostname fmg-boot-strap
end

AWS

To configure on AWS:

1. Gotothe AWS marketplace, and follow the procedure to launch a FortiManager AZURE virtual machine.
2. Onthe 3. Configure Instance page, select the VPC subnet and the IAM role.

When selecting the VPC subnet, select the IAM role that was created, and specify information about the license file
and configuration file from the AWS S3 bucket that was previously configured under Advanced Settings. In this
example, the IAM role name is fmgrole.
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aws source Groups ~
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 6. Configure Security Group 7. Review

Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch multiple instances from the same AMI. request Spot instances to take advantage of the lower pricing. assign an access management role fo the instance. and more.

Number of instances (i 1 Launch into Auto Scaling Group (1
Purchasing option (i [JRequest Spat instances
Network (i pc-cdd6ioas | my-vpe 3] C create new vPC
Subnet (j subnet-31b2c146 | Public subnet-1a | us-east-1a g Create new subnet

218 IP Addresses available

Auto-assign Public IP (j Enable H
Placement group (i [JAdd instance to placement group
Capacity Reservation (i Open *) C Create new Capacity Reservation
1AM role  (j fmgrole 3] C create new 1AM role
Shutdown behavier (j Stop B
Stop - Hibernate behavior (j [CJEnable hibernation as an additional stop behavior
Enable termination protection (j [ protect against accidental termination
Monitoring (i [CJEnable CloudWatch detailed monitoring

3. Expand Advanced Details, and set User data to As text, for example:

aw. source Groups v
1. Choose A 2. Choase Instance Type 3. Configure Instance dd Tags 6. Configure Security Group 7 Review

Step 3: Configure Instance Details

Additional charges will apply for dedicated tenancy.

Elastic Inference (] [JAdd an Elastic Inference accelerator
Additional charges apply.

T2/T3 Unlimited  (j [CJEnable
Additional charges may apply

File systems (i C Create new ile system

~ Network interfaces (i

Device Network Interface Subnet Primary IP Secondary IP addresses IPVE IPs

etho New network interface ~ | subnet-31b2c14€ Add P Add IP

Add Device

~ Advanced Details

Metadata accessible (i Enabled v

Metadata version (j V1 and V2 (token optional) B

Metadata token response hop limit (j 1 s
Userdata (j @ as text Oas file [linput is already base64 encoded

1

"bucket” : "fmgs3"

us-gast-1"
MG-VYMTM19003983.lic"

Tmg-hosiname-config b v

Cancel Previous Review and Launch Next: Add Storage

4. Go to the FortiManager GUI, and log in.

5. InFortiManager, go to System Settings > Dashboard.
In the following example for FortiManager, the System Information widget displays the specified hostname, and the
License Information widget displays the activated license.
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&8 System Settings v

4D Dashboard 2 Toggle Widgets
& Al ADOMs
5 ~ B 5
& Network System Information £ % License Information
L HA Host Name bootstrap-hostname 7 VM License Type Valid UUG
2 Admin v Serial Number FMG-VMTM19003983 & FortiCloud  Registered
Administrators Platform Type FMG-VM64-AWS 8 FortiGuard VM Meter Service No License
Profile HA Status Standalone Server Location 55 Servers located in US only
Workspace System Time Sun May 17 17:36:36 2020 PDT £ [2 Management Devices/VDOMs 00f 10,000
Remote Authentication Server Firmware Version v6.4.0-build2002 200408 (GA) & 2 Update Server AntiVirus and IPS 96.45.33.88 (== United States)
Admin Settings System Configuration Last Backup : N/A 2a Web and Email Filter 209.222.147.36 (== United States)
SAMLSSO Current Administrators admin /1 in total = FortiClient Update 96.45.33.106 (&= United States)
BB Certificate ~
erncates Up Time 3 minutes 17 seconds
Local Certificates Unit Operation
‘Administrative Domain OFF
CA Certificates
FortiAnalyzer Features OFF
o FORTINET
Remote Certificates .
System Resources Box [ERlEn

Microsoft Azure

To configure on Microsoft Azure:

1. Use PowerShell to deploy the FortiManager Azure VM with user data.

2. Create a MIME text file named azureinit.confinlocal PC C:\Azure\misc directory.
You can change the directory path and file name using the ScustomdataFile =
C:\Azure\misc\azureinit.conf parameterinthe psl file. The azureinit.conf is the textfile in
MIME format that includes both FortiGate CLI commands and license file content.

Content-Type: multipart/mixed; boundary="=== 0740947994048919689=="
MIME-Version: 1.0

-= 0740947994048919689==
Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Content-Disposition: attachment; filename="config"

config system admin setting
set idle timeout 480
set shell-access enable
end

-- 0740947994048919689==
Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Content-Disposition: attachment; filename="license"

I0b6sMYu8MnmDPAJLgygex1BdImccRI3pe+E9ZgT5tAu7gBVhDa5Bo/ kf3TdJO0RAxVEXcUGCO+k
4TgteYmIRK7E5C0ZGVOAGOn2zTmwaFxF9J22R68tkI3fGbhGbAfjcPN5IAJCT TwHWYJWE0Oqgy 8o/
TI9WReuzEIWC3SrWtgpgfMNM527h4RQrLXBIJPOVOmM+C4ZHkedrbBy 7gqFQWhHC+Lps8rsPh/Qj 1PN
Ii6kVnHrAgfOdI7C4IAMEKLQ
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074094799404891968

After FortiManager Azure VM is created, the FortiManager license and configuration are uploaded.
Go to FortiManager GUI, and log in.
Go to System Settings > Dashboard. In the following example, the System Information widget displays the serial

number.

System Settings v

Toggle Widgets v

& AllADOMs

£ Network System Information

L HA Host Name

2 Admin ~ Serial Number
Administrators Platform Type
Profile HA Status
Remote Authentication Server System Time

Admin Settings
SAMLSSO
BB Certificates v
Local Certificates
CA Certificates
CRL
Remote Certificates
& Event Log
[2 Task Monitor
E: Advanced ~
SNMP
Mail Server
Syslog Server

Meta Fields

Go to System Settings > Admin > Admin Settings.

Firmware Version
System Configuration
Current Administrators
Up Time
Administrative Domain

FortiAnalyzer Features

System Resources

0%

Average CPU Usage

fmg1307
FMG-VMTM19003983
FMG-VMé4-AZURE
Standalone
Sun May 17 22:29:17 2020 PDT
¥6.2.5-build 1307 200515 (GA)
Last Backup : N/A
fmgazure /1. in total
26 minutes 13 seconds

orF

oFF

\

17%

Memory Usage

£ %  UnitOperation

FORTINET

FortiManager-VMé4-AZURE

s
&
a

Time
May 17, 22:18:38
May 17, 22:07:22

27% ‘

Disk Usage

The following example displays the Administration Settings:

System Settings v

3 Dashboard

& All ADOMs

<* Network

& HA

& Admin v
Administrators
Profile
Remote Authentication Server
SAML S5O

BB Certificates v
Local Certificates
CA Certificates
CRL
Remote Certificates

& Event Log

[3 Task Monitor

Es Advanced ~
SNMP
Mail Server
Syslog Server
Meta Fields

Advanced Settings

o
W

= Redirects to HTTPS

21| (1-480 Minutes)

-

Admin Settings

Administration Settings
HTTP Port 80
HTTPS Port 443
HTTPS & Web Service | @ servercrt
Certificate
Idie Timeout 480

View Settings
Language Auta Detect
Theme

Password Policy OFF

Display Options on GUI >
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Alert Message Console

License Information

C Restart

= %O X
Message
Login from ssh: Failed for invalid user supervisor from 130.105.122.21 port 56777
Login from ssh: Failed for invalid user root from 115.79.37.77 port 63928
ox
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This section lists the new features added to FortiManager for Zero Trust Network Access.
List of new features:

« Per policy lock on page 36

Per policy lock

In normal workspace mode, you can lock individual policies.

If you want to modify a policy, you don't need to lock the entire policy package. Once you lock a policy, a padlock icon
appears beside the policy. Others are now unable to modify your policy or lock the policy package where the locked
policy is located, and unable to lock the ADOM.

Ay
‘Q' If you hover your cursor over the padlock icon, you can see who locked the policy and the time
- at which it was locked.

To enable per policy lock:

1. Go to System Settings > Workspace.
The Workspace Settings pane opens.

System Settings v & ADOM:root  Lock (I @ >~ 0@ °user1 v

€ Dashboard “ Workspace Settings
@ Al ADOMs
= Mode Disable Workflow
btk Per-Policy Lock @ £
& HA
2 Admin v

Administrators

Profile

S

Remote Authentication Server
Admin Settings
SAML SSO

2. Inthe Workspace Settings pane, select the Mode as Workspace and enable Per-Policy lock.
3. Click Apply.

To enable per policy lock via the CLI:

1. Inthe CLI Console widget enter the following CLI commands:
config system global
set workspace-mode normal
set per-policy-lock enable
end
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To lock a policy:

1. Ensure you are in the correct ADOM.

2. Goto Policy & Objects > Policy Packages.

3. Inthe policy package list, select the policy package, and right-click on the policy and select Edit.
The Edit IPv4 Policy pane opens.

4. Inthe Edit IPv4 Policy pane, modify the policy and then click OK.
A green padlock icon in the locked state is shown next to the policy name to indicate that it is locked by the current
user.

Policy & Objects v+ RS20l Object Configurations o ADOM: root - o0 - 00 °user1 v

B Policy Package v MSave v & Install v @ ADOM Revisions %% Tools v # Collapse All = Object Selector v

Search. BY 4 createNew v [Editv @ Delete [ Section~ 8 Policy Block~  # Column Settings ~ Q
I3 Cananda

0O # Name From To Source Destination Schedule Service

8 B FGYM01TM19000944
NAT64 Policy
NAT46 Policy
Proxy Policy
Authentication Rules o 1
Multicast Policy
IPv4 Local In Policy
IPv6 Local In Policy
IPv4 DoS Policy
IPv6 DoS Policy
IPv4 Interface Policy

taj-policy Clany Dany 2 taj-address 2 taj-address © taj-schedule-onetir W taj-service

@] & port7 =al = al [ always @ ALL
IPv6 Interface Policy ? !
Traffic Shaping Poli i O Cany = all = all @ always @ ALL
Installation Targ
I3 SAfrica_root
Bus 0 4 Implicit Deny B any Bany E ::: E ::: s always @ ALL

B aedxbfwl_test
Dydefault
f1 3
# Policy Blocks (1)

Others see a red padlock icon with details indicating that this policy was locked by some other user.

Policy & Objects v F:LI[87:210 1215 Object Configurations o ADOM: root - o0 - 0@ o user2 v

B Policy Package v FdSave v & install v @ ADOM Revisions ## Tools v #* Collapse All  #= Object Selector v

Search R +CreateNew v [4Edit i Delete ElSectionv B Policy Block v 4 Column Settings - al @ I
I3 Cananda

& [ FGVMO1TM19000944 0 # Name From To Source Destination Schedule Service

Firewall Policy

NATé64 Policy
NAT46 Policy
Proxy Policy

Authentication Rules o

Multicast Policy

IPv4 Local In Policy

IPv6 Local In Policy

IPv4 DoS Policy

IPv6 DoS Policy

IPv4 Interface Policy

IPv6 Interface Policy

Traffic Shaping Policy

Installation Targets :
B SAfricaroot
Bus 2
B aedxbfwi_test
default
1 g
& Policy Blocks (1)

1 taj-policy D any K any 2 taj-address 2 taj-address © taj-schedule-onetir @ taj-service

0O 24 [ any any 2 all = all ® always @ ALL

The Policy was ocked by user! a1 2020-04-14 100746 |

0 3 Dany Many @l 2 all 1 always @ALL

Zall Zall

4 Implicit D¢
(@] mplicit Deny B any By any @l gl

@ always o ALL

Once you lock a policy, other users cannot modify this policy, but they can still modify other unlocked policies.
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Policy & Objects v Object Configurations

B Policy Package v MiSave v & Install v @ ADOM Revisions 4% Tools v # Collapse All %= Object Selector v

ool 0 > 00 Qoner

] 4 cCreateNew v [Edit [ Delete [ Section~ B Policy Block v % Column Settings ~

=]

I3 Cananda
8 I FGYM01TM19000944
Firewall Policy
NATé4 Policy
NAT46 Policy
Proxy Policy
Authentication Rules
Multicast Policy
IPv4 Local In Policy
IPv6 Local In Policy
IPv4 Dos Policy
IPv6 DoS Policy
IPv4 Interface Policy
IPv6 Interface

Schedule ‘ Service

o 1 taj-policy D any O any & taj-address 2 taj-address.

2@ [any Cany 2l 2l always @ALL
always
W Implicit (4-4 / Total: 1)

Fall Fall

Implicit Deny Rany any = =  always @ AL

Forinstance, here, user2 is unable to edit policy 2 as it was locked by the other user.

Policy & Objects v T84S Object Configurations

B Policy Package v  MSave v i Install ~ @ 4 locked by other

O taj-schedule-onetir @ taj-service

s ) < 0 - 00 @z

Q N £ Column Settings ~

FiEdit~ i Delete [¥]Section v

£ Policy Block v

5]

Cananda
8 3 FGVM01TM19000944
NAT64 Policy
NAT46 Policy
Proxy Policy
Authentication Rules 0 1
Multicast Policy
IPv4 Local In Policy
IPvé6 Local In Policy
IPv4 DoS Policy
IPv6 DoS Policy
IPv4 Interface Policy
IPvé6 Interface |

Destination

o # Schedule Service

taj-policy Cany Cany 2 taj-address 2 taj-address

0O 2a Cany Cany 2 all = all always ALL

always
O v Implicit (4-4 / Total: 1)

I3 SAfrica, ; = 1
5 0 4 Implicit Deny B any B any Sl Sell 1 always @ALL
: Bal Ball

You can still lock the policy package or the whole ADOM with confirmation.
Other users are now unable to make changes to this policy package and cannot lock the ADOM.
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Lock Policy Package Confirmation

Package "FGVMO01TM19000944" was changed by user1 since 2020-04-14 10:28:50.

Lock ADOM Confirmation

Some resource was locked by other administrators.

« There is 1 policy locked by user1 since 2020-04-14 10:28:50.

5. Click Save in the toolbar to save your changes.

Sequence lock:
A policy sequence can be locked by creating, deleting, moving, cloning, or inserting policies.
The sequence lock ensures that the order of the policies is managed by one user at any given time.

If you set up a sequence lock, you see a green padlock icon at the top.
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Policy Packages

B Policy Package v MiSave v & Install v @ ADOM Revisions %% Tools v # Collapse All ~ #= Object Selector v

Y 4 createNew v [Editv il Delete [ Section v Policy Block v #& Column Settings ~

Q@
Schedule Service
locked by uset a1 2020.04-141
Firewall Policy
@ i taj-policy Cany Cany 2 taj-address. 2 taj-address © taj-schedule-onetir @ taj-service

2 [ port3 [ port6 2l 2 all  always @ALL
3 [ portt [ port7 2 all 2 all [ always @ ALL
v Implicit (4-4 / Total: 1)

0O @ 00

4 Implicit Deny B any B any E ::: g ::: 1 always DALL

Other users see ared padlock icon at the top and cannot create, delete, clone, or insert policies, but they can still modify
existing unlocked policies.

Policy & Objects v [Ze[87 210 €122 Object Configurations _ G IRAT 2 ) ° user2 v

B Policy Package v MSave v & Install v @ ADOM Revisions 4% Tools v # Collapse All ¥ Object Selector v
Q I @ I

=+ Create New v

[iEdit~ T Delete [ Section v

Policy Block v # Column Settings ~

Schedule Service

Firewall Policy

NAT64 Policy
NAT46 Policy
Proxy Policy
Authentication Rules
Multicast Policy
IPv4 Local In Policy
IPvé6 Local In Policy
IPv4 DoS Policy
IPvé Do Policy

IPv4 Interface Poli
1Pv6 I 28 2 portl 2 port7 B 111-test 2 all @ always @ ALL
n

01 taj-policy Cany any & taj-address & taj-address O taj-schedule-onetir @ taj-service

O porté

= all always

W Implicit (4-4 / Total: 1)

Implicit Deny B any B any E ::: E ::: 1 always @ALL

S L4
9 Once a sequence is locked, others are unable to lock the related policy package and ADOM.
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This section lists the new features added to FortiManager for Fabric Management Platform. They are organized into the
following sections:

« Automation and connectors on page 41

« Single pane on page 57

Automation and connectors

This section lists the new features added to FortiManager for automation and connectors.

List of new features:

o SDN connector to VMware vCenter on page 41

o Support multiple fabric connectors to Aruba ClearPass in the same ADOM on page 46
o Support multiple VMware NSX-T connectors in the same ADOM on page 49

» FortiManager firmware upgrade from FortiGuard servers on page 50

« SDN connector for Cisco ACI northbound APl integration 6.4.2 on page 52

o IMDSV2 support for FortiManager-VM on OCI 6.4.4 on page 56

SDN connector to VMware vCenter

You can create SDN connectors for VMware vCentre to allow FortiGate to retrieve dynamic addresses from VMware
vCenter via FortiManager.

Following is an overview of how to configure an SDN connector for VMware vCenter:

1. Create an SDN connector for VMware vCenter. See Creating SDN connectors for VMware vCenter on page 41.

2. Create a dynamic address object that references the SDN connector for VMware vCenter. See Creating dynamic
addresses on page 43.

3. Create afirewall policy. See Creating firewall policies on page 44.

4. Install the changes to FortiGate. See Installing changes to FortiGate on page 45.
FortiGate can retrieve dynamic addresses from VMware vCenter via FortiManager.

This example assumes that VMware vCenter is already set up.

Creating SDN connectors for VMware vCenter

To create SDN connectors for VMware vCenter:

1. Goto Policy & Objects > Object Configurations > Fabric Connectors > SSO/Identity.
2. Click Create New > vCenter Connector.
The pane opens.
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oty Objects v Potcy Pacages [t ] (oo © © > 0@ Afssiminv

& ADOM Revisions £ Tools v

@ Zone/Interface 8] +CreateNewv [ Edit i Delete 31 Import % Column Settings~ £ More v ® View v
& Firewall Objects 2 Poll Active Directory Server Type Details Created Time. Last Modified
@ Security Profiles & Fortinet Single Sign-On Agent VCenter Connector 172.18.41.70 2020-02-14 09:08:29 admin/2020-02-14.
% Fabric Connectors v I RADIUS Single Sign-On Agent VCenter Connector 172183797 2020-02-18 17:23:42 admin/2020-02-18
DN pxGrid Connector
ClearPass Connector
Threat Feeds
NSX-T Connector
S50/kenit) Center Connector
2 User & Device >

3. Complete the following options, and click Apply & Refresh:
Policy & Objects v Pnﬁr_ymgs _ [SICIENLY 1 ) &‘fs’szm‘mv

@ ADOM Revisions £ Tools

@ Zone/Interface > Create New vCenter Connector
B Firewall Objects > Name
® Security Profiles > St o
3k Fabric Connectors. g Server
SR User
fi=ec Password ®
ro— B
4 User & Device > Default Group
The Rule section is displayed.
4. Under Rule, click Create New.
5. Complete the following options, and click OK.
Create New Rule
Name FGvé
Rule “o name= FGué" vx |+
ip name  vmuuid vmid  ne *
10.101.14.1 ms_tc7  503187c0-aB6a-1b7a-ef05-f73092abaa56 34934 du
10.151.119.1 ms_tc7  503187c0-aB6a-1b7a-ef05-f73092abaa56 34934 du
172.18.41.145 ms_tc7  503187c0-aB6a-1b7a-ef05-f73092abaa56 34934 VI
fe80::250:56ff:feb1:56ce-:: ms_tc7 503187c0-a86a-1b7a-ef05-f73092abaa56 34934 VI

feB80:3441:8997:36f2:3016-:: ms_tc7 503187c0-aBba-1b7a-ef05-f73092abaa56 34934 du
feB80::b487:3a63:6245:e41d-:: ms_tc7 503187c0-aBba-1b7a-ef05-f73092abaa56 34934 du

< >

[Total: 6]

N T

FortiManager retrieves IP addresses from the VMware vCenter server.
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AN R i

& ADOM Revisions # Tools ~

[@ Zone/Interface > Edit vCenter Connector
& Firewall Objects >
Name [ fmg-stress
@ Security Profiles >
&7 Status
%% Fabric Connectors =
Server 172.18.41.70
SDN
User ellen@vsphere.local
Threat Feeds
Password ssssssse
OB Update Interval 30 &
7 User & Device & Default Group stressl
Rule
+ CreteNew @ £t Deic 4
O Name Rule
O rGws name=FGvé*
O &2 name=ej_vlan*
O e-viani24 name=ej_vlan124*
O  e-vian124-top3-001 name=ej_vlan124-top3-0001
O e-vian128 name=ej_vlan128*
Connector Users Search Q

B & vc_fmg-stress_FGvé (250/250)

B &vc_fmg-stress_ej-2k (1747/1747)

B & vc_fmg-stress_ej-vlan124 (250/250)

B & vc_fmg-stress_ej-vlan124-tap3-001 (1/1)
& ve_fmg-stress_ej-vlan128 (250/250)

&l ve_fmg-stress_stress1 (83/83)

Apply & Refresh

Creating dynamic addresses

To create dynamic addresses:

1. Goto Policy & Objects > Object Configurations > Firewall Objects > Addresses.
2. Click Create New > Address, or double-click an existing address object to open it for editing.
3. Complete the following options, and click OK.
a. Inthe Address Name box, type a name.
In the Type box, select Dynamic.
Beside Sub Type, select FSSO.
In the FSSO Group box, select the SDN connector that you created.
Set the remaining objects as desired.

200U
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Policy & Objects v~ Policy Packages

@& ADOM Revisions 1 Tools v

Zone/Interface
B Firewall Objects ~
Wildcard FQDN Addresses
Services
Schedules
Virtual IPs
IP Pools
Traffic Shapers
Shaping Profile
® Security Profiles >
# Fabric Connectors >

Bt User & Device >

> Edit Address

Address Name
Color

Type

Sub Type

F550 Group

Interface

Static Route Configuration

Comments

Add To Groups

Advanced Options >

Per-Device Mapping

The dynamic address is created.

Creating firewall policies

To create firewall policies:

ad-vCenter
]
Dynamic

OSDN  ClearPassSPT (®FSSO

[

2 ve_fmg-stress_FGvé
Server: FortiManager

1 Entry Selected

Select Entries (Total: 14) x

[0

& vc_fmg-stress_FGvé
Fserver:

Lany

OFF

& vc_fmg-stress_ej-2k
'Server. FortiManager

2 vc_fmg-stress_ej-vlan124
‘Server. FortiManager

2 vc_fmg-stress_ej-vlan124-top3-001
‘Server. FortiManager

Click here to select

2 vc_fmg-stress_ej-vlan128
lServer: FortiManage

1. Goto Policy & Objects > Policy Packages.

2. Inthe tree menu, click IPv4 Policy under the target FortiGate.
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3. Click Create New , or double-click an existing policy to open it for editing.
Policy & Objects v Object Configurations
B Policy Package ~ & Install v & ADOM Revisions % Tools ~  # Collapse All 3= Object Selector ~

Q' Edit IPva Policy
© [ FortiGate-VM _root

Name (1 )
o fargets Incoming Interface Cany Q
B default

Qutgoing Interface Cany Q
Source Internet Service oFF
Source Address Sall o
Source User +
Source User Group +
FS50 Groups +
Destination Internet Service OFF
Destination Address H ad-vCenter o
Service DAL o
Schedule @ always Q
Action Accept | IPSEC
Log Violation Traffic =

Generate Logs when Session Starts

Comments

Advanced Options >

4. Complete the options, and click OK.
The policy package is created.

Installing changes to FortiGate

To install changes to FortiGate:

1. Goto Policy & Objects > Policy Packages.

2. Inthe tree menu, right-click Installation Targets under the target FortiGate, and select Install Wizard.
The Install Wizard dialog box opens.

3. Select Install Policy Package & Device Settings.

FortiManager 6.4.0 New Features Guide
Fortinet Inc.



Fabric Management Platform

4. Inthe Policy Package list, select the policy package, and click Next.

Install Wizard - Policy Package and Device Setting (FortiGate-VM_root)
Please select one or more devices to install () Use checkbox or Ctrl or Shift key for multiple selections) | 5oorch. Q
A Device Name IP Address Platform
FortiGate-VM 10.59.8.162 FortiGate-VMé4
< Back Next >
#

5. Complete the options, and click Next.
The policy package is installed.

FortiGate can retrieve dynamic addresses from VMware vCenter via FortiManager.

22 FortiGate VM64  FortiGate-VM

ad-vCenter resolves to:

105321
@ Dashboard > [ + Create Ne © 105322 © Delete | [ Searct Q
& Security Fabric > © 105323
i 105324 Details Interface Visibility
8 FortiView > _ 105325
[] Address © IEEETEX)
b Network > 105327
@ system , EFABRICDE\ 4105328 Subnet 000.0/0 © Visible 0
105329 .
B Policy & Objects ~ BEFREWALLA | 0200 Subnet 000.0/0 © Hidden 0
1Pva Policy SSLVPNTUN  * %gé gg 1% 1P Range 10.212.134.200 - 10.212.134.210 @ SSLVPN tunnel interface (ssl.root) © Visible 0
ion Rules # advCenter | » 1053213 Dynamic (FSSO) & ve fmg:stress FGV6 © Visible 1
*10532.14
Local In Policy Ball 1053215 Subnet 00.00/0 © Visible 1
. *10532.16
iREDoS Roticy *10532.17
*10532.19
Internet Service Database * 105.32.20
. 1053221
Setvices| 1053222
SIS 1053223
1053224
Virtual IPs *105.32.25
*105.32.26
1P Pools 1053227
Protocol Options * 1053228
* 1053229
Traffic Shapers * 105.32.30
1053231
Traffic Shaping Policy * 105.32.32
Traffic Shaping Profile ¢ 1053233
1053234
@ Security Profiles > *105.32.35
O *105.32.36
aveN > 1053237
& User &Device > * 1053238
*105.32.39
= WiFi&SwitchController > * 105.32.40
* 1053241
lal Log & Report 4 1053242
@ Monitor N 1053243
* 1053244

Support multiple fabric connectors to Aruba ClearPass in the same ADOM

You can create multiple Aruba ClearPass connectors in each FortiManager ADOM, and then add them to a user group
object, which you can install to FortiGates via a policy package. After the policy package is installed, FortiGate can use
the multiple ClearPass connectors in the ADOM to connect to multiple CCPM (Configure ClearPass Policy Manager)
servers.

Following is an overview of how to use multiple ClearPass connectors:
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1. Create multiple ClearPass connectors in an ADOM. See Creating multiple ClearPass connectors inan ADOM on
page 47.

2. Getroles and users from ClearPass. See Getting roles and users from ClearPass on page 48.
Create a user group object that references multiple ClearPass connectors. See Creating user groups on page 48.

4. Add the user group to a policy package, and install the policy package to FortiGate. See Installing policy packages
to FortiGate on page 48.

FortiGate uses the ClearPass connectors to connect to multiple CCPM servers.

g

This example assumes that Aruba ClearPass is already set up.

Creating multiple ClearPass connectors in an ADOM

To create multiple Aruba ClearPass connectors:

1. Ensure you are in the correct ADOM.
This example uses the root ADOM.
2. Create a Clear Pass connector.
a. Goto Fabric View > Fabric Connectors.
b. Click Create New > ClearPass, and click Next.

Create New Fabric Connector

Please choose a connector type.

SDN (12) v
i aws I
fleco 2 NSX ORACLE vmware
ACI AWS NSX-V Nuage Azure ocCl ESXi
— ~
= ) O
Gl
Horizon Kubernetes GCP AliCloud SEPM

S50/Identity (9) v

B2 @ =m 5 © @ uy | e

FortiClient FortiNAC AD Polling FSSO RADIUS pxGrid ClearPass
EMS

Next >

c. Complete the options, and click OK.
The ClearPass connector is created.
3. Create another ClearPass connector.
The multiple fabric connectors for Aruba ClearPass are displayed in the root ADOM.

S5  FabricView v  Fabric Connectors ADOM:root [2 @ >- (& adminv
S50/Identity (2)
°°°°° ClearPass Connector - c1 m G2 > T (C::)e:r:':j;r - test m G2 >
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Getting roles and users from ClearPass

To get roles and users from ClearPass:

1. Goto Policy & Objects > Object Configurations > Fabric Connectors >SSO/Identity.
2. Double-click a ClearPass connector to open it for editing, and click Apply & Refresh.
FortiManager retrieves the roles and users from ClearPass.

3. Repeat this procedure for all ClearPass connectors in the ADOM.

Creating user groups

To create user groups:

Go to Policy & Objects > Object Configurations > User & Device > User Groups.

Click Create New.

In the Group Name box, type a name for the group.

Beside Type, select FSSO/SSO Connectors, and select the Aruba ClearPass connectors.
Set the remaining options, and click OK.

o kN -=

Installing policy packages to FortiGate

To install policy packages to FortiGate:

1. Goto Policy & Objects > Policy Packages.
2. Use the new user group in a policy package, and install the policy package to FortiGate.

After the policy package is installed to FortiGate, FortiGate can use multiple CCPM servers. FortiGate distinguishes
between multiple connectors by the user names contained in each ClearPass connector.

=_= FortiGate 500D FortiGate-500D interimbuild1560~ Q~ &~ >~ I ®- L~ (@ admin-
& root v | New User Group Select Entries x
& Dashboard Q Search + Create

Name

XX Security Fabric ARUBA CLEARPASS (2

Type Firewall & cp_c1_Engineering
RADIUS Single Sign-On (RSSO)
Guest

Members | + |

|8 FortiView

4 Network

£ System

B Policy & Objects
& Security Profiles
S VPN

I & User & Device

< v v v v v v v v

User Definition

Guest Management
Device Inventory
LDAP Servers

RADIUS Servers
Authentication Settings
FortiTokens

= WiFi &Switch

= N Close
Controller J
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Support multiple VMware NSX-T connectors in the same ADOM
You can create multiple VMware NSX-T connectors in each FortiManager ADOM.

To create multiple VMware NSX-T connectors:

1. Ensure you are in the correct ADOM.
2. Create an NSX-T connector.
a. Goto Policy & Objects > Object Configurations > Fabric Connectors > SSO/Identity.
b. Click Create New > NSX-T Connector.
c. Complete the options, and click OK.
In the following example, a connector named NSXT-1 is created.

Policy & Objects v Policy Packages. ADOM: ad62-veenter| 12 @ > Q) %aamin ~
@ ADOM Revisions  £% Tools v
Zone/Interface > Create New NSX-T Connector
B Firewall Objects >
Name NSXT-1
© Security Profiles. >
Status =2
3% Fabric Connectors v
SDN
NSX-T Manager Configurations
Threat Feeds er Conte
Server 17218.37.198
550/Identity
User Name admin
2 User & Device >
Password ssecscescecce @
FortiManager Configurations
IP Address 172.18.37.131
User Name admin
Password e e

3. Create another NSX-T connector.
In the following example, a connector named NSXT-2 is created.

Policy & Objects v Policy Packages ROV = © > 0@ Afiadmin

@ ADOM Revisions £ Tools v

Zone/Interface > Clone NSX-T Connector NSXT-1
B Firewall Objects >
Name NSXT-2
Security Profiles >
Szt status a
3% Fabric Connectors >
SDN
NSX-T Manager Configurations
Threat Feeds er Conte
e 1721837194
SSO/Identity
UserName admin
4 User & Device >
Pasword B
ForiManager Confgurations
IP Address 172.18.37.131
UserName admin
Password .

The multiple fabric connectors for VMware NSX-T are displayed in the ADOM.
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Policy & Objects v Policy Packages ADOM:ad62-weenter E@ 2 @ >~ 0@ ﬂFaamin v

@ ADOM Revisions £ Tools v

@ Zone/Interface > <
 Firewall Objects = Details Created Time Last Modified

& NSXT-1

>
© Security Profiles. > 172.18.37.198 2020-02-20 15:57:54 admin/2020-02-20 16:10:57
3% Fabric Connectors v 17218.37.194 2020-02-20 16:57:54

12020-02-20 16:57:54

SDN 172184170 2020-02-14 09:08:29

172183797 2020-02-18 17:23:42

020-02-14 09:45:43

ooooo

Threat Feeds

& User & Device >

020-02-18 17:27:25

FortiManager firmware upgrade from FortiGuard servers

You can upgrade FortiManager firmware by using images available on FortiGuard servers. A green checkmark beside
the available firmware images indicates the recommended FortiManager upgrade path. You can also upgrade to a
firmware image that is not recommended if desired.

To upgrade FortiManager firmware in the GUI:

1. Go to System Settings.

2. Inthe System Information widget, beside Firmware Version, click Update Firmware.
The Firmware Management dialog box opens.

Firmware Management

Current Version v6.4.0-build5663 200210 (Interim)

Upload Firmware
Upload file by drag & drop here or

FortiGuard Firmware 6.2.2(1183)

&

3. From the FortiGuard Firmware box, select the version of FortiManager for the upgrade, and click OK.

The FortiGuard Firmware box displays all FortiManager firmware images available for upgrade. A green checkmark
displays beside the recommended image for FortiManager upgrade.

Firmware Management

Current Version v6.4.0-build5663 200210 (Interim)

Upload Firmware
Upload file by drag & drop here or

FortiGuard Firmware 6.2.2(1183) a
6.2.1(1121)
6.2.0 (1050)

Al
‘Q' Because this image was captured before the release of FortiManager 6.4.0, a green
- checkmark is not yet available.

If you select an image without a green checkmark, a confirmation dialog box is displayed. Click OK to continue.
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Firmware Download

Upgrade to selected firmware version is not recommended, would you like to continue?

FortiManager downloads the firmware image from FortiGuard.

Firmware Management

Downloading the selected image file...

Total: 1/1, @ Pending: 1, <™ In Progress: 0, &
Completed: 0

ol

Index Name Status Time Used History

4

FortiManager uses the downloaded image to update its firmware, and then restarts.

Firmware Management

few moments.

4. The image has been uploaded successfully and the system is restarting. Please wait for a

4

After FortiManager restarts, the upgrade is complete.

System Information
Host Name
Serial Number
Platform Type
HA Status
Systern Time
Firmware Version
System Configuration
Current Administrators
Up Time
Administrative Domain

FortiAnalyzer Features
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FMG-VM&4
FMG-VMTM20001157
FMG-VM&4

Standalone

Thu Feb 13 14:34:38 2020 PST
v6.2.2-build1183 191008 (GA)
Last Backup : N/A

admin /1 in total

& minutes 8 seconds

OFF

[

Q

\-"

»
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SDN connector for Cisco ACI northbound API integration -6.4.2

A new SDN connector type, ACI-direct has been added for Cisco ACI northbound APl integration. It allows you to directly
define dynamic firewall addresses for Cisco ACI.

The following filters are supported:

o Tenant

» Application

« Endpoint group
» Tag

Fortinet SDN Connector is optional for this configuration.

To configure a Cisco ACI Direct connector:

1. Goto Policy & Objects > Object Configurations.
2. Inthe tree menu, go to Fabric Connectors > SDN, and select the ACI SDN connector.

3. From the toolbar, select Edit to edit an existing SDN Connector.
The Edit SDN Connector pane opens.

Policy & Objects v Policy Packages o[y S Y IEY

Normalized Interface > Edit SDN Connector
B Firewall Objects >

@ Security Profiles jvee
$ Fabric Connectors ~ Connector Settings

BT e

Threat Feeds
Status
Endpoint/Identity
2 User & Authentication > Update Interval (s) @
Cisco ACI Connector

ACI Type

ADOM: ACI-Direct-SDN-support. 1> @ > L@ %adminv

Application Centric Infrastructure (ACI)

T seecify

FortiSDN Connector [sliEqechREE]

=
4. Inthe Edit SDN Connector pane, select Direct Connection as the ACI Type, and click OK.
Ay
b [ 4
q Alternatively, create a new SDN Connector by selecting Create New from the toolbar.

To import ACI objects from the Cisco ACI server:

1. Goto Policy & Objects > Object Configurations.
2. Inthe tree menu, go to Fabric Connectors > SDN.
The ACI-direct connector is displayed in the content pane.
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pol . Otects v oty Paciaes [T [SHASBIGEONI = © > 00 Hfsimin

@ ADOM Revisions £ Tools v

[@ Normalized Interface b+ CreateNew [ Edit iy Delete 31 Import 4 Column Settings~  § More v ovewv  [NNGNEEEEEE

& Firewall Objects > O Name Type 1P/Port Status. Created Time Last Modified
@ Security Profiles. = aci_direct1 Application Centric Infrastructure (ACI Direct) 10.100.25.204 2020-07-1316:24:51  admin/2020-07-13 16:47:47
3% Fabric Connectors v REdit
Threat Feeds B Delete
Endpoint/Identity
2 User & Authentication >
21 Import

- ——— e B Promote to Global

3. Right-click the ACI-direct SDN connector, here aci_direct1, and select Import.
Once the processing bar in Import SDN Connector pane is filled, Filter Generator pane opens.

4. Inthe Filter Generator pane, select +, and add a filter from the list.

Filter Generator

Application (1)
Application=3-Tier-Application
Epg (4)
Epg=db

Filter Generator

|[o Temntctenan bniove £ | 4

Tenant

tenant_btrulove

[Total: 1]

[ JEEEEE

Click OK.
The Import SDN Connector pane opens.
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5. Select the filter, and click Import.

Import SDN Connector

+ AddFilter [ Edit ¥ Delete

The fabric connector address is imported.

Import Fabric Connector Address

Success : 1, Fail: 0, Total : 1@
1/1

6. Click Close.
An ACI type dynamic address with the selected filter is automatically created.
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To edit an ACI type dynamic address:

1. Goto Policy & Objects > Object Configuration, and in the tree menu under Firewall Objects, select Addresses.

Policy & Objects v Policy Packages e - =-ade " C

@ ADOM Revisions £ Tools v

Normalized Interface

B Firewall Objects ~ O Name Type
O 5none Firewal Address
Wildcard FQDN Addresses O B loginmicrosoftonline.com Firewall Address
Services O B loginmicrosoft.com Firewall Address
Schedules. O B loginwindows.net Firewall Address
Virtual IPs 0O 8 gmail.com Firewall Address
1P Pools O B wildcard.google.com Firewall Address
Traffic Shapers O B wildcard dropbox.com Firewall Address
Shaping Profile O B SSLVPN_TUNNEL ADDR1 Firewall Address
(ST , O =al Firewall Address
R , O S FREWALL AUTH_PORTAL ADDRESS  Firewall Address
O = FABRIC_DEVICE Firewall Address
AU=snetet ? O % FCTEMS AL FORTICLOUD SERVERS Firewll Address
O S metadata-server Firewall Address
O # aci_direct add1 Firewall Address
ACI-D-6xwst6, Firewall Address

O B SSLVPN_TUNNEL IPv6 ADDR1 1Pv6 Address

0 Bal 1Pv6 Address

O #none 1Pv6 Address

0O =Gsite Address Group
O = Microsoft Office 365 Address Group

Details.
IP/Netmask:0.0.0.0/255.255.255.255

FQDN:login.microsoftonline.com
FQDN:login.microsoft.com
FQDN:login.windows.net
FQDN:gmail.com
FQDN:*.google.com
FQDN:*.dropbox.com

1P Range:10.212.134.200-10.212.134.210
1P/Netmask:0.0.0.0/0.0.0.0
1P/Netmask:0.0.0.0/0.0.0.0
IP/Netmask:0.0.0.0/0.0.0.0
Fabric Connector Address:

IP/Netmask:169.254.169.254/255.255.255.25! £» any

Fabric Connector Address:(aci_direct1)
Fabric Connector Address:(aci_direct1)

1Pv6 Subnet:fdff:ffff../120
IPvé6 Subnet:::/0
1Pvé6 Subnet:::/128

gmail.com, wildcard.google.com

loginmicrosoftonline.com, login.microsoft.com, |

RGO © © - 20 Ao~

] +CresteNewy [4 Edit [ Delete % Column Settings v § More v oview~ [N

Interface ‘Comments Created Time
Sany 2020-07-13 15:36:C
Sany 2020-07-13 15:36:C
Sany 2020-07-13 15:36:C
Sany 2020-07-13 15:36:C
Sany 2020-07-13 15:36:C
Sany 2020-07-13 15:36:C
any 2020-07-13 15:36:C
[ ssiven_tun_intf 2020-07-13 15:36:C
Sany 2020-07-13 15:36:C
any 2020-07-13 15:36:C
Sany IPv4 addresses of Fabric 2020-07-13 15:36:C
any 2020-07-13 15:36:C
2020-07-13 15:36:C
any 2020-07-13 16:24:5

2020-07-13 16:59:4
2020-07-13 15:36:C
2020-07-13 15:36:C
2020-07-13 15:36:C
2020-07-13 15:36:C
2020-07-13 15:36:C

2. Inthe content pane, right-click the created address, and select Edit.

The Edit Address pane opens.
Policy & Objects v PolitvPKhleS

@ ADOM Revisions & Tools +

Normalized Interface > EditAddress
2 Firewall Objects v
Address Name ACD-6xwsrs
Color ®
Wildcard FQDN Addresses
e Dynamic
Services oo
ub Type SON  ClearPass-SPT OFSSO
Schedules © B
SDN Connector < aci_direct] -
Virtual 1Ps
SON Address Type Public | Al
P =
Fiter tenant=tenant_birulove El
Traffic Shapers
Interface Sany he
Shaping Profle
Static Route Confguration o
® Security Profiles > “
Comments
3K Fabric Connectors >
1 User & Authentication > y
AddTo Groups Ciick here to select
Advanced Options >
Per-Device Mapping o

3. Configure the settings as needed, and click OK.

Using dynamic address in the policy:

1. Goto Policy & Objects > Policy Packages.

2. Inthe tree menu, select the package or the folder, here Firewall Policy under Level1_downstream_174_HA.

Policy & Objects v Object Configurations

B Policy Package v & Install v @ ADOM Revisions %% Tools v Collapse All = Object Selector v

Search. Install Wizard New v [
© [ Levell downstrea  Re-install Poli Install
o -

Firewall Policy : from L
Installation Targets o i1 to-internet Cport2 Dport1
default
o 2 sdn Cport8 Cporty
o 3 Implicit Deny Cany Many

3. Inthe Install menu, select Install Wizard.
The Install Wizard is displayed.
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Source Destination
Ball 2all

# ACI-D-6xwsré.

 aci_direct_add1 2al

Bal al

Dall Dall

G - © - 00 Ao«

A - 0 . 00 o~
— <]

Schedule Service Users
always WAL
always TALL
B always DAL
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Install Wizard

@ Install Policy Package & Device Settings
Install a selected policy package. Any device specific settings for devices associated with the package will also be installed.
Policy Package Levell_downstream_174_HA -

Comment

[JCreate ADOM Revision
DOschedule Install

O Install Device Settings (only)

| |
4. Select Install Policy Package & Device Settings, and click Next.
The ACI direct type SDN address is successfully installed to the FortiGate.

Install Wizard - Policy Package (Levell_downstream_174_HA)

@ Policy package (Level1_downstream_174_HA) is installed successfully.
Total: 1/1, @ Success: 1, A Warning: 0, @ Error:0 @
B View Installation Log & View Progress Report Q]
4 Name Time Used ~ Status
1 Levell downstream 174 HA 175 install and save finished status=OK

5. Click Finish.
You can verify if the installation was successful by going to Policy & Objects > Addresses in the FortiGate.

# Edit T Clone @ Delete || Search Q
Name * Type & Details * Interface & Ref. &
] Address @
3 ACI-D-6xwsr Dunamic (ACL-DIRECT) # ACI-D-6xwsr6 1
B FABRIC_DEVI( A9ress H ACID-6xwsr6 0000/0 0
Type Dynamic
$# FCTEMS ALL | iClient EMS Tag) 0
SubType Fabric Connector Address
B FIREWALLAY <\ Connector % aci direct1 0000/0 0
£ SSLVPN.TUNY e, Tenant=tenant_btrulove 10212134200-10212.134210 (3 SSLVPN tunnel interface (sslroot) O
$# aci_direct_add] Interface O any DIRECT) # aci direct add1 1
Bal ResolvedTo  1003.12 0000/0 3
B qtn.mac 000 References 1 ddress) 00:00:00:00:00:00 0
atnmac 2211 ¢ gdit ddress) 22:11:11:11:01:11 0

IMDSv2 support for FortiManager-VM on OCI -6.4.4

FortiManager-VM on OCIl uses Oracle Instance Metadata Service version 2 (IMDSv2) to query and retrieve metadata
from OCI cloud. IMDSv2 provides enhanced security compared to version 1.

With IMDSv2:

 All requests to the IMDSv2 endpoints must include an authorization header. Requests that do not include the
authorization header are rejected.
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» Requests that are forwarded using the HTTP headers Forwarded, X-Forwarded-For, or X-Forwarded-Host
are rejected.

To upgrade the instance metadata service on an OCI compute instance:

1. Verify that the instance uses an image that supports IMDSv2.
2. Identify and migrate requests to the legacy IMDSv1 endpoints to support IMDSv2 endpoints.
3. Disable all requests to the legacy IMDSv1 endpoints.

Single pane

This section lists the new features added to FortiManager for single pane.
List of new features:

o Prompt admin to register FortiManager with FortiCloud on page 58

o FortiManager support for FortiAnalyzer HA on page 64

« Enable management extensions in FortiManager on page 65

« Licenses for management extension applications on page 67

» Online update and verification for third-party certificates (OCSP stapling) on page 70

« Interface-based shaping profiles and monitoring on page 73

o FortiManager detects an unauthorized FortiAP connected to a managed FortiGate on page 85
» Enforce firmware version when on-boarding a new FortiAP on page 87

» Enforce firmware version when on-boarding a new FortiSwitch on page 89

» Backup and restore FortiManager settings include Wireless Manager configuration on page 91
o Central SD-WAN, FortiAP, and FortiSwitch templates included in ADOM revision on page 93

o FortiManager support for FortiGate-7000E and FortiCarrier-7000E families on page 95

o Spectrum analysis for managed APs 6.4.1 on page 97

o FortiSwitch GUI enhancements 6.4.1 on page 100

o Upgrading ADOMs managing devices running FortiOS 6.4 6.4.1 on page 106

« Interface normalization policy 6.4.1 on page 107

» Adding a FortiGate HA cluster when adding a model device 6.4.1 on page 113

o Updated Security Rating Report 6.4.1 on page 115

o ADOM locking for FortiGates with multiple VDOMs used in multiple ADOMs 6.4.1 on page 118
« New and improved FortiSwitch Topology View 6.4.2 on page 119

» Run cable test on FortiSwitch ports from FortiManager 6.4.2 on page 125

« New Folder View added to display managed devices 6.4.2 on page 128

» Model device approval using device template 6.4.2 on page 131

« IPS signature activation filter: hold-time and CVE pattern 6.4.2 on page 136

» Display RSSI signal information and connection status for a managed FortiExtender 6.4.2 on page 139
» FortiSigConverter management extension tool to import Snort rules 6.4.3 on page 140

« Export policy check results 6.4.3 on page 145

« Device Health Monitoring Screen and Widget 6.4.3 on page 145

» Assign policy packages and system templates during device approval 6.4.3 on page 151

o IPsec VPN template 6.4.3 on page 155
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o Support FortiSOAR license update in an air-gapped environment (closed network) 6.4.3 on page 162
o Workspace Mode can be set per-ADOM 6.4.3 on page 165
+ New management extension - FortiAuthenticator added to FortiManager 6.4.3 on page 169

« Management extension logs can be accessed in FortiManager or forwarded to FortiAnalyzer to analyze them
further 6.4.3 on page 172

« New management extension - FortiPortal added to FortiManager 6.4.4 on page 172
o CLI Templates and Scripts usability improvements 6.4.4 on page 176

» FortiManager GUI accessibility improvements 6.4.4 on page 177

» Device authorization usability improvements 6.4.4 on page 180

« Device manager usability improvements 6.4.4 on page 182

e FortiOS private data encryption support 6.4.4 on page 186

» FortiSwitch Manager device monitoring usability improvements 6.4.4 on page 188

o Liveness detection support for VMware NSX-T service 6.4.4 on page 190

Prompt admin to register FortiManager with FortiCloud

FortiManager VM users are now required to register their VM license or get a free trial license. You can register a
hardware device directly from the System Settings > Dashboard pane with FortiCloud.

This topic contains the following section:

» Registering a VM license on page 58

o Getting a trial VM license on page 59

o Registering a hardware device on page 61
 Viewing license information with the CLI on page 63

Registering a VM license

ﬂ To download a VM license file, log in to FortiCloud, and click Asset > Manage/View Products.
Select a device from the list, and click the link in the License File field.

To register a VM license:

1. Go to the FortiManager VM login page.
2. Click Upload License, and take one of the following actions:
« Drag and drop the license file onto the field.
« Click Browse to navigate to the location of your license file on your computer.
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3. Click Upload.

FortiManager-VMé64

This product requires a valid license. If you already purchased
the license, please upload it now. If you want to evaluate this

product, please log in your FortiCloud account to start the free
trial.

(VRIS & Login with FortiCloud

Upload file by drag & drop here nr‘ ‘

Getting a trial VM license

If a VM license is not associated with your FortiCloud account, you can get a free trial license for up to three devices.
Trial licenses do not expire.

To get a trial VM license:

1. Go to the FortiManager VM login page.
2. Click Login with FortiCloud.

3. Enter your FortiCloud account credentials, and click Login. If you do not have a FortiCloud account, click Create
Account.

FortiManager-VMé64

This product requires a valid license. If you already purchased
the license, please upload it now. If you want to evaluate this
product, please log in your FortiCloud accoun to start the free
trial.

[-QVELELIRCLECE & Login with FortiCloud

u test5018@gatest.com ‘
u [ ‘

Create Account  Forgot Password

FortiManager VM connects to FortiCloud to get the trial license, and the system reboots.
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4. Logback into FortiManager VM.

FortiManager-VMé64

You have logged in successfully to FortiCloud. The system is
restarting to apply the trial license. Please wait for a few
moments.

FortiManager-VMé4

’ admin v

System Information £ % License Information o %
Host Name 147-FortiCloud-Demo pa & FortiCloud @ Registered test5018@qatest.com
Serial Number FMG-VMTM20090011 EEVM License Type Trial License 2
Administrators Platform Type FMG-VM64 [2 Management Devices/VDOMs 00f3
Profile HA Status Standalone FortiGuard VM Meter Service No License
Remote Authentication Server System Time Fri Feb 21 14:50:08 2020 PST Va Server Location © Global Servers ya
Admin Settings Firmware Version v6.4.0-build1961 200220 (Interim) & 2 Update Server AntiVirus and IPS 192.168.100.205
SAML SSO System Configuration Last Backup : N/A 2Ala Web and Email Filter ~ 192.168.100.206
BB Certificates Current Administrators ~ admin /1 in total FortiClient Update  192.168.100.207
Local Certificat
ocal tertineates Up Time 12 minutes 6 seconds
CA Certificat Unit Operation oox
erumeates Administrative Domain or P ~
CRL
Remote Certifcates System Resources Pepal FORTINET
I Event Log .
[2 Task Monitor )
FortiManager-VMé64
b Advanced o, o, o,
B Advance 21% 26% 6%
SNMP C Restart
Mail Server
) Alert Message Console
Syslog Server Average CPU Usage Memory Usage Disk Usage
[Multi-Core Details] Time Message 2
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6. To view your trial license in FortiCloud, log in to your account, and click Asset > Manage/View Products.

« C @ support-dev.corpfortinet.com/product/viewproducts.aspx

* O
FortiCloud tests018@qatest.com &8+
Customer Service & Support Home Assistance Download Feedback 934510 Fortinet &

View Total Records : 3

Products Filter: Off @

€ Advanced Search Please enter product SN or description... Q

Serial Number a Description$

Ship Date® Registration Date$
FCTEMSTA19090045 FortiClient EMS Cloud 2019-12-12
FG6HOES819900779 2019-07-12 2019-11-21
FMG-VMTM20090011 2020-02-21

Registering a hardware device

To register a hardware device:

1. To verify the license is not registered, log in to FortiCloud, and click the Assets tab. If you do not see your device,
then it is not registered.

Foﬂicf(;l\:l kylezhang@fortinet.com &8 v
Customer Service & Support Home Assistance Download Feedback —.

View

About To Expire

© Aavanced e Plsse et procuct SN or dscpln.. Q

Products

Serial Number a

Description$ Ship Date® Registration Date$
FACY FAC 2019-12:03
FGTE0D4614007595 2014-08-04 2014-09-03
FGYMO1TM19000854 2019-02-06
FGVIMO1TM19000944 2013-03-11
FGVMO1TM 19001008 2019-03-15
FMG3HE3R15000001 @ 20191223 20191223
FMGAWSTM 18000045 oieeroh

Corporate How to Buy Products Services & Support £3FortinetBlog £ W & in

S

2. InFortiManager, go to System Settings > Dashboard.
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3. Inthe License Information widget, click Register Now.

3 Dashboard
& All ADOMs =
. 55 " =
& RAID Management System Wnfommation Z % License Information s x
O Network Host Name FMG1000D pa & FortiCloud Status © Not Registered
L HA Serial Number FMG1KD3A15000085 [3 Management Devices/VDOMs 10f 1,000
2 Admin v HA Status Standalone FortiGates/Logging 1
Administrators System Time Fri Jan 10 14:22:41 2020 PST e Devices
Profile Firmware Version v6.4.0-build5522 200109 (Interim) & & FortiGuard Server Location =5 Servers located in US only Pd
Remote Authentication Server System Configuration Last Backup : N/A 2 2 Update Server AntiVirus and IPS 96.45.33.84 (@& Sunnyvale, California, United
Admin Settings Current Administrators ~ admin /1 in total = States)
SAML S5O Up Time 4 hours 15 minutes 37 seconds Web and Email Filter  96.45.33.65 (@& Sunnyvale, California, United
B Certiicates v Administrative Domain OFF States)
Local Certificates oA e e o FortiClient Update ~ 96.45.33.98 (@& Sunnyvale, California, United
CA Certificates States)
CRL System Resources t- N
Remote Certificates . | Unit Operation o x
¥ Event Log. ;
o 7 o 9 FORTINET
[ Task Monitor 7 A 9 A) 1 /0
Bs Advanced &5
SNMP FortiManager-1000D
Mail Server Average CPU Usage Memory Usage Disk Usage
[Multi-Core Details) c Restart
Syslog Server
Btk Alert Message Console oo x
Advanced Setti o
HancedSees, Time Message
lan 10 Notwnrk Intorface nart? ic in I -

4. Enteryour device information in the FortiCloud window, and click OK. FortiManager sends the information to
FortiCloud.

N\
FortiCloud

Serial Number ~ FM3K9E3M15000018
Account ID/Email | kylezhang@fortinet.com

Password ecescsce

Register Forgot your password?

Country/Region | Canada
Reseller

After the information is synchronized, the Status changes to Registered.
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System Settings v S oo Q1§ adminv
€ Dashboard 1 Toggle Widgets v
& All ADOMs =
z o < . P
% RAID Management System Information 2 % License Information oox
O Network Host Name FMG1000D rd & FortiCloud Status  Registered
& HA Serial Number FMG1KD3A15000085 Account ID kylezhang@fortinet.com
2 Admin v HA Status Standalone Company Fortinet
Administrators System Time Tue Jan 14 17:03:07 2020 PST Ve Support Contract ~ Hardware + Return to factory (Expires 2021-01-12)
Profile Firmware Version v6.4.0-build5522 200109 (Interim) & Firmware & General v Web/Online Support (Expires 2021-01-12)
Remote Authentication Server System Configuration Last Backup : N/A Al Updates
Admin Settings CoetAdminGiios /A = Enhanced Support 8x5 Support (Expires 2021-01-12)
SAML SSO Up Time 16 minutes 15 seconds [@ Management Devices/VDOMs 10f1,000
e Y| Administrative Domain o FortiGates/Logging 1
Local Certificates i
FortiAnalyzer Features OFF Devices
CACertinicates 8 FortiGuard Server Location © Global Servers a
CRL System Resources Hox Q Update Server AntiVirus and IPS 192.168.100.220
Re ifi
EmoEe Certicates B n 1 Web and Email Filter  192.168.100.171
& Event Log —
FortiClient Update 192.168.100.207
Task Monitor 0, 0, 0,
5 5% 8% 1%
B: Advanced o7 Unit Operation oox
SNMP
Mail Server Average CPU Usage Memory Usage Disk Usage
bt FORTINET
Syslog Server
Meta Fields
FortiManager-1000D
Advanced Settings
C Restart o)

5. Go back to the Assets page in FortiCloud to verify the device is registered.

Forticﬁ ylezhang@fortinet.com 838 v
Customer Service & Support Home Assistance Download Feedback 297299 Fortinet ==
View Total Records : 8 e R
Products Filter: OFf @ 3
Prease et prodct st o eserplon. @
Serial Number « Description® Ship Dates Registration Date s
FACMTM19001045 FAC 20191203
FGT60D4614007595 20140804 201400:03
FGVMO1TM19000854 201903.06
FGVMOTTM19000944 20190311
FGVMO1TM19001008 20190315
FMGIKD3AT5000085 20150527 20200203
FMG3HESR15000001 20101223 20191223
FMGAWSTM18000045 201807-26

Corporate How to Buy Products Services & Support

Viewing license information with the CLI
You can view the license status and information by using the CLI.

To view the license status in the CLI:

get system status

To view the license information in the CLI:

diagnose debug vminfo
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To connect the VM to FortiCloud when you set up the device:

diagnose debug enable
diagnose debug application vmd <integer>

FortiManager support for FortiAnalyzer HA

You can manage FortiAnalyzer HA via FortiManager. FortiManager retrieves the cluster member list and updates the
information whenever it changes, including FortiAnalyzer HA failover or a change in members.

To enable support for FortiAnalyzer HA:

1. Go to Device Manager > Device and Groups.

2. Click the down arrow next to Add Devices. Select Add FortiAnalyzer.
The Add FortiAnalyzer dialog opens.

Add FortiAnalyzer

(® Discover

Device will be probed using a provided IP address and credentials to determine model
type and other important information

10.3.121.202
admin

cesees| @

e

3. From the Add FortiAnalyzer box, add FortiAnalyzer HA to FortiManager DVM by HA cluster's VIP, and click Next.
The FortiAnalyzer HA is discovered with its HA status information. Click Next to continue.

Add FortiAnalyzer

The following information has been discovered from the device:

IP Address 10.3.121.202

Host Name FAZVM6&4-HA

SN FAZ-VMTM20001379
Model FortiAnalyzer-VMé4
Firmware Version 6.4.0, build5792 (GA)
HA Status Active - Passive
Administrator admin

Please input the following information to complete addition of the device:

Name FAZVM&4-HA|

Description

[ e

FortiAnalyzer HA is added successfully. Click Finish.

4
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Add FortiAnalyzer

Status:
FortiAnalyzer Added Successfully

N

4. Inthe tree menu, select Managed FortiAnalyzer. The device status icon is shown as the HA cluster and the SN is
shown as the primary SN.

€25 DeviceManagerv  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

@ Add Device v B Device Group v & Install Wizard X Tools v [ Table View v

@ Managed FortiAnalyzer . || O ADevice Name IP Address Platform Description Firmware Version SN
O =FazvMes 103121202 FortiAnalyzer-VM64 FortiAnalyzer 6.4.0.build5792 (Interim) FAZ:VMTM20001379

FortiManager DVM gets an update after the failover on FortiAnalyzer in 300 seconds. Here, the previous primary
"FAZ-VMTM20001379" becomes the secondary, and the new primary is "FAZ-VMTM20001378".

£2%  DeviceManager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:FAZHA 13 @ >- Q1 (§) admin v

@ Add Device v @ Device Group v & Install Wizard X Tools v (@ Table View v

P20 @ it Deicte & Refresh Device #5 Column Settings

1P Address
0O &FAzvmes 10.3.121.166 FortiAnalyzer-VMé4

SN
FAZ-VMTM20001378

vy
‘Q' You can get the HA status update immediately, select the FortiAnalyzer device and either
- click Refresh Device from the toolbar, or right-click and select Refresh.

To check the DVM device list in the CLI:

1. View the DVM device list once FortiAnalyzer HA is added to FortiManager:

diagnose dvm device list
It will have correct HA cluster information, including member list and role.

2. View the DVM device list after the failover on FortiAnalyzer:
diagnose dvm device list

It will have the updated HA cluster information. The previous primary changes to secondary and vice versa.

Enable management extensions in FortiManager

You can enable the following applications as part of management extensions in FortiManager:

o SD-WAN Orchestrator
o Wireless Manager

When enabled, the management extension application is installed on FortiManager for you to use with FortiManager.
You can enable management extension applications by using the GUI or CLI.

default, FortiManager is set to use these DNS server locations. You can check the location by

\‘é', This feature uses Fortinet public DNS servers located at 208.91.112.52 or 208.91.112.53. By
- going to System Settings > Network.
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To enable management extension applications with the GUI:

1. Go to Management Extensions.

System Settings v

ga,  CHD [!] @)
one DD &
& HA Device Manager Policy & Objects AP Manager VPN Manager Fabric View
& Adr
Adr
¢_'. '.}
Pro x S
Rer @
Adr FortiGuard FortiSwitch Manager socC System Settings Management Extensions
cAn o _

2. Click a management extension to enable it.
For example, click SD-WAN Orchestrator.

System Settings v

& HA SD-WAN Orchestrator W

A confirmation dialog box is displayed.

SD-WAN Orchestrator

SD-WAN Orchestrator is currently disabled. To enable it, the system will download the
application and automatically run it. The whole process might take a few minutes.

Click 'OK' to continue, click 'Cancel' to exit.

3. Click OKto continue.

The management extension application is installed and opens. For example, SD-WAN Orchestrator opens.

< Topology View Hub View

08 Traffic

@ sia
D Devices
Logs
€ Configuration ¥

£ Maintenance v

Indian S ERee rEm@ oMy
Ocean ey ! South ke Souf

Pacific Atlan
Ocean oce:

At 222,
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Following is an example of the Wireless Manager application after being enabled:

& Administration v RF Band And OS Type (Wireless Stations)

L}
P

Top Applications And OS Type (Wired Stations)

n
B

To enable management extension applications with the CLI:

1. Enable the production registry:
FMG-VM64 # config system docker
(docker)# set status
enable Enable production registry.

2. Enable the management application.
(docker) # set
fortiwlm Enable/disable container.
sdwancontroller Enable/disable container.

Licenses for management extension applications

FortiManager supports the following applications as part of management extensions:

o SD-WAN Orchestrator
o Wireless Manager

You can install the applications from the Management Extensions module in FortiManager. See Enable management
extensions in FortiManager on page 65.

SD-WAN Orchestrator is free to install and is available with a valid support contract for FortiManager. However SD-WAN
Orchestrator only supports managed FortiGates with an SD-WAN Orchestrator entitlement. The 360 Bundle contract for
FortiGates includes the SD-WAN Orchestrator entitlement. The SD-WAN Orchestrator entitlement can also be
purchased separately.

Wireless Manager is free to install and is available with a valid support contract for FortiManager. The support contract
includes an FWLM-BASE license that lets you add up to three FortiAPs to Wireless Manager. A valid Wireless Manager
license is required to add more than three FortiAPs to Wireless Manager.

This topic contains the following sections about Wireless Manager:

» Viewing license information on page 68
» Obtaining the system ID for a license on page 68
» Uploading a license on page 69
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Viewing license information

After you install the Wireless Manager application, you can view license information. This example shows how to view
the FWLM-BASE license in Wireless Manager.

To view license information in Wireless Manager:

1. In Wireless Manager, go to Administration > Licensing > Licensing.
The license details are displayed.

1-10f1

Obtaining the system ID for a license

When requesting a license for Wireless Network Manager Evaluation License Certificate, you must add the provided
registration code to the account on the Customer Service and Support site (https://support.fortinet.com) and the system
ID for Wireless Manager. You can obtain the system ID from Wireless Manager.

To obtain the system ID for Wireless Manager:

1. In Wireless Manager, go to Administration > System Settings > Server Details.
The Server Parameters are displayed.

FortiManager 6.4.0 New Features Guide
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2. Scroll down to the System ID option.

= Wireless Manager ~

B Monitor

G) Qperate

& Administration

Gl Licensing

£} Svstem Settings

>
>
'
5p User Preference >
>
v

Anetwork Manager © Administration / System Settings | Server Details

Server Parameters @
Haost Name: WILM-Cincker

NM Server [0-2568] chars.

E2 Server Details Descriptian

B Mail Servers
¥ sNMp Architecture ad-bit
B Station Activity Lo...
4 Ungrade > Public P Address 0000
1Py Address 102124.118
1Pva Netmask 25525500
1Py Default Gateway 1020250

IPvé Glabal Address

IPvé Link Local Address

Drefault IPvé Gateway

DHCP Server 0000

Saftware Version &.5-1build-? [Beta Releass)

Server Madel Fin -

System id 68fhe13d31e24147cf0ed5dededf 7480

Uploading a license

After downloading the license file from the Customer Service and Support site, you can upload the license to Wireless

Manager.

To upload a license to Wireless Manager:

1. In Wireless Manager, go to Administration > Licensing > Licensing.
2. Click Upload License.
The Upload License dialog box is displayed.

S8 Wireless Manager v

& Monitor
& Operate
& Adwiistration

S UserPreference

4 Upgrade

<

ensing | Licsnsing._| 0| M | Q. .

LICENSE USAGE SUMMARY

Upload License File ®
File* Choose File | FWLMVMOO...12.
LiceNSE DETALS
Feature < smRroaTe exetry DATE NUMEER OF LcENSES FuE Nave
FWLMBASE 044202020 permanent s defauldocker mf

1-1011

3. Click Choose File, select the license key, and then click Upload.
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& Monitor
& Operate >
& Administration v

#Network Manager | Administration / Licensing | Licensing

& User Preference >

Bl Licensing v

= Upload License File
) System Settings > P ®
4 Usgrade 2 ["Choose File [ FiLMyM00.. 1271 imf
@once. [l o vsiom
wwwwwwwwww s
FeatuRe + seroate fe—— NUMBER OF LiceNES e A

FWLM-BASE 042020 | pemanent 3 defaultdockerImf

1-1af1

The uploaded license is displayed.

30-mar2020 20-mar2021 50 FWLMYM0000201271. mf

05212020 permanent 3 defaultdocker mf

Online update and verification for third-party certificates (OCSP stapling)

You can enable Anycast to optimize the routing performance to FortiGuard servers. Relying on Fortinet DNS servers,
FortiManager obtains a single IP address for the domain name of each FortiGuard service. BGP routing optimization is
transparent to FortiManager. The domain name of each FortiGuard service is the common name in that service's
certificate. The certificate is signed by a third-party intermediate CA. The FortiGuard server uses the Online Certificate
Status Protocol (OCSP) stapling technique, enabling FortiManager to always validate the FortiGuard server certificate
efficiently.

This feature focuses on the Anycast option and TLS handshake using OCSP stapling when connecting to the FortiGuard
server.

To enable online update and verification for third party certificates:

1. Enable Anycast support:
config fmupdate fds-setting
set fortiguard-anycast enable
set fortiguard-anycast-source {aws | fortinet}
end

When Anycast is enabled, FortiManager only completes the TLS handshake with a FortiGuard server that provides a
good OCSP status for its certificate. Any other status will result in a failed SSL connection. Also, FortiGuard enforces
connection only over port 443.
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FortiManager connecting to FortiGuard:

FortiManager embeds CA bundle that includes third party intermediate CA and the root CA.
FortiManager finds FortiGuard IP address from the DNS.

FortiManager initiates TLS handshake with the FortiGuard IP address.

FortiGuard servers provide certificates with its OCSP status: good, revoked, or unknown.
FortiManager verifies CA against the root CA within the CA bundle.

FortiManager then verifies the intermediate CA's revoke status against the root CA's CRL.
Finally, FortiManager verifies the FortiGuard certificate OCSP status.

No ok obdh-=

OCSP stapling is reflected on the signature interval (currently, 24 hours), and good means that the certificate is not
revoked at that timestamp. The FortiGuard servers query the CA's OCSP responder every four hours and updates its
OCSP status. If the FortiGuard server is unable to reach the OCSP responder, it keeps the last known OCSP status for
seven days. This cached OCSP status is immediately sent out when a client connection request is made, which
optimizes the response time.

Model device auto-link feature enhancements

The Task Monitor displays more details about the task status and the amount of time to complete tasks. You can also
filter the items in the Task Monitor pane and the View History window.

To view the task monitor in the GUI:

1. Go to System Settings > Task Monitor.
The Status column displays a progress bar when a task is in progress. The Time Used column shows the amount of
time used to complete the task.

£.5  System Settings v HAMaster ADOM:root B2 2 @ >- Q1 (@) adminv

€ Dashboard + Group Error D BI Delete © View

k Detail [ Show Status~ ¥ Column Settings ~

& All ADOMs o D Source Description User Status Time Used ADOM Start Time End Time
8 RAID Management o % Install Configuration Push config to device. O admin (80%) 145 root Tue Jan 28 2020 3:16:40 PM N/A
¥ Network 0O 3 Install Package Install Package 'default’ Oadrmn Success: 1 25 root Tue Jan 28 2020 3:16:37 PM Tue Jan 28 2020 3:16:39 PM
HHA
o s Firmware Manager Device Image Upgrade Oadmm Success: 1 4m1s root Tue Jan 28 2020 3:12:31 PM Tue Jan 28 2020 3:16:32 PM
2 Admin
o Device Manager Add/delete Unauthorized Devices O Autolink (50%) 4m 405 root Tue Jan 28 2020 3:12:14 PM N/A
Administrators
Profile 0 = Device Manager pm devprof adom root default scope member Oadmm Success: 1 4s root Tue Jan 28 2020 3:10:59 PM Tue Jan 28 2020 3:11:03 PM
Remote Authentication Server o =2 Device Manager Add Device Oadmm Success: 1 6s root Tue Jan 28 2020 3:10:52 PM Tue Jan 28 2020 3:10:58 PM
Admin Settings 0o = Device Manager Delete Device Oadrmn Success: 1 3s root Tue Jan 28 2020 3:10:12 PM Tue Jan 28 2020 3:10:15 PM
SAMLSSO
O 30 Install Configuration Push config to device. Oadmm Success: 1 225 root Tue Jan 28 2020 2:55:17 PM Tue Jan 28 2020 2:55:39 PM
8 Certificates
0 » Device Manager Add/delete Unauthorized Devices Autolink Success: 1 435 root Tue Jan 28 2020 2:54:56 PM Tue Jan 28 2020 2:55:39 PM
Local Certificates
CA Certificates o 2 Device Manager Add Device Oadmm Success: 1 55 root Tue Jan 28 2020 2:54:18 PM Tue Jan 28 2020 2:54:23 PM
CRL o z Device Manager Add/delete Unauthorized Devices Oadmm Success: 1 25 root Tue Jan 28 2020 2:54:02 PM Tue Jan 28 2020 2:54:04 PM
Remote Certificates o 2 Device Manager Delete Device O admin Success: 1 3s root Tue Jan 28 2020 2:49:23 PM Tue Jan 28 2020 2:49:26 PM
¥ Event Log
o 2 Install Configuration Push config to device. O admin QFrror: 1 325 root Tue Jan 28 2020 2:46:09 PM Tue Jan 28 2020 2:46:41 PM
N o 2 Install Package Install Package ‘default O admin Success: 1 25 root Tue Jan 28 2020 2:46:06 PM Tue Jan 28 2020 2:46:08 PM
s Advanced
SNMP 0 = Firmware Manager Device Image Upgrade Oadmm Success: 1 3m0s root Tue Jan 28 2020 2:43:01 PM Tue Jan 28 2020 2:46:01 PM
Mail Server o 2 Device Manager Add/delete Unauthorized Devices O Autolink QError: 1 3m57s root Tue Jan 28 2020 2:42:45 PM Tue Jan 28 2020 2:46:42 PM
Syslog Server 0O =z Device Manager pm devprof adom root default scope member Oadrmn Success: 1 25 root TueJan 282020 11:39:33AM  Tue Jan 28 2020 11:39:35 AM
Meta Fields
0O 2 Device Manager Add Device Oadmm Success: 1 4s root TueJan 282020 11:39:27AM  Tue Jan 28 2020 11:39:31 AM
Advanced Setings
0O v Device Manager Add/delete Unauthorized Devices Oadmm Success: 1 25 root TueJan 282020 11:38:48AM  Tue Jan 28 2020 11:38:50 AM
o 1 Device Manager Delete Device Oadmm Success: 1 25 root TueJan 282020 11:21:14AM  Tue Jan 28 2020 11:21:16 AM
0o v Install Configuration Push config to device. O admin QFrror: 1 325 root TueJan 282020 11:18:14AM  Tue Jan 28 2020 11:18:46 AM
n_s ntall Paciace nstall Package default [ o Y Success: 1 5 oot O b2 2070
,

The column also includes a status description as well as the number of tasks associated with the item.
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System Settings v

€ Dashboard
& All ADOMs

Network

+
o
B RAID Management o
o
HHA
=]
2 Admin ~
Administrators
Profile
Remote Authentication Server
Admin Settings
SAMLSSO
B Certificates ~
Local Certificates
CA Certificates
CRL
Remote Certificates
¥ Event Log
s Advanced ~
SNMP
Mail Server
Syslog Server
Meta Fields

Advanced Settings

JOODODODODODOODODOODOODOOGOOQO

Error Devices B Delete

Install Configuration
Install Package

Firmware Manager

Device Manager
Device Manager
Device Manager
Install Configuration
Device Manager
Device Manager
Device Manager
Device Manager
Install Configuration
Install Package
Firmware Manager
Device Manager
Device Manager
Device Manager
Device Manager
Device Manager
Install Configuration

Install Packase

View the task history.

a. Double-click an item in the Task Monitor pane. The task window opens.
b. Click the icon in the History column. The View History window opens. To filter the content, enter a term in the

search field.

c. Click Close.

Description
Push confg to device.
Install Package ‘default

Device Image Upgrade

Add/delete Unauthe

pm devprof adom root default scope member
Add Device

Delete Device

Push config to device

Add/delete Unauthorized Devices

Add Device

Add/delete Unauthorized Devices

Delete Device

Push config to device.

Install Package ‘default’

Device Image Upgrade

Add/delete Unauthorized Devices

pm devprof adom root default scope member
Add Device

Add/delete Unauthorized Devices

Delete Device

Push config to device.

Install Package 'defaut

View History

Name
FGT200E1
FGT200E1
FGT200E1
FGT200E1
FGT200E1
FGT200E1
FGT200E1
FGT200E1
FGT200E1
FGT200E1
FGT200E1
FGT200E1
FGT200E1
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© View Task Detail 8 Show Status~ 5 Column Settings

User

[
Oadmfn
s

Oadmm
Oadmfn
bs
Oadmfn

OAutu link

Oadmm
Oadmm
Oadmin
Oadmm
Oadmm
Oadmm

OAutu link

Oadmm
Oadmm
Oadmm
Oadmm
Oadmm

[ o Y

Status.
QFEror: 1
© Success: 1

© Success: 1

© Success: 1
© Success: 1
@ Success: 1
© Success: 1
© Success: 1
© Success: 1
© Success: 1
@ Success: 1
QFrror: 1

© Success: 1
© Success: 1
©Error: 1

© Success: 1
© Success: 1
© Success: 1
© Success: 1
QFrror: 1

@ Success: 1

Status.

start to install dev (FGT200E1)

init state: start to get pre-checksum

get pre-checksum state: start get diff (chkot
script done state: start to FGFM install
fgfm install state: prepare to post-checksum
post-checksum state: start verification
verify state: install OK/verify FAIL

install and save start retry

script done state: start to FGFM install
figfm install state: prepare to post-checksum
post-checksum state: start verification
verify state: install OK/verify FAIL

install and save finished status=FAILED

3m0s

3m 575

ADOM

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

raot

HAMaster ADOM: root

Start Time
Tue Jan 28 2020 3:16:40 PM
Tue Jan 28 2020 3:16:37 PM

Tue Jan 28 2020 3:12:31 PM

Tue Jan 28 2020 3:10:59 PM
Tue Jan 28 2020 3:10:52 PM
Tue Jan 28 2020 3:10:12 PM
Tue Jan 28 2020 2:55:17 PM
Tue Jan 28 2020 2:54:56 PM
Tue Jan 28 2020 2:54:18 PM
Tue Jan 28 2020 2:54:02 PM
Tue Jan 28 2020 2:49:23 PM
Tue Jalkn 282020 2:46:09 PM

Tue Jan 28 2020 2:46:06 PM

Tue Jan 28 2020 2:43:01 PM

Tue Jan 28 2020 11:39:33 AM

Tue Jan 28 2020 11:39:27 AM

Tue Jan 28 2020 11:38:48 AM

Tue Jan 28 2020 11:21:14 AM

Tue Jan 28 2020 11:18:14 AM

Tie Jan 28 2020 11:18:12 AM

2@ - 01 ‘ admin v
End Time

Tue Jan 28 2020 3:17:15 PM

Tue Jan 28 2020 3:16:39 PM

Tue Jan 28 2020 3:16:32 PM

Tue Jan 28 2020 3:11:03 PM
Tue Jan 28 2020 3:10:58 PM
Tue Jan 28 2020 3:10:15 PM
Tue Jan 28 2020 2:55:39 PM
Tue Jan 28 2020 2:55:39 PM
Tue Jan 28 2020 2:54:23 PM
Tue Jan 28 2020 2:54:04 PM
Tue Jan 28 2020 2:49:26 PM
Tue Jan 28 2020 2:46:41 PM
Tue Jan 28 2020 2:46:08 PM
Tue Jan 28 2020 2:46:01 PM

Tue Jan 28 2020 2:

2PM

Tue Jan 28 2020 11:39:35 AM

Tue Jan 28 2020 11:

:31AM

Tue Jan 28 2020 11:38:50 AM

Tue Jan 28 2020 11:21:16 AM

Tue Jan 28 2020 11:18:46 AM

Tie Jan 282020 11:18:14AM
»

72



Fabric Management Platform

You can also filter the content in the Task Monitor pane by entering a term in the search field.

£2%  System Settings v

€ Dashboard

& All ADOMs

B RAID Management

£ Network

&HA

2 Admin
Administrators
Profile

Remote Authentication Server

Source
Device Manager
Device Manager
Device Manager
Device Manager

Device Manager

B Delete © View Task Detail [8 Show Status -

Description

Add/delete Unauthorized Devices
Add/delete Unauthorized Devices
Add/delete Unauthorized Devices
Add/delete Unauthorized Devices

Add/delete Unauthorized Devices

5 Column Settings ~

User

OAutu link
OAutu link
OAutu link
OAutu link
OAutu link

Status
QFror: 1
© Success: 1
QFrror: 1
©Error: 1

QFrror: 1

ADOM

root

root

root

root

root

HAMaster ADOM: root

Start Time

Tue Jan 28 2020 3:12:14 PM
Tue Jan 28 2020 2:54:56 PM
Tue Jan 28 2020 2:42:45 PM
Tue Jan 28 2020 11:14:47 AM

Tue Jan 28 2020 10:53:26 AM

D@01 (§adminy

End Time

Tue Jan 28 2020 3:17:16 PM
Tue Jan 28 2020 2:55:39 PM
Tue Jan 28 2020 2:46:42 PM
Tue Jan 28 2020 11:18:46 AM

Tue Jan 28 2020 10:57:31 AM

Admin Settings
SAMLSSO
B Certificates ~
Local Certificates
CA Certificates
CRL
Remote Certificates
& Event Log
s Advanced ~
SNMP
Mail Server
Syslog Server
Meta Fields i
Advanced Settings

Interface-based shaping profiles and monitoring

The traffic monitor now supports interface-based shaping profiles.

The traffic shaping profiles feature is available for central management and per-device management of SD-WAN
networks. It is available for ADOM versions 6.2 and 6.4.

This topic contains the following sections:

« Configuring traffic shaping profiles on page 73
« Monitoring traffic shaping on page 76
» Configuring traffic shaping with the CLI on page 77

Configuring traffic shaping profiles

This procedure assumes that you have already configured an SD-WAN network. In order to use traffic shaping profiles,
you must perform a number of steps before you can install traffic shaping profiles via a policy package to FortiGate
devices in an SD-WAN network.
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To configure traffic shaping profiles:

1. Configure shaping profiles:
a. Goto Policy & Objects > Object Configurations > Firewall Objects > Shaping Profile.

S°%  Policy & Objects v  Policy Packages Object Configurations ADOM:root 2 @ > A1 ‘ admin v

@ ADOM Revisions  £% Tools v

@ Zonenterface e G G OeeEmy B p——— ]

& Firewall Objects ~| O Name Default Shaping Group Comments

Addresses

Wildcard FQDN Addresses
Services

Schedules

Virtual IPs

1P Pools

Traffic Shapers

Shaping Profile

@ Security Profiles >
$ Fabric Connectors >
2 User & Device >

b. Click Create New, and create a shaping profile.

S22  Policy & Objects v Policy Packages Object Configurations ADOM:root 13 @ >~ Q1 (§) adminv
@ ADOM Revisions £ Tools v
Zone/Interface > | Create New Shaping Profile
B Firewall Objects ~
Name egress
Addresses
Comments

Wildcard FQDN Addresses

Services 0/1023
Schedules Additional Shaping Groups
Virtual IPs + CreateNew [4 Edit i Delete 4 MoveUp % Move Down @ Set to Default £ Column Settings + Q
1P Pools O  Shaping Group Guaranteed Bandwidth(%) Maximum Bandwidth(%) Priority
Traffic Shapers o 2 5 20 Low
Shaping Profile o s 10 30 Medium
© Security Profiles > o 4 I “o e
o s 20 50 Critical
% Fabric Connectors > Qe 25 “ Top
2 User & Device >

(o |
2. Create shaping groups and traffic shaping class ID.
a. Click Create New in the Additional Shaping Groups table.
b. Configure the Guaranteed Bandwidth, Maximum Bandwidth, and Priority for the shaping group.

c. Click the Traffic Shaping Class ID dropdown and select a traffic class, or click the Add button to create a new
traffic class.

Create New Traffic Class

ID (2-31)

Name
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3. Assign shaping profiles to interfaces:
a. Goto Policy & Objects > Object Configurations > Zone/Interface > Interface.
b. Inthe content pane, double-click an interface to open it for editing.
c. Map the shaping profile to a device or group.

Policy Packages  Object Configurations ADOM: SD-WAN-622 I3 @ > (&) admin v

@ ADOM Revisions £ Tools v

@ Zone/Interface ~ | Edit Dynamic Interface
Name

port2
B Firewall Objects >
Description

@ Security Profiles >
3 Fabric Connectors >
23 User & Device >
& WAN Optimize > Color E]
& Dynamic Object >|  Default Mapping orF
B Advanced > Default Shaping Profile oFF
£2 CLI Only Objects >|  PerDevice Mapping a

+ Create New [# Edit [il Delete % Column Settings ~ Ql

O A Name VDOM Details Type  AddressingMode  IP/Netmask Shaping Profile

O FGVMO8TM19002322  root ~ [port2  Physical Manual 172.20.11.9/255.2552550  Egress: egress, Ingress: ingress

4. Create an IPv4 policy for the SD-WAN network.
5. Create a traffic shaping policy:
a. Goto Policy & Objects > Policy Packages > Traffic Shaping Policy.
The traffic shaping policies are displayed.

£2%  Policy & Objects v Policy Packages Object Configurations ADOM: SD-WAN-622 3

B Policy Package v & Install v @ ADOM Revisions £ Toolsv " Expand All 3= Object Selector v

© & FGYM08TM19002322

et Policy O # Type Source Destination  Destination Int Traffic Shaping Action Application  Application G Application Cz

1Pv4 Virtual Wire Pair Policy g "":i [ Facebook

1Pv6 Policy 01 1Pv4 2all 2all a 5;’" et Assign Group ¥ Twitter

IPv6 Virtual Wire Pair Policy Elvpn de1-2 [ Linkedin

NAT46 Policy Clport3 Amazon AW

NAT64 Policy Clport2 B Google.Doc

2 1Pva =all =all Assign Gr

Proxy Policy ® N ° ° Clvpn_de1-1 NGO & GoToMeetin

Central SNAT Cvpn_dc1-2 = Microsoft A

1Pv4 DoS Policy Cport2 CFTP

1Pv6 DoS Policy o s 1Pva =al =al L ports AssignGroup @ FTP

1Pv4 Interface Polic D von_det-1 FTP_Comm
Y [ vpn_dc1-2 TFTP

1Pv6 Interface Policy B2

IPv4 Local In Policy v al al [ vpn_de1-1 ssign Group it

1Pv6 Local In Policy Cven_dc1-2

Traffic Shaping Policy S port3 NNTP

Authentication Rules o s 1Pva =al =al Hports AssignGroup  NNTP_Com

Installation Targets g“””—:‘i'; NTP

£ default ven-aes
1 Policy Blocks (0}

b. Click Create New.
c. Select Assign Group as the Then > Action, and in the Traffic Shaping Class ID box, select the class ID object
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that you created, and set the remaining options as desired.

ADOM: SD-WAN-622 23 @ >- (&) admin v

B Policy Package v & Install v @ ADOM Revisions % Tools v ” Expand All 3= Object Selector v

Q| Edit Traffic Shaping Policy
© & FGYM08TM19002322 I Traffic Matches: @
P4 Policy Source Internet Service orr
1Pv4 Virtual Wire Pair Policy
1Pvt Policy Source Address =all o
IPv6 Virtual Wire Pair Policy | Source User +
NATA46 Policy Source User Group +
NATOA Policy Destination Internet Service orr
Proxy Policy
Central SNAT Destination Address =all o
1Pv4 DoS Policy Schedule +
1Pv6 DoS Policy Service AL o
1Pv4 Interface Policy Aoplication B hsccboo °
1Pv6 Interface Policy
Multicast Policy B Titeer o
ALinkedin [
1Pv4 Local In Policy
1Pv6 Local In Policy. Application Category +
Application Group +
Authentication Rules URL Category +
Installation Targets
D default Ther:
1 Policy Blocks (0) Acton Apely Shaper
Outgoing Interface 22 port2 o
2port3 o
2vpn_dcl-1 o
2vpn_dc1-2 [
Traffic Shaping Class ID 202 .
Type Of Service 0x00
Type Of Service Mask 0x00
Differentiated Services orr v
=

6. Install the IPv4 and traffic shaping policies to the FortiGate devices in the SD-WAN network.
After the policies are installed, you can use monitor traffic shaping.

Monitoring traffic shaping

To monitor traffic shaping:

1. Go to Device Manager > Device & Groups.
2. Inthe tree menu, select the device group, for example, Managed Devices.
The list of devices display in the content pane and in the bottom tree menu.
3. Inthe bottom tree menu, select a device.
The System: Dashboard for the device displays in the content pane.
4. Go to Monitor: Traffic Shaping. This option may need to be enabled in Display Options before it is available.

Graphs of Bandwidth and Dropped Bytes are displayed. Below the graphs you can view the Class ID, Guaranteed
Bandwidth(Kbps), Maximum Bandwidth(Kbps), and Application.
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8.2 DeviceManager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM: SD-WAN-622 [

@ Add Device v & Device Grouj

port2 (172.20.11.9/255.255.255.0) Egress Shapping Profile: egress

Bandwidth Dropped Bytes
Class ID2 Class 1D3 Class 1D4 ClassIDS | Class ID6 Class ID2 ¢
21Kbps = = 5453.4K8 -
20Kbps

4882.8KE

15Kbps 3906.3K8

[ 12| Q 2020.7K8
% 10Kbps

1953.1K8

SKops
976.6K8

OKbps LI g g g . ; o8
1656 s 17z w730 178

O Cassid Guaranteed Bandwidth(Kbps) Maximum Bandwidth(Kbps)
o 2 5 20

0O ms3 10 30
=]
o

W 15 40

5 20 50

5. Select a different port from the list.
The graphs and information update.

6. Change the refresh interval between every 5/10/15/20/30 minutes or Manual Refresh.
7. You can enable or disable data history by using the CLI.
config system admin setting
set sdwan-monitor-history enable/disable
end
By default, sdwan-monitor-historyis setto disable, and you can view the last 10 minutes data of data. The
request/response data is retrieved directly from FortiGate. You can check /var/rtm/history forlog files.

When you set sdwan-monitor-historytoenable, you can view data for last 24/12/6/1/N hours, or you can

customize the time up to a maximum of 180 days. You can check /var/rtm/history for log files to be appended
every 5 minutes.

Al
‘9' In 6.4.3 and later, the traffic shaping monitor can be added as a widget in the device
- database's Dashboard page.

Configuring traffic shaping with the CLI

This procedure assumes that you have already configured an SD-WAN network.

To configure traffic shaping with the CLI:

1. Create traffic class objects:
config firewall traffic-class
edit 2
set class—-name "2"
next
edit 3
set class—-name "3"
next
edit 4
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set class—name "4"
next
edit 5
set class—-name "5"
next
edit 6
set class—-name "6"
next
end
2. Configure shaping profiles:
Use the class ID created in the previous step.
config firewall shaping-profile
edit "egress"
set default-class-id 2
config shaping-entries
edit 1
set class-id 2
set priority low
set guaranteed-bandwidth-percentage 5
set maximum-bandwidth-percentage 20
next
edit 3
set class-id 3
set priority medium
set guaranteed-bandwidth-percentage 10
set maximum-bandwidth-percentage 30
next
edit 4
set class-id 4
set guaranteed-bandwidth-percentage 15
set maximum-bandwidth-percentage 40
next
edit 2
set class-id 5
set priority critical
set guaranteed-bandwidth-percentage 20
set maximum-bandwidth-percentage 50
next
edit 5
set class-id 6
set priority top
set guaranteed-bandwidth-percentage 25
set maximum-bandwidth-percentage 60
next
end
next
edit "ingress"
set default-class-id 3
config shaping-entries
edit 1
set class-id 3
set priority medium
set guaranteed-bandwidth-percentage 30
set maximum-bandwidth-percentage 50
next
edit 2
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set class-id 5

set guaranteed-bandwidth-percentage 50
set maximum-bandwidth-percentage 80
next

end

next

end

3. Assign shaping profiles to interfaces:
Use the shaping profile created in the previous step.

config system interface

edit "port2"

set vdom "root"

set ip 172.20.11.9 255.255.255.0

set allowaccess ping https ssh http
set type physical

set inbandwidth 100

set outbandwidth 100

set egress-shaping-profile "egress"
set estimated-upstream-bandwidth 15000
set estimated-downstream-bandwidth 15000
set role wan

set snmp-index 2

set ingress-shaping-profile "ingress"
next

edit "port3"

set vdom "root"

set ip 172.20.12.9 255.255.255.0

set allowaccess ping ssh

set type physical

set inbandwidth 500

set outbandwidth 500

set egress-shaping-profile "egress"
set estimated-upstream-bandwidth 500
set estimated-downstream-bandwidth 500
set role wan

set snmp-index 3

set ingress-shaping-profile "ingress"
next

edit "vpn dcl-1"

set vdom "root"

set ip 10.254.30.2 255.255.255.255
set allowaccess ping

set type tunnel

set egress-shaping-profile "egress"
set remote-ip 10.254.30.1 255.255.255.0
set estimated-upstream-bandwidth 100
set estimated-downstream-bandwidth 50
set role wan

set snmp-index 113

set interface "port2"

set ingress-shaping-profile "ingress"
next

edit "vpn dcl-2"

set vdom "root"
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set
set
set
set
set
set
set
set
set
next
end

ip 10.254.31.2 255.255.255.255

allowaccess ping
type tunnel

remote-ip 10.254.31.1 255.255.255.0
estimated-upstream-bandwidth 15000
estimated-downstream-bandwidth 500

role wan
snmp-index 114
interface "port3"

4. Create an IPv4 policy for the SD-WAN network.

5. Createa

traffic shaping policy:

Use the class ID created in previous steps.

config firewall shaping-policy

edit
set
set
set
set
set
set
set
next
edit
set
set
set
set
set
set
set
next
edit
set
set
set
set
set
set
set
next
edit
set
set
set
set
set
set
set
next
edit
set
set
set
set

1

name "default"

service "ALL"
application 15832 16001
dstintf "port2" "port3"
class-id 2

srcaddr "all"

dstaddr "all"

2

name "shaping-ftp"
service "ALL"
application 27210 16541
dstintf "port3" "port2"
class-id 3

srcaddr "all"

dstaddr "all"

3

name "http"

service "ALL"
application 16365 15896
dstintf "port2" "port3"
class-id 4

srcaddr "all"

dstaddr "all"

4
name "5"
service "ALL"

application 16103 16104
dstintf "port2" "port3"
class-id 5

srcaddr "all"

dstaddr "all"

5
name "6"
service "ALL"

16331
"vpn dcl-1"

16354 38924
"vpn dcl-1"

152305673 16253
"vpn dcl-1"

16074
"vpn dcl-1"

application 16213 152305672 16270

dstintf "port3" "port4"
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6.

set class-id 6
set srcaddr "all"
set dstaddr "all"
next

end

Install the IPv4 and traffic shaping policies to the FortiGate devices in the SD-WAN network.
After the policies are installed, you can use monitor traffic shaping.

Multiple device selection and consolidated install preview for policy package
installation

You can now preview a policy package and device settings in up to 10 devices when using the Install Wizard. Multiple
device selection is available in the Device Manager and Policy & Objects tiles.

To preview multiple devices in Device Manager:

1.

Go to Device Manager > Device & Groups.
In the toolbar, click Install Wizard.

Select Install Policy Package & Device Settings, and then specify the policy package and other parameters. Click
Next.

Select a maximum of 10 devices, and then click Install Preview.

Install Wizard - Policy Package (default)

Installation Preparation Total: 151/151, @ Success: 151, /. Warning: 0, € Error: 0

©
+ Interface Validation
+ Policy and Object Validation

+/ Ready to Install

© Install Preview [d Policy Package Diff
Device Name
{ 1[root] Connection Up
FGVM04TM19001527[root] Connection Up
FGVM04TM19001528[root] Connection Up
FGVM04TM19001529[root] Connection Up
| FGVM04TM19001530[root] {0 Connection Up
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5. Click Next Page to preview the next 10 devices.

Install Preview of Selected Devices

Q

FGVYM04TM19001527 FGVM04TM192001528 FGVYM04TM192001529 FGVM04TM12001530 FGVYMO: »

: config webfilter ftgd-local-cat

purge
: end
: config vpn certificate ca

edit "root_CA2"

setca”

: MIIDADCCAeigAwIBAgIgMERCNzU3NUISNDdBNDhBNUEyODIOQzIINENCNOE5NOUw
: DQYJKoZIhveNAQEFBQAWKZEWMBQGALUEChMNRmMYvdGIuZXQeTHRKLIERMASGA1UE

rJ

6. Inthe toolbar click Install > Re-install Policy.
After data is gathered, the Re-install Policy Package window is displayed.

7. Selectup to 10 devices, and then click Install Preview.

Re-install Policy Package

@ Install Privew ©
Policy Package Validation
| FGVMO04TM19001554]root] ] ]
FGVMO04TM19001579]root]
1[root]
FGVMO04TM19001637[root]

FGVM04TM19001667[root]
FGVM04TM19001551[root]
FGVM04TM19001606[root]
FGVM04TM19001550[root]
FGVM04TM19001653[root]
FGVM04TM19001633[root]
i FGVM04TM19001610[root]
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8. Click Next Page to preview the next 10 devices.

Reinstall Preview of Selected Devices

Q
< 1 FGVM04TM19001554 FGVM04TM19001579 FGVYM04TM19001637 FGVM04TM192001667 FGVMO: »
config firewall policy

edit 2
set uuid 07b2b350-153¢-51ea-e562-3ee33c2f1f92

set dstintf "any"

set srcaddr "all"

1

2

3

4: set srcintf "any"
5

6

7 set dstaddr "all"
8

set schedule "always"

rJ

9. Multiple preview is also available in the Install Wizard - Device Settings window.

Install Wizard - Device Settings

Only successfully validated device may be installed. Please confirm and click "Install" button to continue.

© Install Preview

Device Name Status Action
: FGVM04TM19001527 : € Connection Up ;

FGVM04TM19001528 Connection Up

FGVM04TM12001529 Connection Up

FGVM04TM19001530 Connection Up

FGVM04TM19001531 Connection Up

FGVM04TM12001532 Connection Up

FGVM04TM19001533 Connection Up

FGVM04TM19001534 Connection Up

FGVM04TM19001535 Connection Up

FGVM04TM19001536 Connection Up

FGVM04TM19001537 Connection Up

@]

Click Next Page to preview the settings in the next 10 devices.
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Install Preview of Selected Devices

L9 FGVM04TM19001527 FGVM04TM19001528 FGVM04TM19001529

1: config system global
2:  set admintimeout 480
3: end

Page 1 of 15

Q

FGVMO04TM19001530 FGVMO04TM19 »

S
rJ

To preview multiple devices in Policy & Objects:

1. Goto Policy & Objects > Policy Packages, and then select a policy from the tree menu.
2. Inthe toolbar, click Install > Re-Install Policy. After data is gathered, the Re-install Policy Package window is

displayed.

3. Selectup to 10 devices, and then click Install Preview.

Re-install Policy Package - default

[ I <IN << ]

[ << B < < < ]

© Install Privew ©

GVMO04TM19001554[root]
GVM04TM19001579[root]
root]
GVM04TM19001637[root]
GVM04TM19001667[root]
GVM04TM19001551[root]
GVMO04TM19001606[root]
‘GVM04TM19001550[root]
GVM04TM19001653[root]
'GVMO04TM19001633[root]
: FGVM04TM19001610[root]

Policy Package

Click Next Page to preview the next 10 devices.
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Reinstall Preview of Selected Devices

Q

< 1 FGVM04TM19001554 FGVMO04TM19001579 FGVM04TM19001637 FGVM04TM19001667 FGVMO: »

config firewall policy
edit 2
set uuid 07b2b350-153c-51ea-e562-3ee33c2f1f92

set dstintf "any"
set srcaddr "all"
set dstaddr "all"

1:
2
3
4: set srcintf "any"
5
6
7.
8

set schedule "alwavs"

rJ

FortiManager detects an unauthorized FortiAP connected to a managed FortiGate

You can now authorize unknown APs that are connected to a managed FortiGate via FortiManager.

A\,
‘9' You must enable JSSON AP/ access to Read-Write to be able to authorize unknown FortiAP
devices.

To enable read-write JSON API access:

1. Goto System Settings > Administrators.

2. Double-click the Admin account to open it for editing.
The Edit Administrator pane opens.

m_m  System Settings v

&3 Dashboard Edit Administrator
& All ADOMs
User Name admin
< Network
Avatar o =+ Change Photo || = Remove Photo
& HA
Comments
& Admin >
4
Administrators 0/12
Profile Admin Type | LocaL |
Workspace Admin Profile ‘ Super_User M |
Remote Authentication Server Administrative Domain APl "Bl All ADOMSs except specified ones | Specify
Admin Settings Policy Package Access All Packages [Jfaleaiil
SAML S50 JSON API Access | Read-Write v
B Certificates ~ -
Local Certificates Trusted Hosts i
B Meta Fields >
CA Certificates
Advanced Options >
CRL

Remote Certificates
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3. Beside JSON API Access, select Read-Write, and click OK.

To authorize unknown APs:

1. Goto AP Manager > Managed APs.
2. Inthe tree menu, select the group or FortiGate that contains the unknown FortiAP devices to be authorized.

Managed APs Monitor Map View WiFi Profiles

& FortiAP Group v & Install Wizard

, ()
8 dAll_FortiGate (0) 2 Managed APs = 0 Online 0 Offline @ 2 Unauthorized

2 #gatel54(0)
@All FortiAPs

4 Create New [# Edit Fa Delete & A

ign Profile 2 More~  #§ Column Setfings

O Access Point

0O @ FP320C3X15000146

0O @ FP320C3X15002273

3. Select the unknown FortiAP devices and either click More > Authorize from the toolbar, or right-click and select
Authorize.

= = APManagerv  Managed APs Monitor Map View WiFi Profiles

3 FortiAP Group ~ 4 Install Wizard

()
2 Managed APs = 0 Online 0 Offline @ 2 Unauthorized

8 JLAll_FortiGate (0)
8 #gatel54(0)
@Al FortiAPs

-+ Create New [# Edit B Delete & Assign Profile

Connected Via

% More ~ 15 Column Settings ~

O Access Point

FP320C3X15000146 H
£5 Assign Profile

0O @ FP320C3X15002273
[# Edit

i Delete

A Grouping
& Upgrade

B Authorize

® Deauthorize

& Refresh
E: View Clients
[tfi Show on Google Map

B Show on Floor Map

4. Wait awhile and then select the APs and click More > Refresh.
APs are now online and displayed.

AP Manager v  Managed APs  Monitor Map View WiFi Profiles

& FortiAP Group ~ & Install Wizard

8 JLAll FortiGate (2)
8 4#gatel54(2)
Al FortiAPs

((.)) 2 Managed APs

% 2 Online 0 Offline @ 0 Unauthorized

-+ Create New [# Edit 4 Delete & Assign Profile

Connected Via

% More v 1§ Column Settings ~

O  Access Paint

Channel

Radio 1: 1

=
O = FP320C3X15000146 192.168.100.111 Radio 2: 132

Radio 1: 6
Radio 2: 140

FP320C3X15002273 1192.168.100.112
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Enforce firmware version when on-boarding a new FortiAP

You can enforce a firmware version on a FortiAP device using FortiManager.

To enforce a firmware version:

1.
2.

3.

Go to AP Manager > Managed APs.
Click Create New on the content pane toolbar. The Add FortiAP dialog box opens.

Add Model FortiAP

FortiGate gate154 (root)
Serial Number FP320C3X15002273
Name FP320C3X15002273

AP Profile 320

Enforce Firmware Version [ Firmware 00037 build(37)

Firmware 5.2.4 build(245)
2.3 build(234)
uild(225)

‘Special Images
Firmware 00044 build(44)
00037 build(37)

In the Add FortiAP dialog, configure the settings for your FortiAP device.

Toggle ON Enforce Firmware Version to enforce a firmware version and select the firmware version from the drop-

down menu.
Click OK to add your device.

In the tree menu under AP Manager > Managed APs, a model FortiAP device is created and added to the managed

FortiGate.
The model FortiAP is displayed as an offline authorized AP.

E-% APManager v  Managed APs Monitor Map View WiFi Profiles

& FortiAP Group v & Install Wizard

@ 0 Rogue APs

()
2M3nagﬂd APs & 1Online & 10Offline @ 0 Unauthorized

© &All FortiGate (1)
© #gate154 (1)
@Al FortiAPs

+ CreateNew [# Edit [ Delete ¥ AssignProfile More~ ¥ Column Settings ~

Connected Via

Channel Clients
Radic 1: 0 Radic 1: 0
Radic 2: 0 Radic 2: 0
: Radio 1: None Radio 1: 0 Radio 1: 0
: Radio 2: None. Radio 2: 0 Radio 2: 0

O Access Point

O = FP320C3X15000146 192.168.100.111

FP320C3X15002273

Once the AP is connected to the FortiGate and appears online, wait around 10 minutes for the enforced firmware to

be displayed.
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6. Selectthe AP and click More from the toolbar and select Refresh.
"% APManagerv Managed APs Monitor MapView WiFi Profiles

B FortiAP Group ~ & Install Wizard

8 JAll_FortiGate (1)
8 #gatel54 (1)
@Al FortiAPs

((.)) 2 Managed APs

“ 10nline 1 Offline @ 0 Unauthorized

-+ Create New [# Edit Bj Delete % AssignProfile : More~ & Column Settings ~

O  Access Point Connected Via B Authorize 5 Channel

i Radio 1:0
O = FP320C3X15000146 192.168.100.111 = Deauthorize e
Radio 2: 0

& Upgrad - o 15
“ FP320C3X15002273 = < Hpgrade : Rad!o 1. o}
3¢ Restart £ Radio 2: 0

E: View Clients

= View Rogue APs

The AP is now online with the enforced firmware version.

S.8  APManager~  Managed APs Monitor Map View WIFi Profiles

3 FortiAP Group ~ 4 Install Wizard

4gate154 (2)

-+ Create New [# Edit i Delete & Assign Profile % More~ % Column Settings ~

Access Point Connected Via SSIDs Channel Clients OS Version
Radio 1:0 Radio 1:0
O = FP320C3X15000146 192.168.100.111 e e FP320C-v6.0-build0044
Radio 2: 0 Radio 2: 0

— Radio 1: 0 Radio 1: 0 q
0O = FP320C3X15002273 192.168.100.112 Radio 2: 0 Radio 2: 0 FP320C-v6.0-build0037

To enforce a firmware version on an existing FortiAP device:

1. Goto AP Manager > Managed APs.
2. Inthe tree menu, select the group or FortiGate that contains the FortiAP device to be edited.

3. Locate the FortiAP device in the list in the content pane, or refine the list by selecting an option from the quick status
bar.

4. Either select the FortiAP and click Edit from the toolbar, double-click on the FortiAP, or right-click on the FortiAP and
select Edit. The Config FortiAP window opens.
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Config FortiAP - FP320C3X15002273

Serial Number FP320C3X15002273
FP320C3X15002273

Managed AP Status
Status Online

Connected Via Ethernet (192168.100.112)
Base MAC Address 90:6:2¢:28:89:¢6

Join Time 03/31/202030

Clients o

state Authorized

WTP Mode [ Normal SRS

Current Firmware FP320C-v6,0-build0037 | &Upgrade

Enforce Firmware Version

FortiAP Profile

Firmware 5.23 build(234)
Advanced Options > Firmware 5.22 build(225)

Override AP Login Password

Firmware 5.2.0 build(13107)
Special Images.

Firmware 00044 build(44)

Firmware 00037 build(37)
Firmware 00030 build(30)

5. Inthe Config FortiAP window, edit the FortiAP to set firmware enforcement.

Once the AP is online, FortiManager enforces the firmware version.

Enforce firmware version when on-boarding a new FortiSwitch

You can enforce a firmware version on a FortiSwitch using FortiManager.

To enforce a firmware version:

1. Go to FortiSwitch Manager > Managed Switches.
2. Click Create New. The Add Model FortiSwitch pane is displayed.

Add Model FortiSwitch

FortiGate gate154 (root)
Device Interface Befortilink
Serial Number S5548DN4K16000358

Name sw358

Enforce Firmware Version m Firmware 6.2.3 build(202)

Official Images

Firmware 6.2.3 build(202)

Firmware 6.2.2 build(194)

Firmware 6.2.1 build(176)
Firmware 6.2.0 build(168)
Firmware 6.0.4 build(64)
Firmware 6.0.3 build(52)

s iatac

3. Inthe Add Model FortiSwitch dialog, configure the settings for your FortiSwitch.
Toggle ON Enforce Firmware Version to enforce a firmware version and select the firmware version from the drop-

down menu.
4. Click OKto add your FortiSwitch.

5. Inthe tree menu under FortiSwitch Manager > Managed Switches, a model FortiSwitch is created and added to the

managed FortiGate.
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FortiSwitch Manager ~  Managed Switches Monitor FortiSwitch Templates

& Install Wizard

Search Q
8 MAll_FortiGate (0)

gate154 (0)

= 1 Managed FortiSwitch & 0 Online 1 Offline & 0 Unauthorized

-+ Create New [# Edit i Delete % Assign Template More~ & Column Settings ~
O  FortiSwitch Name Serial Number Platform FortiGate

m] sw358 S548DN4K16000358 FortiSwitch-548D 4 gate154[root]

Connected Via

When the FortiSwitch is online, FortiManager sets the firmware to the enforced version.
Here, the firmware is upgraded from the previous build 194 to build 202.

FortiSwitch Manager v Managed Switches Monitor FortiSwitch Templates

& Install Wizard
| 1: B Q
8 JLAIl_FortiGate (1)
gate154 (1)

I8 ] Managed Fortiswitch @ 10Online & 0 Offine & 0 Unauthorized

=+ Create New [# Edit B Delete % AssignTemplate &More~ #% Column Settings ~

Serial Number
$548DN4K16000358

OS Version Join Tir
S$548DN-v6.2.2-build194,191018 (GA) Wed A

O FortiSwitch Name
S$548DN4K16000358

Connected Via
169.254.1.2

FortiSwitch-548D gatel54[root]

FortiSwitch Manager v Managed Switches Monitor FortiSwitch Templates

& Install Wizard

B AAll_FortiGate (1 E h & 10nline i nauthorized
i 1 Managed Fortiswitc!
K (1) OIT® ] Managed FortiSwitch & 1 Onli 0Offline & 0 U ize

gate154 (1)

+ Create New [# Edit FJ Delete ¥ Assign Template ¥ More v & Column Settings
O  FortiSwitch Name ‘Serial Number Platform FortiGate Connected Via 05 Version Join Time

0O =swass $548DN4K16000358 FortiSwitch-548D A gatel154[root] 169.254.1.2 S548DN-v6.2.3-build202,191223 (GA) | Wed Apr 1 13:53:25 2020

Comments

To enforce a firmware version on an existing FortiSwitch:

1. Go to FortiSwitch Manager > Managed Switches.

2. Inthe tree menu, select the FortiGate that contains the FortiSwitch device to be edited, or select All_FortiGate to list
all of the switches.

3. Select the appropriate option from the quick status bar, and locate the switch in the content pane.

4. Double-click on the switch, select the switch and click Edit from the toolbar, or right-click on the switch and select
Edit.
The Edit Managed FortiSwitch window opens.

FortiSwitch Manager v  Managed Switches Monitor FortiSwitch Templates

Q.| Edit Managed FortiSwitch

gate154 (1) Serial Number $548DN4K16000358
Name sw358
Description
4
Template None -

Managed Switch Status

Status Connected Restart

Connecting From 169.254.1.2

Join Time Wed Apr 113:47:13 2020

State Online Deauthorize

Firmware

FortiSwitch OS Version S548DN-v6.2.2-build194,191018 (GA) [Upgrade]

Enforce Firmware Version u Firmware 6.2.3 build(202) v
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5.

In the Edit Managed FortiSwitch window, edit the FortiSwitch to set firmware enforcement.

Once the firmware is enforced, the FortiSwitch firmware will be changed to the enforced version.

Backup and restore FortiManager settings include Wireless Manager configuration

You can backup and restore FortiManager settings including Wireless Manager configuration using the GUI or CLI.

To backup and restore FortiManager settings along with Wireless Manager configuration using the GUI:

1. Ensure FortiGates are added to the Wireless Manager device inventory through Management Extensions >
Wireless Manager > Operate > Inventory > Devices.
8.5 Wireless Manager v Do o- Q1 (§adminy
& Monitor 7 | aetwork Manager / Operste / Inventory / Devices Ao Q- | &9-
) Operate M
-
il Devices
i N S —
+£ Grouping > @w. & HOSTNAME/IPADDRESS & IFADDRESS + NODE NAME © SOFTWARE VERSION MODEL o AVAILABILITYSTATE & MANAGEMENTSTATE : UPTIME : CONTROLLERGROUP & AUTO SAVE CONFIG = AGTION
¥ Tools >
@ Mams >l e T2 10212450 102124.50 FGTS2E3UL6000136 | v822 FaTS2E Online Active 04d11hasm2es defale off )
& Admivstration e 10212451 10212451 FGOLEPTKIE000315 | v6.04 FGB1EP Online Active osd16hsEm12s defale off [}
1-20f2

Navigate to the FortiManager System Information widget through System Settings > Dashboard and backup the

system configuration. The FortiManager system configuration is backed up along with Wireless Manager

configuration.

Backup System

Encryption
Password

Confirm Passwaord
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3. Torestore the backed up settings, navigate to the FortiManager System Information widget through System

Settings > Dashboard and restore the FortiManager system configuration. The FortiManager system configuration
is restored along with Wireless Manager configuration.

Restore System

Upload file by drag & drop here o D

SYS_FMG-YMTM20002029_FMG-¥ME4-20200413-104015.dat

Passvord Maximum password length: 63 @&

[ Overwrite current IP, routing and HA settings

B Restore in Cffline Mode 1]

4. Verify that the FortiGates are restored to the Wireless Manager device inventory through Management Extensions >
Wireless Manager > Operate > Inventory > Devices.

Wireless Manager v

Offline Mode 3 @ > L1 g admin v
5 Moritor > ANetwork Manager | Operate | Inventory | Devices Mo | Q.| | -
& Operate M
b Inventory v
& Access Points
& Grouping
% Tools
9 Maps
&  Administration

& REREH @ ADD  IMPORT  th DPORTAL @

Auto Refresh: 43 Secs DOWNLOAD DEFAULT TEMPLATE  VIEW LATEST IMPORT LOG

o

& HOSTNAME/IP ADDRESS + P ADDRESS - NODENAME . SOFTWAREVERSION = MODEL © AVAILABILITYSTATE MANAGEMENTSTATE = LPTIME © CONTROLLERGROUP - AUTOSAVECONFIS < ACTION

vovov v
o

10212450 10.2424.50 FOTSIESUL4000136 | v6.22 FOTS2E Online Active OddA 2R 08m 325 default off r

o
o

10212451 10.212451 FGBIEPTKLBO00LS | v6.04 FGBEP

@ | =
@

Online Active Qg1 7h:20m: 165 default o 2

1-20f2
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To backup and restore FortiManager settings along with Wireless Manager configuration using the CLI:

1. Toback up all the settings:

execute backup all-settings

2. Torestore all the settings:

execute restore all-settings

Central SD-WAN, FortiAP, and FortiSwitch templates included in ADOM revision

ADOM revisions now include SD-WAN templates, FortiAP profiles, and FortiSwitch templates when cetnral
management for each is enabled. Previously ADOM revisions included only global policies, policy packages, and policy
objects.

To include templates in ADOM revisions:

1. Inthe ADOM, ensure that central management is enabled for FortiAP, SD-WAN, and FortiSwitch.
a. Goto System Settings > All ADOMs.
b. Double-click the ADOM to open it for editing.
c. Beside Central Management, select the checkbox for FortiAP, SD-WAN, and FortiSwitch.
d. Click OK.
Central management is enabled for FortiAP, SD-WAN, and FortiSwitch.
2. Create a profile or template for FortiAP, SD-WAN, and FortiSwitch.
The following example describes how to create a profile for FortiAP.
a. Goto AP Manager > WiFi Profiles.
b. Inthe content pane, click Create New.
c. Complete the options, and click OK.
The profile is created.

&25  APManagerv  Managed APs Monitor MapView WIiFi Profiles

& Install Wizard G Central Management

+ Create New [ EGt 1 Delete % Clone QWhere Used 3 mport 5 Colum Sttings - O View Al roies (RS
EssiD O  Name Platform Radio 1 Radio 2 Comment

EIWIDS Profile O FAP32081 FAP3208 5GHz802.11n/a 2.4GHz 802.11n/g

) Bluetooth Profile O  FAP320B-default FAP3208 5GHz 802.11n/a 2.4GHz 802.11n/g.

QoS Profile

B Bonjour Profile

The following example describes how to create a template for FortiSwitch.
a. Goto FortiSwitch Manager > FortiSwitch Templates.
b. Inthe content pane, click Create New.
c. Complete the options, and click OK.
The template is created.
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S22 FortiSwitch Manager v Managed Switches Monitor FortiSwitch Templates ADOM:fatés 12 @ >- Q1 (@ adminv

& Install Wizard & Central Management

+ CreateNew [# Edit % Clone F Delete Jsed 3 Import ¥ Column Settings ~
SVLANS O Name Description Platform Last Modified Created Time
2 Security Policies 0 @1024D FortiSwitch-1024D admin/2020-04-13 21:21:49 2020-04-13 21:21:49
EILLDP Profiles 0 =1048D FortiSwitch-1048D admin/2020-04-13 21:22:15 2020-04-13 21:22:15
EQos >

The following example describes how to create a template for SD-WAN.
a. Goto Device Manager > SD-WAN > SD-WAN Templates.
b. Inthe content pane, click Create New.
c. Complete the options, and click OK.
The template is created.

Device Manager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:fgté4 5 @ > ‘ admin v

Install Wizard C§ Central Management

& SD-WAN Templates + Create New [# Edit % Clone T Delete 31 Import @ Assig e ¥ Column Settings -

K Interface Members O Name Assigned to Devices Interfaces Description
O Health-Check Servers 0O sd-wan01

28 BGP Neighbors O  sd-wan02

& Input Interfaces O sd-wan03 [@lportl0

&2 Monitor

3. Create a new ADOM revision.

For example, name the revision rev01.

a. Goto Policy & Objects, and click ADOM Revisions.

The ADOM Revision dialog box is displayed.

b. Click Create New.

c. Complete the options, and click OK to create the ADOM revision.
4. Inthe ADOM, modify any of the templates for FortiAP, SD-WAN, or FortiSwitch.
5. Create a new ADOM revision.

For example, name the revision rev02.
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6. Restore ADOM revision rev01.
a. Goto Policy & Objects, and click ADOM Revisions.
b. Selectthe rev01 revision, and click Restore.

ADOM Revision

+ Create New [# Edit Diff e 2 more v QI
Name Created Time Comment

Restored-rev-2 i 2020-03-16 17:54:08 Restored-sd-wan03
Restored-rev-1 i 2020-03-16 17:53:43 Restored-sd-wan01/02
rev-2 i 2020-03-16 17:41:46 sd-wan03

rev-1 i 2020-03-16 17:40:40 sd-wan01/02

BT BTN

7. Ensure that the templates from ADOM revision rev01 are restored.
In this example, check that the SD-WAN templates are restored.
a. Goto Device Manager > SD-WAN > SD-WAN Templates.
b. Review the templates.

FortiManager support for FortiGate-7000E and FortiCarrier-7000E families

FortiManager 6.4.0 supports the FortiGate-7000E and FortiCarrier-7000E families. Following is a list of supported
FortiGate-7000E models:

« FortiGate-7030E (FG73EQ)
« FortiGate-7030E (FG73ES)
« FortiGate-7040E (F74E8D)
« FortiGate-7040E (F74E9D)
« FortiGate-7040E (FG74E1)
« FortiGate-7040E (FG74E2)
« FortiGate-7040E (FG74E3)
« FortiGate-7040E (FG74E4)
« FortiGate-7040E (FG74ES5)
« FortiGate-7040E (FG74ES)
« FortiGate-7040E (FG74E8)
« FortiGate-7040E (FG74E9)
« FortiGate-7060E (F76E9D)
« FortiGate-7060E (FG76E1)
« FortiGate-7060E (FG76E2)
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« FortiGate-7060E (FG76E3
» FortiGate-7060E (FG76E4
« FortiGate-7060E (FG76E5
o FortiGate-7060E (FG76E6

» FortiGate-7060E (FG76E8

« FortiGate-7060E (FG76E9
» FortiGate-7060E-8-DC (F76E8D)

vvvvvv

Following is a list of supported FortiCarrier-7000E models:

« FortiCarrier-7030E (FG73EQ)
o FortiCarrier-7030E (FG73ES)
» FortiCarrier-7040E (F74E8D)
o FortiCarrier-7040E (F74E9D)
o FortiCarrier-7040E (FG74E1)
o FortiCarrier-7040E (FG74E2)
 FortiCarrier-7040E (FG74E3)
o FortiCarrier-7040E (FG74E4)
» FortiCarrier-7040E (FG74E5)
o FortiCarrier-7040E (FG74E®)
o FortiCarrier-7040E (FG74ES8)
 FortiCarrier-7040E (FG74E9)
o FortiCarrier-7060E (F76E9D)
o FortiCarrier-7060E (FG76E1)
« FortiCarrier-7060E (FG76E2)
o FortiCarrier-7060E (FG76E3)
» FortiCarrier-7060E (FG76E4)
o FortiCarrier-7060E (FG76E5)
o FortiCarrier-7060E (FG76E®6)
« FortiCarrier-7060E (FG76E8)
o FortiCarrier-7060E (FG76E9)

» FortiCarrier-7060E-8-DC (F76E8D)

The following example shows Device Manager for the FortiGate-7040E:
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Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:fgt56 2 @ > (@) admin v

Display Options

System Information Connection Summary
Host Name FG74EB3E17000032 » 102114232
Serial Number FG74EB3E17000032 Interface mgmt
System Time Fri Apr 17 23:43:57 2020 CDT - Connecting User admin
Firmware Version FortiGate 5.6.7build3877 (GA) ’ Connectivity + o
Hardware Status 12 CPU, 64471 MB RAM Connec t to CLI via SSH
HA Mode Active-Passive ,
Configuration and Installation Status
Cluster Name 20) g
System Template None ’
Cluster Members Host Name Serial Number Role  Status Action
Database Configuration View
FG74EB3E17000032  FG74EB3E17000032  Master 4
FG74E83E17000015  FG74EB3E17000015  Slavel 4 Total Revisions B = W
& oot [Enabled)] [Disab Symcs Synchronized s
nabled] [Disable] nc Status
& DC-AHC vboM yne Stat <
© DC-AUXSRY Session Information View Sessions List Warning None
& DC-CSEO1-FW002 Description Installation Tracking
& DC-CWEAS i
& DC-ENERGY Operation C Reboot O Shutdown Device Settings Status Modified
© DC-NTS01-FW002 Instalation Preview Preview
& DCSves License Information Lot staion None
& DCTC
& DCO2-FW004 Support Contract Scheduled Installation None
& DCO4-FW020 Registration 8 Script Status
: gzgzmgﬁg Hardware Version A Expired (Expires 2019-11-20) Lt et on None i it
- —-— A Expired (Expires 2019-11-20)
& DCO6-FW003 Firmware pred Ex0 ! Scheduled Script None
& DCO7-FW001 Enhanced Support A Expired (Expires 2019-11-20)
© DCO7-FW002 Comprehensive Support A Expired (Expires 2019-11-20)
© DCO7-FW003 § i
& DCO7-FW004 FortiGuard Services
& DCO7-FW006 § Next Generation Firewall

Spectrum analysis for managed APs -6.4.1

You can view the spectrum analysis for managed APs in FortiManager 6.4. Spectrum analysis is available through AP
Manager > Managed APs.

To view the spectrum analysis for a managed AP in the FortiManager GUI:
1. Ensure the JSON API Access field is set to Read-Write, by editing the administrator. See Editing administrators in

the FortiManager Administration Guide.

2. Create a new WiFi profile or modify an existing WiFi profile, by setting the radio mode setting to Dedicated Monitor.
See AP profiles in the FortiManager Administration Guide.

3. Assign the profile to the managed AP. See Assigning profiles to FortiAP devices in the FortiManager Administration
Guide.

4. Use the Install Wizard to install the changes to FortiGate. See Using the Install Wizard to install device settings only
in the FortiManager Administration Guide.
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5. Onthe Managed APs screen, select a managed AP, click More from the toolbar or right-click, and click View
Spectrum Analysis:

AP Manager v  Managed APs Monitor Map View WiFi Profiles ADOM:root 1 ® >~ Q1 A adminv

&3 FortiAP Group v & Install Wizard C2 Central Management

[ ]
@ 1156 Rogue APs ‘° 0 Client Connected

8 MAll_FortiGate (2)
© 4FortiOS-VMé4 (2)
@AIl FortiAPs

((.)) 2 Managed APs &

= 2 Online 0 Offline @ 0 Unauthorized

4 Create New [# Edit Tl Delete
O  Access Point

¥% Assign Profile  § More v  #% Column Settings v

Connected Via Channel OS Version

Radio 1: 0

FP221ETF18099Z87  192.168.10.2 Radio 2: 0 FP221E-v6.4-build0412

¥ Assign Profile

dio 1: 0 Radio 1:0
O = FP223E5518014569  192.168.10.3 [ Edit | acio FP223E-v6.4-build0412 |

idio 2: 0 Radio 2: 0
Tl Delete

£ Grouping

& Upgrade

= Authorize
® Deauthorize

' Refresh
E: View Clients
@ View Spectrum Analysis

[11] Show on Google Map

B Show on Floor Map

The Spectrum Analysis in the form of Signal Interference, Signal Interference Spectrogram, Duty Cycle, and Duty Cycle
Spectrogram charts, along with the tabulated Detected Interference information is displayed.
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AP Manager v

Managed APs Monitor Map View WiFi Profiles

A admin v

@ - Q1

ADOM: root

G2 Central Management

& Install Wizard

B FortiAP Group v

8 MAIl_FortiGate (2)
8 4 Forti0S-VMé4 (2)
(@Al FortiAPs

FP221ETF18099Z87

O = FP223E5518014569

FortiManager 6.4.0 New Features Guide
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(@)
2 Managed APs = 2 Online

0 Offline @ 0 Unautl

=+ Create New [# Edit T Delete #% Assign Profile

O  Access Point Connected Via

192.168.10.2

192.168.10.3

“ Spectrum Analysis - FP221ETF18099Z87 b3
AP capabilities will be limited during spectrum analysis.
Band pXAel st 5 GHz
Channels
X-Axis Channels
Restart
Analysis
Signal Interference
Persistent
IS
&
°
100 Transient
2412 2422 2432 2442 2452 2462 2472
Signal Interference Spectrogram
-20 dBm
@
E -
[
-100 dBm

2472

2412 2422 2432 2442 2452 2462
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AP Manager v Managed APs Monitor Map View WiFi Profiles

ADOM:root {3 ® >~ L1 A admin v
B FortiAP Group v & Install Wizard

G2 Per-device Management

IE Search... Q (( )) % Spectrum Analysis - FP221ETF18099Z787 x
- : ()
8 LAl FortiGate (2) 2 Managed APs = 2 Online 0 -
8 #FortiOS-VMé4 (2) Duty Cycle
+ Create New [# Edit T Delete % | 100%
FP221ETF18099287 192.168.10.2 60%
40%
O # FP223E5518014565 192.168.10.3
20%
0%
2412 2422 2432 2442 2452 2462 2472
Duty Cycle Spectrogram
100 %
| |
£ .
£
| S P —— 0%
2412 2422 2432 2442 2452 2462 2472
Detected Interference
| ) |
Type Frequency Last Detected
WiFi, DSSS cordless phone 2402MHz Thu Apr 09 2020 5:03:59 PM
WiFi, DSSS cordless phone 2412MHz Thu Apr 09 2020 5:03:59 PM
WiFi, DSSS cordless phone 2427MHz Thu Apr 09 2020 5:03:59 PM
WiFi, DSSS cordless phone 2437MHz Thu Apr 09 2020 5:03:54 PM
WiFi, DSSS cordless phone 2452MHz Thu Apr 09 2020 5:03:59 PM
AP capabilities will be limited during spectrum analysis.
FortiSwitch GUI enhancements -6.4.1
FortiManager includes the following GUI enhancements for FortiSwitch Manager:
* NAC policy
o ports table
e connected device
o transceiver information
A\l
S r'd
q These features are only available in per-device FortiSwitch Management mode.
-
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To enable FortiSwitch per-device management:

1. Go to System Settings > All ADOMs.
2. Double-click the ADOM to open it for editing.
3. Beside Central Management, clear the FortiSwitch checkbox, and click OK.

& Dashboard Edit ADOM
& All ADOMs
Name oot
£Zx Network
Type FortiGate - 3
& HA
Comments
& Admin ~
4
Administrators -
Profile Devices
Seect v Y
Name IPAddress  Platform

Remote Authentication Server
4 FortiGate-140E 10.3.172.15% FortiGate-140E-POE
Admin Settings

SAML SSQ Mode

Normal Backup
0B Certificates V| Central Management VPN Fortiap SD-WAN
Local Certificates [Ofortiswitch
CA Certificates Default Device Selection for ®Select All Deselect All
CRL Install
et Cortincates Perform Policy Check Before
Every Install
B Event Log Auto-Push Policy Packages Enable @Disable
(2 Task Monitor When Device Back Online

Central management is disabled, and per-device management is enabled for FortiSwitch.
4. Go to FortiSwitch Manager, and notice that Per-device Management is displayed in the top-right corner.

NAC Policy

NAC policies can be created or edited in FortiSwitch Profile > NAC Policies. Once the policies are created or editied, the

changes can be installed to the FortiGate.

To edit NAC policies:

1. Go to FortiSwitch Manager > FortiSwitch Profiles.

2. Inthe tree menu, select a FortiGate.
The VLANSs tab is displayed.

3. Click the NAC Policies tab.
The NAC policies are displayed.

4. Right-click the NAC policy and select Edit.
The Edit NAC Policies pane opens.
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FortiSwitch Manager v Managed Switches Monitor FortiSwitch Profiles

& Install Wizard

Search [8} vians [INACPolicies SecurityPolicies  LLDPProfiles QoS+~  CLI Configurations
o JAll_FortiGate (1) Edit NAC Policies
© 4FortiGate-300D (2)

Name nac-test-1
vl FortiSwitches L
Al b
1 Entry Selected
Description

If device matches all of the following patterns:

Cetgary [ Device [0

MAC Address o
Hardware Vendor = Dell
Device Family o

Type o

Operating System m Windows
User o

Then: Apply Port Specific Settings
Traffic action m © Block

5. Edit your NAC policy, and click OK.
The changes are saved to the FortiGate database.

NAC Settings in FortiLink Interface

You can edit NAC settings via the FortiLink interface.

To edit NAC settings via the FortiLink interface:

1. Go to FortiSwitch Manager > FortiSwitch Profiles.

2. Inthe tree menu, select a FortiGate.
The VLANSs tab is displayed.

3. In FortiLink Interface pane, select a FortiLink and click Edit or right-click the FortiLink and select Edit.
The Edit VLAN Definition pane opens.

FortiSwitch Manager v Managed Switches Monitor FortiSwitch Profiles

& Install Wizard

Search )Y vians

B LAl FortiGate (1) Edit VLAN Definition
© 4-FortiGate-300D (2)

NAC Policies LLDP Profiles

Security Policies QoS ~ CLI Configurations

Interface Name fortilink
o Alias Name
Type Aggregate
Virtual Domain root
Physical Interface Member ®
Eport2 x
Eport3 x
2 Entries Selected
Role Undefined
Address
Addressing Mode Manual | DHCP PPPOE
1P/Netmask 169.254.1.1/255.255.255.0

Connected Devices

Automatically authorize devices m

Shaping Profile ore

VRRP >

NAC Settings [ o ]

Onboarding VLAN @ onboarding -

Bounce Port [ o ]

Use NAC policies on FortiSwitch | Al
Ports

[ Click here to select
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=

.|@ Al

(7 & S424DF3X16000356
(] & S424DN3X17000097
(] & S424DN3X17000106
(] & S424DN3X17000115
(] & S424DN3X17000224

[ & 5424DP3X16000162

B B

E3Q | cancel

VLAN & vlan-test-1 -
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Ay
‘Q' By default, NAC Settings option is enabled and Onboarding VLAN is set to onboarding.
- You may disable the NAC Settings or change the onboarding VLAN.

4. Inthe Edit VLAN Definition pane, set Use NAC policies on FortiSwitch Ports to Specify.
5. Select Click here to select and from the Select Entries list, select the FortiSwitch.

Click OK.
\‘ ! ’I
q If you want to specify NAC policies on all FortiSwitches, set Use NAC policies on
- FortiSwitch Ports to All.

6. Inthe FortiSwitch option below Use NAC policies on FortiSwitch Ports, select Specify.

7. Select Click here to select and from the Select Entries list, select the ports to specify the NAC policy on. Click OK.
Click OK to save your changes.

S8 FortiSwitch Manager v Managed Switches Monitor FortiSwitch Profiles

& Install Wizard

5 Q NAC Policies  Security Policies ~ LLDPProfiles QoS > CLI Configurations
B Al FortiGate (1) Edit VLAN Definition
© 4 FortiGate-300D (2)
Interface Name
Audl Alias Name
Type Aggregate
Virtual Domain root
Physical Interface Member © |
lport2 x
port3 x
2 Entries Selected
Role Undefined
Address
Addressing Mode Manual | DHCP T e PPPOE
1P/Netmask 169.254.1.1/255.255.255.0

Connected Devices

Automatically authorize devices m

Shaping Profile orF Select Entries (Total: 27) x
VRRP > ‘ D
NAC Settings m Clports N
Onboarding VLAN & onboarding -
Cports.
Bounce Port [ o ]
) I ports
Use NAC policies on FortiSwitch | All
Ports ) & port7
‘ L ‘ ) ports.
£ $424DF3X16000356 x
) K porte
1 Entry Selected
(5424DF3X16000356) Al O Eporti0
[ Click here to select ]| O Eportt
1 [Ioort12 o
[ EQ [ Cancel

8. Goto Managed Switches, and double-click the previously specified FortiSwitch.
The FortiSwitch Ports pane opens.
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E =  FortiSwitch Manager v Managed Switches Monitor FortiSwitch Profiles

B FortiSwitch Group v & Install Wizard

carch Q| Fortiswitch Ports
8 MAll_FortiGate (7) FEIRTINET,
B 4 FortiGate-300D (7) MGMT PoE+ SFP+
H HEEDDEECDEEERE ER
avdt
10 12)f14{16 18
ey (240 & [ ) 0ff 12116 [ 8] 20]| 22]f 4]
=+ CreateNew [# Edit il Delete %5 Column Settings ~

O Port Description Access Mode Enabled Features Native VLAN Allowed VLAN POE Device Information
Edge Port

O vtk Normal Spimng e protocel | @VSWortiink
Edge Port

0 | “¥port2 Normal s;:m:p e Protocol ©Enabled

R e s
Edge Port .

O 4 portt Normal Spanning Tree Protocol | @OTB0RTdNG oqtnfortiink ©Enabled @ PS221E3X17000132
Edge Port

O ¥+ portd INAC Sp::mrﬂw e Protocel | [POTBORCINE St fortilink ©Enabled

O ¥ponts NAC Edge Port Bonboarding @qtnfortiink ©Enabled
Edge Port

O ¥ ports INAC Sp::mrﬂw e Proocel | [POTDORCINE St fortilink ©Enabled
Edge Port .

O ¥port7 Normal Spamning Tree Protocol | @VaWortiink Satn fortlink ©Enabled
Edge Port

O ¥pori8 Normal sgm:p e protocl | Svsworiink @atn.fortilink ©Enabled
Edge Port

O ¥ port9 Normal o _ Bvsw.fortilink @atn.fortilink @Enabled

NAC policy is enforced on the selected ports.

FortiSwitch Ports table GUl enhancements

1. Go to FortiSwitch Manager > Managed Switches.
2. Inthe tree menu, select a FortiGate.
The list of managed switches is displayed in the content pane.

3. Double-click a switch.
The FortiSwitch Ports pane opens.

The Access mode column is added to show the port access mode: NAC or Normal.
The Enabled Features column is added to show if Edge Port or Spanning Tree Protocol is enabled.

rtiSwitch Group ~ & Install Wizard @ Per-device Managemen!

a Q| Fortiswitch Ports 2
B AAlLFortGate 7

FEATINET.

8 4 FortiGate-3000 (7) MGMT PoE+ SFP+
H BEEDDRNEHEDBEE BHA
(2] ¢ s Juoff 12+ ][16 18 ]{20 2] ¢]

S424DF3X16000356

Port DHCP Blocking Transceiver

0O vikes INormal fose Port Q@Untrusted
spanni col
Edge Port

0O  “¥port2 INormal e £ T Enabled
edge Port a

O ¥pots INormal oo Tree Protocol Enabled
edge Port

O #pot1 INormal [ @qtn fortiink QEnabled @ PS221E3X17000132  QUntrusted
ecge Port

4 A n fortiin abl ntrn

0O ¥port INAC panning Tree Protocol @qtnfortiink ©Enabled QUntrusted

O ¥pors INAC Edge Port @qtn fortiink QEnabled Quntrusted
e Port

O ¥ports INaC Eeeroine Tee Protocol aatn foriink @Enabled Quntrusted

The Device Information column is added to show the connected device information.
Hover over the listed device to see detailed information.
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FortiSwitch Manager v

B FortiSwitch Group v & Install Wizard G Per-device Manage
A seon Q| Fortiswitch Ports
© ZAlLFortiGate (7
© #FortiGate-300D (7)

MM ok sepe
B DEDDDDEODmDEE B8
S424DFIX16000356 BooDnEEEDEER

& Edit

Port Access Mode Enabled Features Native VLAN DHCP Blocking
Edge Port

“t23 Normal Spamning Tee Protocol | Svswortink Quntrusted

Edge Port

Spanning Tree Protocol

+ Create New B Delete

£ Column Settings ~

¥ port2 Normal ©Enabled

Device PS221E3X17000132
Edge Port
¥ port3 Normal e Por @Enabled
Spanning Tree Protocol MAC Address 70:4ca577:58:90
Edge Port
4 port1 Normal © @onboarding Satnfortiink @Enabled [0 PS221€3X17000132 | interface  onboarding

Spanning Tree Protocol
P

Edge e Protoc | SOTORTGINE @atn fortiink @Enabled

Spanning Tree Protocol os FortAR 08

¥ port5. Edge Port ‘@onboarding @atn fortilink QEnabled

Edge Port

¥ port6, @onboarding @atn fortilink ©Enabled QUntrusted
Spanning Tree Protocol

Hardware  Fortinet/ FOrAP / PS221E
¥ portd

Edge Port

(fortil forti Enabled Untrusted
Rt ] vewfortilink atn fortilink nable intruste

Edge Port
O ¥ports Normal e @vswfortlink @atnfortiink Oknabled Quntrusted
Spanning Tree Protocol
Edge Port
O #poty Normal & Svswiortilink Satn fortiink QEnabled QuUntrusted

Snanning Tree Protocal

The Transceiver column is added to display transceiver information. If no transceiver is connected, then the
Transceiver column shows Unknown.

B FortiSwitch Group v & Install Wizard & Per-device Managemen

& Q| Fortiswitch Ports 3
8 Al FortiGate (7)
© 4 FortiGate-300D (7)

MamT Pok sepe
{25126}

5424DF3X16000356 an

+ Create New [ E

O Port Allowed VLAN POE DHCP Blocking nsceiver
Edge Port
O #port13 Normal 5 @vswfortlink @atn fortilink QEnabled Quntrusted
Spanning Tree Protocol
Edge Port
O #portis Normal SW:M:;W protocel | @vswfortiink @atn fortlink Oknabled Quntrusted
Edge Port
¥ port15 Normal Enabled Untrusted
O ¥ por iormal e e P eer] Bvswfortilink Gatn.fortilink ©Enable Q@Untrustec
Edge Port
O #portis Normal coumina Tree Protocol | OVIVortink @qtn fortiink Oknabled Q@untrusted
Edge Port
¥ port17 N | Enabled Untrusted
O ¥ por iormal e e P eee] Bvswfortlink atn.fortilink ©Enable Q@Untrustec
Edge Port
O #poruis Normal < ro @vswfortiink @atn fortiink Onabled Quntrusted
Spanning Tree Protocol
Edge Port
¥ port19 N I Enabled Untrusted
O #por (ormal Spanning Tree rotocol | SvaWortlink @amortiink OEnables QUntrustes
Edge Port
0O %020 Normal couming Tree Protocol | OVIVortink @amfortiink OEnabled QUntrusted
Edge Port
O #port21 Normal e Bvswfortlink @aqtn fortilink ©Enabled QUntrusted
Edge Port
0 #oot22 Normal couming Tree Protocol | OVIortink @amfortiink OEnabled QUntrusted
Edge Port
O #pot2s Normal o e Protocol | SvSwortlink Satn ortiink OEnabled QUntrusted
Edge Port
O #oote Normal soumina Tree Protocol | OVIortink @amfortiink OEnabled QUntrusted
Edge Port
O #pot2s Normal o e Protocol | SvSwortink eqmifortiink QUntrusted Unknown
Edge Port
O #oot2e Normal couming Tree Protocol | OVIvortink @amfortiink QUntrusted Unknown

FortiSwitch CLI Configuration

Go to FortiSwitch Manager > FortiSwitch Profiles.

In the tree menu, select a FortiGate.
The VLANSs tab is displayed.

Click the CLI Configurations tab.
The CLI Configurations tab opens.
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=_E FortiSwitch Manager ~  Managed Switches Monitor FortiSwitch Profiles
& Install Wizard
Search [} ViANs  NACPolices  Security Policies  LLDPProfiles QoS ~

O JbAll_FortiGate (1)
© #FortiGate-300D (2)

switch-controller 802-1X-settings

link-down-auth set-unauth

Budl =) auto-config
custom
default reauth-period &0 (0 - 1440, default: 60)
policy

custom-command

max-reauth-attempt 3 (0 - 15, default: 3)

teperiod 30 {4 - 60, default: 30)

flow-tracking
global
igmp-snooping

2} initial-config

|1 template

vians

- lidp-profile
lidp-settings

- location
mac-policy

- managed-switch
nac-device

- nac-settings

The CLI Configurations tab is added to edit and display all the settings for the switch-controller.

Upgrading ADOMs managing devices running FortiOS 6.4 -6.4.1

ADOMs can concurrently manage devices running FortiOS 6.2 and 6.4. After all the devices being managed by an
ADOM are upgraded to FortiOS 6.4, you can upgrade the ADOM.

To upgrade an ADOM:

1. Goto System Settings > All ADOMs.
2. Right-click on an ADOM and select Upgrade, or select an ADOM and then select More > Upgrade from the toolbar.

System Settings v ADOM:ADOM-1 3 @ >- (@ admin v

£ Dashboard 2 A DOM ${More~ & Column Settings ~

Central Management

8B RAID Management

<IN O

& Network PN = FortiAP ©SD-WAN “ FortiSwi >6 Devices (including 5 VDOMs)

o FortiCarrier EiEd FortiCarrier 6.4 N % FortiAP @ SD-WAN & FortiSw
: root % Clone FortiGate 6.4 PN % FortiAP €@ SD-WAN 2 FortiSwi
2 i ~
& Admin Global Database B Delete Global 6.4 -
Profile FortiAnalyzer FortiAnalyzer -
Workspace FortiAuthenticator FortiAuthenticator
o FortiCache FortiCache
Remote Authentication Server - #° Collapse Devices _
FortiClient FortiClient

Admin Settings «” Expand Devices

000000000 00O

FortiDDoS FortiDDoS
sAMLSSO FortiDeceptor FortiDeceptor
BB Certificates v FortiMail FortiMail
Local Certificates FortiManager FortiManager
FortiNAC FortiNAC
CA Certificates
M cnnin,

If the ADOM has already been upgraded to the latest version, this option will not be available.

3. Select OKin the confirmation dialog box to upgrade the device.
If all of the devices within the ADOM are not already upgraded, the upgrade will be aborted and an error message
will be shown.
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Please upgrade all devices to 6.4 before upgrading the ADOM.

Upgrade ADOM

Do you want to upgrade ADOM "ADOM-1" from version 6.2 to 6.47

Upgrade the remaining devices within the ADOM, then return to step 1 to try upgrading the ADOM again.

Interface normalization policy -6.4.1

When an ADOM is created, a number of per-platform interfaces are defined for all FortiGate models by default. This
allows all FortiGate models to have a number of normalized interfaces already mapped, so that policies can be installed
without custom mapping. The interface names could be matched to different real interfaces on different FortiGate
models. All mappings are explicitly shown in the mapping table. If there is no match, mapping will not exist.

S22 Policy &Objects v Policy Packages Object Configurations ADOM:root 3 @ >- Q1 (§ adminv

@ ADOM Revisions % Tools v

[@ Normalized Interface v + Create New [# Edit

Wi Delete

£5 Column Settings v § More + oviewy I

Mapped Interface/Zone

Normalized Interface

e}
*

Normalized Interface Mapping Rule Description Last Modified

Virtual Wire Pair o 1 Dlany

B Firewall Objects >0 2 [ sslvpn_tun_intf

@ Security Profiles >l O 3 [ sd-wan

% Fabric Connectors >l O 4 vdmz added by creatingadom  2020-05-22 09:54:11  admin/2020-05-22 09:54:18

£ User & Device > O Per-platform (FortiGate-60E) dmz

% WAN Optimize > O Per-platform (FortiGate-60E-DSL) dmz

2 Dynamic Object .| O Per-platform (FortiGate-60E-DSLJ) dmz

ks Advanced ,| O Per-platform (FortiGate-60F) dmz
o Per-platform (FortiGate-61E) dmz

{¥ CLI Only Objects >
o Per-platform (FortiGate-61F) dmz
o Per-platform (FortiGate-80E) dmz
(=] Per-platform (FortiGate-80E-POE) dmz
o Per-platform (FortiGate-81E) dmz
(=] Per-platform (FortiGate-81E-POE) dmz
o Per-platform (FortiGate-90E) dmz
o Per-platform (FortiGate-91E) dmz
o Per-platform (FortiGate-100D) dmz
o Per-platform (FortiGate-100E) dmz
o Per-platform (FortiGate-100EF) dmz
o Per-platform (FortiGate-100F) dmz
o Per-platform (FortiGate-101E) dmz
o Per-platform (FortiGate-101F) dmz
(=] Per-platform (FortiWiFi-60E) dmz
(=] Per-platform (FortiWiFi-60E-DSL) dmz
(=] Per-platform (FortiWiFi-60E-DSLJ) dmz
(=] Per-platform (FortiWiFi-60F) dmz

A normalized interface can be edited or deleted. To edit or delete a normalized interface:
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1. Right-click on a normalized interface entry in the Normalized Interface table.
2. Select Edit or Delete to edit or delete the normalized interface respectively.

Policy & Objects v Policy Packages Object Configurations ADOM:root 2 @ >~ Q1 z admin v

@ ADOM Revisions £ Tools v

@ Normalized Interface + CreateNew [4 Edit W Delete #& Column Settings~ i More v
Normalized Interface O #  Normalized Interface Mapping Rule Mapped Interface/Zone  Description Created Time Last Modified
Virtual Wire Pair o 1 any

» Firewall Objects o 2 [ sslvpn_tun_intf

@ Security Profiles > g 3 [ sd-wan

$ Fabric Connectors > 4 2 added by creatingadom  2020-05-2209:54:11  admin/2020-05-22 09:54:18

£ User & Device > O m (FortiGate-60E) dmz

2 WAN Optimize > O m (FortiGate-60E-DSL) dmz

. Dynamic Object »| O ‘m (FortiGate-60E-DSLJ) dmz

K Advanced ,| O Q Where Used ‘m (FortiGate-60F) dmz

& CLI Only Objects ,| O ‘m (FortiGate-61E) dmz
(=] [B Promote to Global  m (FortiGate-61F) dmz
o Per-platform (FortiGate-80E) dmz
(=] Per-platform (FortiGate-80E-POE) dmz
(e] Per-platform (FortiGate-81E) dmz
o Per-platform (FortiGate-81E-POE) dmz
o Per-platform (FortiGate-90E) dmz
=] Per-platform (FortiGate-91E) dmz
o Per-platform (FortiGate-100D) dmz
e] Per-platform (FortiGate-100E) dmz
@] Per-platform (FortiGate-100EF) dmz
o Per-platform (FortiGate-100F) dmz
(e] Per-platform (FortiGate-101E) dmz
o Per-platform (FortiGate-101F) dmz
(@] Per-platform (FortiWiFi-60E) dmz
o Per-platform (FortiWiFi-60E-DSL) dmz
(e] Per-platform (FortiWiFi-60E-DSLJ) dmz
o Per-platform (FortiWiFi-60F) dmz

The Per-Platform Mapping in a normalized interface can be edited or deleted. To edit or delete the Per-Platform Mapping
in a normalized interface:

1. Right-click on a normalized interface entry in the Normalized Interface table.
2. Select Edit. The Edit Normalized Interface page appears.

3. Inthe Per-Platform Mapping table, right-click on a table entry.

4. Select Edit or Delete to edit or delete the Per-Platform Mapping respectively.

S22  Policy&Objects v Policy Packages Object Configurations ADOM:root {3 @ >- A1 (@ adminv

@ ADOM Revisions % Tools v

(@ Normalized Interface ~ | Edit Normalized Interface
Normalized Interface
Name dmz

Virtual Wire Pair
Description added by creating adom
» Firewall Objects >
@ Security Profiles >
3 Fabric Connectors >
Color vl
£ User & Device >
Per-Platform Mapping [ on |
2 WAN Optimize >
& Dynamic Object > Per-Platform Mapping
K Advanced > + Create New [4 Edit [ Delete #% Column Settings v Q
£3 CLI Only Objects > o # Name Device Interface Name Egress Shaping Profile Ingress Shaping Profile
i FortiGate-100D, { dmz :
.o‘
CRE FortiGate-100E =
o 3 FortiGate-100E! dmz
o 4 FortiGate-100F dmz
o s FortiGate-101E dmz
0 ¢ FortiGate-101F dmz
o 7 FortiGate-60E dmz
0O s FortiGate-60E-DSL dmz
o 9 FortiGate-60E-DSLJ dmz
0O 10 FortiGate-60F dmz
QO 1 FortiGate-61E dmz
0 12 FortiGate-61F dmz
o 13 FortiGate-80E dmz
g 14 FortiGate-80E-POE dmz
a 15 FortiGate-81E dmz
n 14 FarkiGate-R1F-POF Am>
Per-Device Mapping oFF

A normalized interface may use Per-Platform mapping and/or Per-Device mapping. In a policy, a per-device mapping
has a higher priority than a per-platform mapping.
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When creating a new normalized interface, to use a physical interface name in the per-platform mapping, the default per-
platform mapping should be deleted from the default per-platform interface first. Otherwise the system will throw an error
and the interface cannot be created.

S5 Policy & Objects v  Policy Packages Object Configurations 2 @>- Q1 (§ adminv

@ ADOM Revisions % Tools v dynamic-interface default mapping has been used

@ Normalized Interface v | Create New Normalized Interface
Normalized Interface
Name new-create

Virtual Wire Pair
Description
® Firewall Objects >
@ Security Profiles > 4
X% Fabric Connectors > Color o
s ]
¥ User & Device >
“ Per-Platform Mapping m
72 WAN Optimize >
L Dynamic Object > Per-Platform Mapping
E: Advanced > 4+ Create New [ Edit Tl Delete 4§ Column Settings v Q
£ CLI Only Objects > o # Name Device Interface Name Egress Shaping Profile Ingress Shaping Profile
g 1 FortiGate-3601E port2
Per-Device Mapping OFF

When creating a zone, map it to a normalized interface just like mapping to a regular interface.

Device Manager v Device & Groups Firmware License VM Meter Provisioning Templates Scripts SD-WAN ADOM:root [ @ >~ Q1 z admin v

@ Add Device v 8B Device Group v Install Wizard X Tools v B Table View v

@ Managed Devices | A FG36E1TB18900059 : policyl |SYSEMEIREEREEEN Router [ Display Options
@ Unauthorized Devices @) | New Device Zone
Zone Name [zone1
Interface Member o
@ port13 x
@ port14 x
2 Entries Selected
Block intra-zone traffic [ o |
Description Write a description
[ B a
@ 4 FG36E1TB18900059 (3)
& root
policyl
& profilel
& 4 FortiGate-VMé4 (4)
& root
@ policyl
& profilel
& profile2

For each managed FortiGate device you can view the number of normalized interfaces mapped to it. To view the
normalized interfaces mapped to a FortiGate:

1. Select a normalized interface from the Normalized Interface table.
2. Click More from the toolbar above the table. A drop-down menu drops down.
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3. Select Normalized Interface Preview. The Normalized Interface Mapping Preview modal window appears.

Policy & Objects v Policy Packages Object Configurations Q1 ’ admin v

@ ADOM Revisions  { Tools v

8 Normalized Interface + i Column Settings v
DOHmSIizEntEHace O #  Normalized Interface Mapping Rule Mapped Interface/Zone  Des: Created Time Last Modified
Virtual Wire Pair o 1 Cany Q -
» Firewall Objects >l o 2 O ssivpn_tun_intf
@ Security Profiles >0 3 [ sd-wan B
3% Fabric Connectors > O 4 vdmz added by creatingadom ~ 2020-05-2209:54:11  admin/2020-05-22 09:54:18
& User & Device = Per pltformJ # Collapse All Mapping dme
2 WAN Optimize > O Per-platform (F . dmz
% Dynamic Object ,| O Per-platform (FortiGate-60E-DSLJ) dmz
K Advanced ,| O Per-platform (FortiGate-60F) dmz
£ CLI Only Objects .| O Per-platform (FortiGate-61E) dmz
o Per-platform (FortiGate-61F) dmz
=] Per-platform (FortiGate-80E) dmz
(e] Per-platform (FortiGate-80E-POE) dmz
o Per-platform (FortiGate-81E) dmz
o Per-platform (FortiGate-81E-POE) dmz
e] Per-platform (FortiGate-90E) dmz
(=] Per-platform (FortiGate-91E) dmz
o Per-platform (FortiGate-100D) dmz
(e] Per-platform (FortiGate-100E) dmz
o Per-platform (FortiGate-100EF) dmz
e] Per-platform (FortiGate-100F) dmz
@] Per-platform (FortiGate-101E) dmz
(=] Per-platform (FortiGate-101F) dmz
o Per-platform (FortiWiFi-60E) dmz
o Per-platform (FortiWiFi-60E-DSL) dmz
o Per-platform (FortiWiFi-60E-DSLJ) dmz
(=] Per-platform (FortiWiFi-60F) dmz 5

4. Select a device from the drop-down list to view the normalized interfaces mapped to it.

Normalized Interface Mapping Preview

Please select a device to preview.

[f FG36E1TB18900059

Normalized Interface Mapping Rule Device Interface Virtual Domain 1P/Netmask
~
Per-platform hal root 0.0.0.0/0.0.0.0
Per-platform ha2 root 0.0.0.0/0.0.0.0
mgmt1 Per-platform root 10.2.113.35/255.255.0.C
mgmt2 Per-platform root 192.168.2.99/255.255.2
modem Per-platform root 0.0.0.0/0.0.0.0
portl Per-platform root 0.0.0.0/0.0.0.0
port10 Per-platform root 0.0.0.0/0.0.0.0
port1l Per-platform profilel 0.0.0.0/0.0.0.0
port12 Per-platform profilel 0.0.0.0/0.0.0.0
port13 Per-platform policyl 0.0.0.0/0.0.0.0
port14 Per-platform policyl 0.0.0.0/0.0.0.0
port15 Per-platform root 0.0.0.0/0.0.0.0
port1é Per-platform root 0.0.0.0/0.0.0.0

4

You can search for where a normalized interface is configured in a policy package. To search for where a normalized
interface is used in a policy package:
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1. Select a normalized interface from the Normalized Interface table.
2. Right-click and select Where Used from the options.

Policy & Objects v Policy Packages Object Configurations

@ ADOM Revisions £ Tools v

@ Normalized Interface + CreateNew [ Edit ¥ Delete 4% Column Settings~  § More v
Normalized Interface O #  Normalized Interface Mapping Rule Mapped Interface/Zone  Description Created Time Last Modified
Virtual Wire Pair o 1 any
» Firewall Objects >l 2 [ sslvpn_tun_intf
@ Security Profiles > g 3 [ sd-wan
$ Fabric Connectors > 4 added by creatingadom  2020-05-2209:54:11 = admin/2020-05-22 09:54:18
£ User & Device > O E’:Zj:ne m (FortiGate-60E) dmz
2 WAN Optimize > O B Delete ‘m (FortiGate-60E-DSL) dmz
. Dynamic Object | O ‘m (FortiGate-60E-DSLJ) dmz
K Advanced ,| O Q Where Used ‘m (FortiGate-60F) dmz
& CLI Only Objects ,| O ‘m (FortiGate-61E) dmz
(=] [3 Promote to Global  m (FortiGate-61F) dmz
o Per-platform (FortiGate-80E) dmz
o Per-platform (FortiGate-80E-POE) dmz
[s] Per-platform (FortiGate-81E) dmz
(=] Per-platform (FortiGate-81E-POE) dmz
=] Per-platform (FortiGate-90E) dmz
=] Per-platform (FortiGate-91E) dmz
o Per-platform (FortiGate-100D) dmz
o Per-platform (FortiGate-100E) dmz
@] Per-platform (FortiGate-100EF) dmz
(=] Per-platform (FortiGate-100F) dmz
(e] Per-platform (FortiGate-101E) dmz
o Per-platform (FortiGate-101F) dmz
=] Per-platform (FortiWiFi-60E) dmz
o Per-platform (FortiWiFi-60E-DSL) dmz
o Per-platform (FortiWiFi-60E-DSLJ) dmz
[s] Per-platform (FortiWiFi-60F) dmz -

3. A modal window displays the policy package which the selected normalized interface is used in.

Where port2 is used

Policy Package/Block Referrer Type Field

[AFG36E1TB18900059 ros firewall policy srcintf

You may collapse or expand all the mappings in the Normalized Interface table. To collapse or expand all mappings:
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1. Click More from the toolbar above the Normalized Interface table.

2. Select Collapse All Mapping to collapse all mappings.

& Objects v Policy Packages Object Configurations

@ ADOM Revisions £ Tools v

[@ Normalized Interface

i D £ Column Settings v

Normalized Interface

Normalized Interface Mapping Rule

lormalized Interface Preview

(
[ Colapse All Mapping |

Virtual Wire Pair 1 Many
® Firewall Objects > 2 [ ssivpn._tun_intf a
@ Security Profiles > 3 [ sd-wan B
3 Fabric Connectors > 4 v[dmz =
2 User & Device > Per-platform (F,
2 WAN Optimize > Per-platform (F*
& Dynamic Object > Per-platform (FortiGate-60E-DSLJ)
Es Advanced N Per-platform (FortiGate-60F)
£3CLI Only Objects N Per-platform (FortiGate-61E)

000O0O0OO0ODODO0OO0ODODO0OOO0ODO0OOOOOOOOOOODOOO0D

Per-platform (FortiGate-61F)
Per-platform (FortiGate-80E)
Per-platform (FortiGate-80E-POE)
Per-platform (FortiGate-81E)
Per-platform (FortiGate-81E-POE)
Per-platform (FortiGate-90E)
Per-platform (FortiGate-91E)
Per-platform (FortiGate-100D)
Per-platform (FortiGate-100E)
Per-platform (FortiGate-100EF)
Per-platform (FortiGate-100F)
Per-platform (FortiGate-101E)
Per-platform (FortiGate-101F)
Per-platform (FortiWiFi-60E)
Per-platform (FortiWiFi-60E-DSL)
Per-platform (FortiWiFi-60E-DSLJ)
Per-platform (FortiWiFi-60F)

Mapped Interface/Zone

Description

added by creating adom

2020-05-22 09:54:11

a1 (Q adminv

admin/2020-05-22 09:54:18

When importing a device, you can choose the mapping type of the device interface to be either Per-Platform or Per-

Device.

Import Device - FG36E1TB18900059 [ profilel ]

Create a new policy package for import.

Policy Package Name
Boverwrite
Folder

Policy Selection

Obiject Selection

FG36E1TB18900059 _profilel

[ oot

@Import Al (4)

(O Select Policies to Import

@Import only policy dependent objects

Olmport all objects

When importing configuration from this device, all enabled interfaces require a mapping to an ADOM Level interface. Note, the same
ADOM Level interface can map to different interfaces on the each device.

Device Interface

port11

port12

Mapping Type

Per-Device [ZEEZENGT

Per-Device

@ Add mappings for all unused device interfaces
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You can use normalized interfaces as Virtual Wire Pair members.

Policy & Objects v Policy Packages Object Configurations ADOM:root 1 ® >~ Q1 z admin v

@ ADOM Revisions ¥ Tools v

[ Normalized Interface | Create New Virtual Wire Pair
Normalized Interface
Name new-vmp
Virtual Wire Pair -
Interface Members Click here to select ][ select Entries (Total: 75)

B Firewall Objects

Wildcard VLAN oFF [o |+
Advanced Options >

@ Security Profiles
[ dmz

Uadded by creating adom

% Fabric Connectors
£ User & Device [ dmzt

(Uadded by creating adom

% WAN Optimize
_@dmz2

& Dynamic Object —added by creating adom

E: Advanced sl

added by creating adom

(
£¥ CLI Only Objects

K external

added by creating adom

~Cha
‘added by creating adom

[ hat o
(=) 3 cancel

Adding a FortiGate HA cluster when adding a model device -6.4.1

You can add a FortiGate HA cluster using the Add Model Device method when adding a new device. The process of
adding a FortiGate HA cluster is similar to adding a model device using FortiGate serial numbers. See Adding a model
device by serial number in the FortiManager Administration Guide.

You can add the two FortiGate devices as model devices to be part of the HA cluster. In the Add Device dialog, select
Add Model Device, and select the HA Cluster option. Populate the mandatory fields HA Mode, Serial Number for both
the nodes, Device Model type, Group Name and Password for the HA cluster, Node 1 and Node 2 priority, Monitor
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Interface members, and Heartbeat Interface members.

Add Device

O Discover @®Add Model Device

The model device will automatically link to real device(s) by serial number or
pre-shared key.

Name Burnaby_DC_Clusterl

HA Cluster
HA Mode : I Active-Active .l
[ Acticessive

Link Device By

[ serial Number v

Serial Number Node 1 FGTEOETK14584578
Serial Number Node 2 FGTE0ETK 25486952

Device Model FortiGate: 60E

Group Name FGT_DC_CI51
Password eoseesrssened
Node 1 priority
Node 2 priority
Enforce Firmware Version [ 62 buid1055

B Assign Policy Package default

KAssign Device Provision Profile | default
Monitor Interface portt
2 dmz
2 wanl
Heartbeat Interfaces 2 porté
28 port7

‘9' The FortiGate device with a higher node priority will be considered as the primary device of the
HA cluster.

Both the FortiGate devices to be added to the HA cluster must be on the same firmware
version. If not, the devices will be enforced with the same version as selected in the Enforce

Firmware Version field in the Add Device dialog.

FortiManager adds both the FortiGate devices as model devices and creates an HA cluster. Based on device node

priorities, both the devices will come online and show up in FortiManager one after the other. You can view the status of
the HA cluster and information about each of the nodes of the HA cluster in Device Manager.

You can also edit the HA cluster information after adding it. Use the Edit Device screen to modify the HA cluster

information by modifying the fields /P Address, Admin User and Password, Cluster Members, Enforce Firmware Version,
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System Template, and Policy Package.

=_= DeviceManager v  Device &Groups Firmware License Provisioning Templates Scripts SD-WAN

@ Add Device ~ 33 Device Group v & Install Wizard X Tools v [ Table View v

Name Burnaby_DC_Clusterl
Description
1P Address 172.168.1.254

Automatically Link to Real Cluster Members g

Serial Number aerrens s e oo oo oo (FOTIG @EE-60E)
Firmware Version FortiGate 6.2, build1055

Admin User admin

Password | seseeses

Connected Interface

Search. Q| HAMode Active-Passive
@ Burnaby_DC _Clusterl Cluster Name FGT_DC_CLS1(0)
4 FTG-VM64-Burnaby Cluster Members Hostname Serial Number

Halifax St
Enter a location

o
p Bitish Columbia Highvay 7 ; ] '
: :
. Dawson St nst .
&S R ;
& L o : |
-4 g
= :
2
§ StlCreek D

Role  Priority Action Trens-Canada Hwy

FGT-60E-nodel FGTEOETKI4584578  Master 255
FGT-60E-node2 FGTEOETK25486952  Shve 128 >
Enforce Firmware Version 62, buid1055 4 ¢
System Template default | =
CASGADE
Policy Package default HEIGHTS
Meta Fields . e
Company/Organization - @ «
g 5
Contact Email g = H
Contaet Phone Number g B Vep e 82020 Google Term o s
Address 4190 still Creek, Burnaby, Canada Geographic Coordinate 49.25881549 (Latitude) -123.01059 (Longitude)

Updated Security Rating Report -6.4.1

The Security Rating report in FortiManager has been synched with the FOS v6.4 version of the report. The FortiManager
Security Rating report now has the same style and content as the FortiGate 6.4 version of the report.

Requirements:

Use FortiOS to generate the Security Fabric Ratings report to view the information in FortiManager.

To view the Security Rating report:

1. Go to Fabric View > Security Rating.

The Security Rating pane displays Security Fabric Ratings of configurations for FortiGate Security Fabric groups.
You can view the results for multiple FortiGate Security Fabric groups.
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::E Fabric View v Physical Topology Logical Topology

Fabric Connectors Security Rating Identity Center Assets

ADOM: root

Security Posture

O

Fabric Coverage

O

934.63 (99th Percentile) *

-182.84 (-16.36%) since Sunday

I Audit Logging & Monitoring
Endpoint Management
Fabric Security Hardening
Firmware & Subscriptions
Network Design & Policies

Threat & Vulnerability Management

[>]>]>[o]>]

178.08 ¥

-79.71(-30.92%) since Sunday

ﬂ Audit Logging & Monitoring
§ Firmware & Subscriptions
I Network Design & Policies

Threat & Vulnerability Management

3% CSF-24~
% CSF-24

% Enterprise_Fabric

The Security Rating pane is separated into three major scorecards: Security Posture, Fabric Coverage, and
Optimization, which provide an executive summary of the three largest areas of security focus in the Security

Fabric.

Security Posture

Identify configuration weaknesses and best practice violations in your deployment.

934.63 (99th Percentile)

-182 .84 (-15.36%) since Sunday

Audit Logging & Monitoring

Endpoint Management
Fabric Security Hardening
Firmware & Subscriptions

MNetwork Design & Policies

Threat & Vulnerability Management
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Fabric Coverage

Identify in your overall network, where Security Fabric can enhance visibility and control.

178.08 ol

-79.71 (-30.92%) since Sunday

H Audit Logging & Monitoring
Firmware & Subscriptions

MNetwiork Design & Policies

Threat & Vulnerability Management

[# Optimization

Optimize your fabric deployment.

138.07

0.00 (0.00%) since Sunday

n Firmware & Subscriptions
H Metwiork Design & Policies

2. Click a scorecard to view the drilldown report with itemized results and compliance recommendations.
The point score represents the net score for all passed and failed items in that area. The report includes the security
controls that were tested against, linking to specific FSBP or PCI compliance policies.
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FabricView v Physical Topology Logical Topology Fabric Connectors Security Rating Identity Center Assets

1100 :
eeo Report Details
1000
50 Score 934.63 (99th Percentile)
o0
= 24 minutes ago.
a0
750\ T T T T T T T T T T T T T T T T T T T T T T T T T T T T ™ Endpoints 2
B 15azeM 0500 A T 0800 AM 123 ou 0700 A tea0eM 0800 A 203070 0000 M
e Trends ©
High 1117.47
Grades e
4] Audit Logging & Monitoring [ A] Firmware & Subscriptions L 64827
[A] Endpoint Management [A] Network Design & Policies Change -16.36%
(o] Fabric Security Hardening [ A] Threat & Vulnerability Management
[i] Fser (6]
# Security Control Devices Score result Compliance Default Port HTTPS
[] Feiled @ “ | HTTPS should not use the default port.
Default Port HTTPS (4) Devices [-120] | Failed | FSBPSH01.8 category
HTTPS should not use the default port
Fabric Security Hardening (SH)
USB Auto Configuration (3) Devices @D m FSBP SH15.1 Recommendations
Automatic USB firmware and configuration provisioning .
[B]= FGVM08TM20004042 @D
Default Port SSH (3) Devices @D E=n FSBP SH01.10 Assign HTTPS a non default port.
S5H should not use the defaul port. =
= FGVMOSTM20004045 @)
a = FGVMOBTM20004044 @D
Log Capacity Management (Local Device) (3) Devices D | Rild | FSBPALOS.1
Local device log settings should be configured to support FMG-VMOA11000137 @D
Total Score: @D
Failed Login Attempts (4) Devices | Failed | FSBP SH09.2 . R

3. Toexitthe current view, click the icon beside the scorecard title to return to the summary view.

ADOM locking for FortiGates with multiple VDOMs used in multiple ADOMs -6.4.1

A FortiGate can have multiple VDOMs. In advanced ADOM mode in FortiManager, you can assign VDOMs of a
FortiGate to different ADOMs. If a user locks an ADOM and installs configurations to one of the VDOMSs, other users can
lock other ADOMs that have VDOMs for the FortiGate.

For example, FortiManager has advanced ADOM mode enabled, and there are two users: user1 and user2. A FortiGate
has VDOMs that are assigned to the root ADOM and a test ADOM. In the test ADOM, the first user (user1) locks the
ADOM, and installs a configuration to a VDOM of the FortiGate. In the root ADOM, the second user (user2) can view the
red lock icon, for example:

Device & Groups Firmware License Provisioning Templates Scripts SD-WAN & ADOM:root lock {3 @ >~ U user2v

y &nstallv  iMorev {5 Col

Config Statu ge Firmware Version Host Name 1P Address
O  @+FG140D3G13801185 + Synchronized FortiGate 6.2.4,build1112 (GA) FG140D3G13801185 10211644
O oot [NAT] (Management) + Synchronized  FG140D3G13801185_root FortiGate 6.2.4,build1112 (GA)
O policy NAT] + Synchronized  FG140D3G13801185_policy FortiGate 624 build1112 (GA)

Search.
&4 FG140D3G13801185 (2)

The second user can lock the root ADOM. The following example, shows the locked root ADOM:

FortiManager 6.4.0 New Features Guide 118
Fortinet Inc.



Fabric Management Platform

Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:root Unlock I3 @ > U user2 v

@ Managed Devices

[ Edit @ Delete 3 Import P

O ADevice Name Config Status Policy Package Status Firmware Version Host Name 1P Address Platform Description
O  #FG140D3G13801185 + Synchronized FortiGate 6.24,build1112 (GA) FG140D3G13801185 10211644 FortiGate-140D

O oot [NAT] (Management) v Synchronized  + FG140D3G13801185_root FortiGate 6.2.4 build1112 (GA) vdom

O ©policy INAT] v Synchronized  / FG140D3G13801185_policy FortiGate 6.2.4,build1112 (GA) vdom

[ 1 B Q
4 FG140D3G13801185 (2)

New and improved FortiSwitch Topology View -6.4.2

You can now see topology view similar to FortiOS for selected devices. This gives you the visibility of the managed
FortiSwitch status, connection topology, and MC-LAG status among others.

To view the FortiSwitch topology:

1. Go to FortiSwitch Manager > Monitor.
2. Inthe tree menu, select the FortiGate.
The FortiSwitch connection topology is displayed.

S5 FortiSwitchManager v  Managed Switches Monitor FortiSwitch Templates

& FortiSwitch Group v 4 Install Wizard

[8} | Create New [# Edit B Delete

© 4 FortiGate-300D (7)

@root MC-LAG £ S424DN3X17000224
ovdl £ $424DN3X17000097  port21
4 port24 # port23
4 port22 / 4 port24
# port17 2 port13
4 port21
4 port23 1
£ S424DN3X17000106
@ FortiGate-300D | 4 port13 & 5424DF3X16000356
& fortilink & 5424DN3X17000115 # port17 2 port23
3o fortilink1 4+ port23 4 port24 4 port21
— 4 port24 2 port23
4 port2t - / # port21
4 port22 —
2 port20 1
£ 5424DP3X16000162
4+ port23
4+ port21
£ S448DN3X16000287
4+ port24

4 port48

-Connected
------- Disconnected

STP Status: Discarding
MC-LAG ICL

To view the FortiSwitch topology information:

1. Hover over the connection between fortilink interface and the FortiSwitch to see the connection member
information.
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FortiSwitch Manager v+ Managed Switches Moni

& Fortiswitch Group v Install Wizard

(e} 4+ Create New

8 #FortiGate-300D (7)
Aroot
Gudl

@ FortiGate-300D
B fortilink

e fortilink1

Connected
------- Disconnected
STP Status: Discarding
MC-LAG ICL

Type

Members

MC-LAG

portz, port3

IPv4 Addresses 169.254.1.1/255 255 255.0

£ S424DN3X17000224
£ 5424DN3X17000097 #port21
4 port24 —/_- 4 port23
4 port22 4 port24
2 port1? \ / £port13
4 nart21 -
Port 4 port24
Fortiswitch ~ S424DN3X17000097
Interface = forflink
PeerDevice @ FGT3HD3916804175
+Up
Link. Up
& Agaregate —

Native VLAN & vsw.fortilink

4 port48

£ 5448DN3X16000287

4 port24

4 port21
Speed 1000Mbps/Full Duplex
Bytes Sent £19.43 MB
Bytes Received 344.39 M3
8 5424DP3X16000162
4+ port23
4 port21

£ 5424DF3X16000356

4 port23

2. Hover over the connection between FortiSwitches, the connection member information is displayed.

FortiSwitch Manager ~»  Managed Switches Monitor FortiSwitch Templates

B FortiSwitch Group ~ & Install Wizard

[8} -+ Create New

© 4 FortiGate-300D (7)
©root
Bvdl

@ FortiGate-300D
8 fortilink

g fortilinkl

Connected
~Disconnected

STP Status: Discarding

MC-LAG ICL

FortiManager 6.4.0 New Features Guide
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MC-LAG
& 5424DN3X17000097
# port24
4 port22
4+ port17
# port21

4 port23

£ S424DN3X17000115
4 port23

— port24
# port21
4 port22

4 port20

£ $448DN3X16000287

4 portd8

& S424DN3X17000224
4 port21
N
= |Por 4+ port22 Port
Fortiswitch ~ S424DN3X17000097 FortiSwitch
\ Peer Device 424DN3X17000224 Peer Device
\ Link Up Link
Native VLAN & vswfortilink —— Native VLAN
Speed 1000Mbps/Full Duplex Speed
STPStatus M Forwarding STP Status
Bytes Sent 195.17 M8 Bytes Sent

\

\

N

Bytes Received 163.20 MB

4 port23
S424DN3X17000224
S424DN3X17000097
Up

& vswiortiink
1000Mbps/Full Duplex
» Forwarding

163.20 MB

Byles Received 195.17 MB

wporzz

1
£ 5424DP3X16000162
4 port23
4 port21

4 port24
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3. Hover over the MC-LAG ICL connection to see the related information.

FortiSwitch Manager v Managed Switches Monitor Fo

& FortiSwitch Group v & Install Wizard

© 4FortiGate-300D (7)
Broot
ovdl

Connected
——————— Disconnected
STP Status: Discarding
MC-LAG ICL

4+ port24

4 port22

4 portl?

4 port21

4+ port23

@ FortiGate-300D k
e fortilink 8 S424DN3X1
B fortilinkl 4+ port23
\ 4 port24

MC-LAG

8 S424DN3X17000224

5 S424DN3X17000097 4 port21

4 port21
4 port22

4 port20

5 S448DN3X1

4 portds

4. Hover over the STP discarding connection.
The connection information is available.

FortiSwitch Manager v Managed Switches Monitor FortiSwitch Templates

/— Fperd

4+ port24
4+ port13
\ 2

Port 4+ pori23 Port 4+ port2s 24DF3X16000356
FortiSwitch ~ S424DN3X17000097 FortiSwitth ~ S424DN3X17000115 | |ipg
Peer Device S424DN3X17000115 Pear Device S424DN3X17000097 | 151
Link Up Link up
Native VLAN @ vswfortiink Native VLAN @ vswiortiink
Speed 1000MBpsiFUl Duplex Speea 1000Mbps/Full Duplex
STPStalus  p Forwarding STPStatus P Forwarding
MC-LAGICL @ Enabled MC-LAGICL @ Enabled
Bytes Sent 1.26 GB Bytes Sent 14168

Bytes Received 1.41GB Bytes Received 1.26 GB

8B FortiSwitch Group v & Install Wizard

8 + CreateNew

8 4 FortiGate-300D (7)
@root
avil

@ FortiGate-300D
8 fortilink

8 fortilinkl,

-Connected

- -Disconnected
STP Status: Discarding
MC-LAG ICL

FortiManager 6.4.0 New Features Guide
Fortinet Inc.

Search foi

MC-LAG £ S424DN3X17000224
£ S424DN3X17000097 2 port21
# port24 # port23
4 port22 / 4 port24
# port17 # port13
4 port21
4 port23 '
£ 5424DN3X17000106
| # port13 £ $424DF3X16000356
£ $424DN3X17000115 4 port17 4 port23

4 port23

— 4 port24
# port21 ~
4 port22 et

4 port24 4 port21
4 port23
/ 4+ port21

i Port 4 port23

 port20 Port 4 port21 Fortiswitch $424DP3X16000162
2 5424DP3X{
FortiSwich  S424DN2X17000106 Peer Device S424DNEX17000106
4 port23
Peer Device S424DPEX16000162  Link up
4 port21
£ S448DN3X16000287 Link up Native VLAN & vswortilink
4 port24

4 port4s

Native VLAN @ vsw fortilink — Speed 1000Mbps/Full Duplex
Speed 1000Mbps/Full Duplex STPStatus W Forwarding

STP Status Discarding POE Status  Enabled

BylesSent  59.32MB Power Status ~ Searching

Bytes Received 293.36 MB BylesSent 29336 MB

Bytes Received 59.32 MB
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5. Hover over the FortiSwitch port or fortilink interface to see the port information.

FortiSwitch Manager v

Managed Switches Monitor FortiSwitch Templates

& FortiSwitch Group v & Install Wizard

@ {All_FortiGate (7)
© 4 FortiGate-300D (7)
Groot
Syl

FortiSwitch Manager v

MC-LAG
£ $424DN3X17000097

4 port24
4 port22
2 port17
4 port21
4 port23

@ FortiGate-300D ' |

i 1000115
& fortilink @ Interface e fortilink
& fortilinkL S Link +Up
Type a Aggregate ‘

IPv4 Addresses 169.254.1.1/255.255.255.0

Mermbers port2, portd

£ $448DN3X16000287

4 port48

Connected
——————— Disconnected
STP Status: Discarding
MC-LAG ICL

Managed Switches Monitor FortiSwitch Templates

2 5424DN3X17000224
4+ port21

4 port23

|

4 port24

4 port13

'
£ $424DN3X17000106

4 port13 = $424DF3X16000356
4 portl7 4 port23
4 port24 4 port21

4 port23

4 port21

//
-
:
2 S424DP3X16000162
4 port23
4 port21
4 port24.

3B FortiSwitch Group ~ & Install Wizard

[8Y -+ Create New

© 4 FortiGate-300D (7)
oroot
avdl

MC-LAG
& $424DN3X17000097

4 port24

4 port22

4 portl7

* %rt?‘l

4 port23

@ FortiGate-300D |
B fortilink £ S424DN3X17000115

Be fortilinkl 4 port23

\_ 2 port24

4 port21
# port22

4 port20

£ $448DN3X14000287

4 port4s

Connected
-Disconnected

STP Status: Discarding

MC-LAG ICL
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£ S424DN3X17000224
4+ port21
/ portzs
4 port24
== 4 port13
Port  pori21
FortiSwitch ~ SA24DN3X17000097
)06
Peer Device S424DN3X17000106
2 5424DF3X16000356
Link Up
4 port23
Native VLAN & vswfortilink
4 port21

Speed 1000Mbps/Full Duplex
STPStatus M Forwarding
Bytes Sent 59.31 MB

Bytes Received 106.13 MB

£ 5424DP3X16000162
4 port23
4 port21

4 port24
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6. Ifthe connection is unavailable, the link is disconnected.

FortiSwitch Manager v Managed Switches Monitor FortiSwitch Templates

8B FortiSwitch Group~ & Install Wizard

1. B8 Q

© JAll_FortiGate (7)

@root
ovdl

+ Create New [ Edit ¥ D

MC-LAG
2 $424DN3X17000097

4 port24

4 port22

4 portl7

4 port21

4 port23

@ FortiGate-300D |
2~ fortilink £ S424DN3X17000115

Be fortilink1 4 port23

\ # port24

# port21
4 port22

4 port20

£ 5448DN3X16000287

4 port48

-Connected
------- Disconnected

STP Status: Discarding

MC-LAG ICL

FortiSwitch Manager v Managed Switches Monitor FortiSwitch Templates

£ $424DN3X17000224
4 port21
/— # port23
4 port24

4 port13

'
£ $424DN3X17000106

4 port13 £ S424DF3X16000356
2 port17 4 port23
2 port24 - #port21

# port23
// 4 port21
— .

A $424DP3X16000162
i port23 .

port21 -

Se= #port24

B FortiSwitch Group ~ & Install Wizard

Q

+ Create New [ Edit

MC-LAG
2 5424DN3X17000097

4 port24

4 port22

4 port17

4 port21

4 port23

@ FortiGate-300D |
& fortiink £ 5424DN3X17000115

Be fortilink1 4 port23

\_ 4 port24

4 port21
4+ port22

4 port20

& S448DN3X16000287

4 port48

-Connected
-Disconnected

STP Status: Discarding
MC-LAG ICL
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£ S424DN3X17000224
4 port21
/ +port23
4 port24
4 port13
'
£ S424DN3X17000106
4 port13 & 5424DFaX16000356
4 port17 2 port23
4 port24 - A pori21
.
4 port23 .
// 4 port21
5424DP3X16000162
S
e  Port 4 port20
[N Port port24
ForiSwich  S424DN3X17000115
ForiSwich  S424DP3X16000162
Peer Device 424DP3X16000162
PeerDevice & S424DN3X17000115
Link up
Link Down
Natve VLAN @ vswfortiink —
Native VLAN @ vsw.fortilink
Speed 1000Mbps/Full Duplex
Speed OMbps
STPStatus P Forwarding
PoE Status  Enabled
BytesSent 36344 B
Power Status Searching

Bytes Received 929.02 MB
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7. Hover over the FortiGate or FortiSwitch to see the related device information.

FortiSwitch Manager v~  Managed Switches Monitor FortiSwitch Templates

B FortiSwitch Group ~ & Install Wizard

[e] 4 CreateNew [ Edit

8 4 FortiGate-300D (7)

Groot MC-LAG £ S424DN3X17000224
Svdl & S424DN3X17000097 4 port2t
& port24 4+ port23
4 port22 —/— 4 port24
2 port17 P—
2 port21
4 port23 1
. I £ 5424DN3X17000106
DFortiGlp-300D | forcate @ ForiGate-3000 4+ portl3 £ 5424DF3X16000356
2= fortilink = Hostname ForiiGate-300D jo115 4 port17 4 port23
& fortilinkl T Serial Number FGT3HD3916804176 A port24 # port21
Model FortiGate-300D L *port23
Version FortiGate 6.4.1,build 1637 (GA) / 4 port21
2 port20 1
£ 5424DP3X16000162
4 portz3
4+ port21
£ S448DN3X16000287 oz

4 port48

Connected
------- Disconnected
STP Status: Discarding
MC-LAG ICL

FortiSwitch Manager v Managed Switches Monitor FortiSwitch Templates

3B FortiSwitch Group v & Install Wizard

(8} 1+ Create New

© 4 FortiGate-300D (7)
Broot MGTAG £ 5424DN3X17000224
oudl
8 = 542‘"3"3@7““"'”7 Fortiswitch £ S424DN3X17000097
# port24 Serial Number  S424DN3X17000097
# port22 7 Status & Online
4 portl7 S Firmware Version S424DN-v6.2 3-build202, 191223 (GA) \
A port21 —
4 port23 1
£ 5424DN3X17000106
@ FortiGate-300D | 4 port13 £ 5424DF3X16000356
& fortilink B $424DN3X17000115 + port17 # port23
£ fortilink1 + port23  port24 # port21
—  port24 4 port23
4 port21 // 4 port21
# port22 —
4 port20 1
£ 5424DP3X16000162
4+ port23
4 port21
£ 5448DN3X16000287
4 port24
2 port48
-Connected
——————— Disconnected
STP Status: Discarding
MC-LAG ICL
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8. Choose a different VDOM in FortiGate, only the FortiSwitches in the selected VDOMs are displayed.

£2%  FortiSwitchManager v Managed Switches Monitor FortiSwitch Templates

8B FortiSwitch Group ~ & Install Wizard

[®} - CreateNew [ Edit Ef Delete

& A
8 QAllFortiGate (7)
8 4FortiGate-300D (7)

 $424DN3X17000224

Avdl 4 port21
MELAG 2 port23
£ S424DN3X17000097
4 port24
rt24
oo 4 port13
4 port22
2 port17 | :
4 port21 - £ $424DN3X17000106
4 port23 4 port13 £ 5424DF3X16000356
O FortiGate-300D
2 port17 2 port23
& fortilink
4 port24 4 port21
& $424DN3X17000115
4 port23
rt23
oo 2 port21
'~ & port24
4 port21 T
4 port22 £ S424DP3X16000162
# port20 # port23
\ 4 port21
4+ port24

-Connected
------- Disconnected

STP Status: Discarding
MC-LAG ICL

FortiSwitch Manager v Managed Switches Monitor FortiSwitch Templates

FortiSwitch Group v & Install Wizard

Search. [} | CreateNew [# Edit W Delete 15 Assign Template I More v
8 Al FortiGate (7)
8 4+ FortiGate-300D (7)
oot

m Be fortilink1 — - DOTtA8

@ FortiGate-300D & S448DN3X16000287

Run cable test on FortiSwitch ports from FortiManager- 6.4.2

You can trigger a FortiSwitch cable test from FortiManager.

Ay
S L4
q The FortiSwitch cable test is only available on ADOM 6.4 and later.

To perform a FortiSwitch cable test:

1. Go to FortiSwitch Manager > Managed Switches.

In the tree menu, select a FortiGate that contains the FortiSwitch on which the cable test is to be performed.
3. Select the FortiSwitch and either click More > Cable Test from the toolbar, or right-click the FortiSwitch and select

Cable Test.
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FortiSwitch Manager v Managed Switches Monitor FortiSwitch Profiles

& FortiSwitch Group ~ & Install Wizard
Search. Q
8 JoAll_FortiGate (1)
gate154 (1)

08 1 Mansged Fortiswitch & 10nline & 0 Offiine & O Unauthorized & 0 Unknown

+ Create New [# Edit T Delete B8 Ports Configuration 15 Column Settings ~

 More v

O  FortiSwitch Name
| 2 5248DF3X17000116

Serial Number
£ S248DF17000116
B8 Ports Configuration

FortiSwitch-248D-FPOE gate154[root] 169.254.1.3 S$248DF-v3.6.11-build4:

[# Edit
W Delete

[ Authorize

Deauthorize
& Upgrade

3¢ Restart
£ Refresh

B8 Cable Test

The Cable Test pane opens.

4. Inthe Cable Test pane, select the ports of the FortiSwitch you want to perform a cable test on, and click OK.

Cable Test - S248DF3X17000116

Select ports for the cable test ( Click here to select Select Entries (Total: 51)

Run Cable Test B

0+ port21
+ port22
@ + port23
@+ port2d
)+ port2s.
[0+ port26

0+ port27

[0 ¥ port28

()% port29.
®/©

The Select Entries list does not contain FortiLink ports because cable test is not allowed

S r'd
? for the FortiLink interface.
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5. Click Run Cable Test to run the FortiSwitch cable test on the selected ports.

Cable Test - $248DF3X17000116

Select ports for the cable test

2
+ ports

4+ port23
 port22
+ port24

4 Entries Selected

Once the cable test is finished, the results are displayed.

Cable Test - S248DF3X17000116

Select ports for the cable test

=
& port5
4 port23
+ port22

& port24

4 Entries Selected

Port Error Range PairA
port5 +/- 10 meters
port22 : +/- 10 meters

PairB. Pair C Pair D
Open /0 meters Open / 0 meters
Open /0 meters Open / 0 meters
port23  : +/- 10 meters Ok / 5 meters
port24  : +/- 10 meters

Open / 0 meters Open /0 meters
Open / 0 meters Open /0 meters
Ok / 4 meters Ok / 4 meters Ok / 4 meters

Open /0 meters Open / 0 meters Open / 0 meters Open /0 meters

4

If the cable test APl is not available for your version of FortiOS (6.4 branch, but build 1704 or earlier), an error
prompt is displayed asking you to update to the latest firmware.
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‘The cable status AP is not available on this FortiGate. Please update it to the latest firmware.

Cable Test - S448DN3X16000287

Select ports for the cable test =2

+ portd
1 Entry Selected

[ Cobe et ]|

New Folder View added to display managed devices -6.4.2

You can now organize devices within the tree menu in Device Manager to display FortiGates. The Folder View feature
allows you to create, nest, and move folders in the tree menu. You can also move devices between folders.

To access the new folder view:

1. Go to Device Manager > Device & Groups.
2. Inthe Table View dropdown menu, select Folder View.
By default, all the devices are placed under Unassigned Devices in the tree menu.

pts SD-WAN

o Serial Number 1P Address Platform Y Device Type Firmware Version  Descriptio
O 4+ FGVMO02TM20003138  FGVMO02TM20003138 10.2.118.100 FortiGate-VMé4. FortiGate: FortiGate 6.4.0build15
O # FortiGate-140E-POE ~ F140EPTK18000217 10.2.172.153 FortiGate-140E-POE  FortiGate. FortiGate 6.4.0build17
O+ Forti 10211698 i FortiGate FortiGate 641 build16
O+ FAP24D3X16000296  FAP24D3X16000296 FAP24D FortiAP PS311C-v6.0-build02
O+ FAP24D3X16000305 = FAP24D3X15000305 FAP24D FortiAP P5311C-v6.0-build002
O+ FAP24D3X17005555 = FAP24D3X17005555 FAP24D FortiAP. PS311C-v6.0-buildo02
O+ FP32083X13002021  FRI20B3X13002021 FR3208 FortiAP PS311C-v6.0-build02
O @FAP25D3X17000513  FAP25D3X17000513 FAP25D FortiAP PS311C-v6.0-build002
O =3 S548DN4K16000358 FortiSwitch-548D  Fortiswiteh SSABDN-v6.4.1-build4.

To create a folder:

1. Go to Device Manager > Device & Groups.
2. Inthe Table View dropdown menu, select Folder View.

3. Tocreate a new folder, either click + beside the Search bar in Folder View, or right-click Unassigned Devices, and
select Create New Folder.

The Create New Folder dialog opens.
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Create New Folder

Name folderl

Deseription

In Folder
Select and t Devices Only

Available Entries (2) Selected Entries (1)
=] 0

“# FortiGate-140E-POE (1 In folder: /Unassigned Devices) 4 FGUMO2TM20003138 (8 In folder: /Unassigned Devices)
IP: 102 172153, Pltform: FortiGate-140E-POE 1P-10.2.116.100. Platform: FortiGate-VM6é

“ FOrtiOS-VM4 (i in folder: /Unassigned Devices)
P: 102.116.98, Pattorm: FortiOS-VM4.

O

In the Create New Folder dialog, enter the name of the folder as folder1.

Click OK.

The new folder is created and visible in the tree menu. Also, the FortiGates in the folder are now displayed in the
content pane.

I O v—— Scrpts. SD-WAN

Serial Number 1P Address. Platform Y Device Type Firmware Version

O+ FGVMO2TM20003138  FGYMO2TM20003138 10.2116.100 FortiGate-VM64 FortiGate FortiGate 6.4.0bulld15

Descriptia

vy
‘9' You can add FortiGates directly to a folder by selecting devices from the Available Entries

listin the Create New Folder dialog.

Nested folders

The new Folder View supports nested folders.

To create a nested folder:

1.

In the tree menu, right-click the folder you intend to nest and select Create New Folder.
For instance, right-click the previously created folder1 and select Create New Folder.

The Create New Folder dialog opens.
In Folder shows that the new folder will be created within folder1.

Create New Folder

Name nested-folder

Description

In Folder ffoder1

Select and Assign Devices to tis Folder: 3 Show Unassigned Devices Only

Available Entries (2) Selected Entries (0)

o =l
No entry.
+ FortiGate-140€-POE (8 In folder: /Unassigned Devices)
1P:10.2172.153, Platform: ForciGate- 140 POE

o

# FortiOS-VMod (8 In folder: /Unassigned Devices)
1P:10.2.116.98, Platform: FortOS Vs

In the Create New Folder dialog, enter the name of the folder as nested-folder.

Click OK.

The nested-folder is created and displayed in the tree menu under the previously created folder1. Also, the folder
and the FortiGates in the parent folder are displayed in the content pane.
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Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:root 13 @ > (@) admin v

@ Add Device v 8B Device Group v & Install Wizard 3 Taols v & Folder View v

B Unassigned Devices (2)

O Name Serial Number 1P Address Platform ¥ Device Type Firmware Version _ Descriptic
O ¥ nested-folder

nested-folder
O  # FGVMO2TM20003138  FGVMO2TM20003138 10.2.116.100 FortiGate-VM&4 FortiGate FortiGate 6.4.0build15

To move FortiGates between folders:

1. Go to Device Manager > Device & Groups.
2. Inthe Table View dropdown menu, select Folder View.

3. Inthe tree menu, right-click the folder where the FortiGate is to be moved, and select Edit.
The Edit Folder dialog opens.

Edit Folder “/folder1"

Name foldert

Description

Select and Assign Devices to this Folder:  Show Unassigned Devices Only

Available Entries (1) Selected Entries (1)
2 2

't FortiGate-1: fer: /Unassigned Devices) ' FGVMozTMZ r: ffolder1)
1P:102172153, E-POE 1P:10.2.116.100, 1 n

4. Inthe Edit Folder dialog, select the FortiGate to be moved from the Available Entries list.
Click OK..

ﬂ Alternatively, from the Device & Groups pane, select a FortiGate, drag and drop it to the
folder where you want to move the selected FortiGate.

Ay
S L4
9 At any given time, a FortiGate can only be added to one folder.

To move a folder:

1. Go to Device Manager > Device & Groups.
2. Inthe Table View dropdown menu, select Folder View.

3. Inthe tree menu, right-click the folder you want to move, here nested-folder, and select Move.
The Move Folder dialog opens.

% Device Manager v Device & Groups Firmware License  Provisioning Templates  Scripts  SD-WAN ADOM:root (3 @ > () admin v

@ AddDevice v B Device Group v d Install Wizard R Tools ~ I Folder View v

O Name Serial Number 1P Address Platiorm ¥ Device Type Firmware Version  Descriptic

O+ Fortios-vMsa FOSVMI515NOOIRES 10.2.116.98 Fortios-vMea FortiGate FortiGate 6.4.1.buid16
il | Create New Folder 'FAPZSDIXI7000513 | FAP2SD3X17000513 FAP25D FortiAP PS311C-v6.0-build002
=10
B Deiete
E Mowe
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4. Inthe Move Folder dialog, under In Folder, select the destination folder, here folder2.

Move Folder "/folder1/nested-folder"

Name nested-folder

Description

In Folder MMelder2
:
ok/
B I folder1
nested-folder

Click OK.

The nested-folder moves to folder2 including folders and devices in it.

%28 Device Manager v Device & Groups Firmware License Provisioning Templates Scripts  SD-WAN

@ Add Device v 88 Device Group v & Install Wizard K Tools v IR Folder View ~
arch Bd 2 Refresh  # Colum ings v
5 Unassgned Devices (1) 0 Name SeralNumber 1P Address Plattorn Y OedceType | Firmeeverdon | Deserptic

folder

- :":ﬁ 12 O+ FortOsVMss. FOSVM1515NOO1RE: 10211698 Fortios-VMs4. FortiGate FortiGate 6.4.1,build16
uk O ©FAP2SDIXITO00513 | FAPZSDEX17000513 FAP2SD FortiaP PS31CHv60-bulld002
55 nested-older

Model device approval using device template -6.4.2

With FortiManager 6.4.2, you can now add a model device using a device template. You can either use a site template or

a provisioning template to add a model device.
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To add a model device using a provisioning template:

1. Go to Device Manager > Provisioning Templates > System Templates, and create a new provisioning template.

Edit Action

Action Config Interface

Model FortiGate-200E

Interface Name portl
OAllow Override @
IP/Netmask 192.168.48.83/255.255.255.0

B3 Allow Override @

Administrative Access Otabric Eafefm Oftm Bhitp

uhttps uping Dprubc—rcspunsc Oradius-acct
Osnmp Ossh Otelnet

3 Allow Override @

The Allow Override option allows overriding profile values when using a provisioning

N : /, template to add a model device. Use the option while creating a template to override any
9 profile values later when you add a model device using a provisioning template. If the
= option is left unchecked, you cannot override profile values when adding a model device

using a provisioning template.

2. Goto Device Manager > Device & Groups > Add Device. The Add Device dialog appears.
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3. Click Add Model Device.

Add Device

(O Discover Device
For a device that is currently online,use the Add Device wizard, select 'Discover’, and follow the
steps in the wizard.

(O Add Model Device
Use the Add Model Device option to add a device that is not yet online. Configure a model
device to complete authorization when the device is online.

b

(O Add Model HA Cluster
Adding an operating FortiGate HA cluster to Device Manager pane is similar to adding a
standalone device. Specify the IP address of the primary device.

4. Configure the settings as follows:

Name Enter a name for the model device.

Link Device By Select Serial Number.

Serial Number Add the serial number of the FortiGate device to be added.
Device Model Select the device model from the drop-down list.

Assign Provisioning Template Select the provisioning template you created in Step 1 from the

drop-down list.
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To continue without overriding the profile values, proceed with the next steps. To override profile values in the

Add Device

@® Add Model Device

Name

Link Device By ©

Serial Number

Device Model

[JEnforce Firmware Version
Add to Device Group

Add to Folder

[ Assign Policy Package

Provisioning Template

provisioning template:

FortiManager 6.4.0 New Features Guide
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FGT200E2

(® Serial Number

FG200E4Q17913569

(O Pre-shared Key

FortiGate-200E

6.4 (by default)

FGT200E_Template

Override Prpfile Value

O
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a. Click Override Profile Value. The template widget override dialog appears.
b. Select the interface and click Edit. The Edit Action dialog appears.

Edit Action

Action
Model

Interface Name

IP/Netmask

Administrative Access

Config Interface
FortiGate-200E
portl

192.168.48.183/255.255.255.0

DOiabric fafm Oftm
Bhttps Eping

O probe-response
Osnmp Ossh B telnet

c. Make the required changes and click OK.

http

Oradius-acct

A\,

while creating the template. If the option was left unchecked, you cannot override
profile values when adding a model device using a provisioning template.

N 9, You can only change the fields that were configured with the Allow Override option

d. The profile values have successfully been overridden. Click OK.
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5. Click Next. The device is successfully added.

Add Device

Name FGT200E2

Serial Number FG200E4Q17913569

Status o Device is added successfully

+ Creating device database

~ Retrieving high availability status
+ Initializing configuration database
~ Updating group membership

+ Successfully add device

6. Onthe added FortiGate device, add the FortiManager IP address.

7. Confirm the FortiGate on the FortiManager to synchronize both the devices. The provisioning template, along with
profile overrides if any, is pushed to the FortiGate device.

om 1 devices 0 evices . 0 Devices . EI 0 Devices .
am Total Connection Down Device Config Modified Policy Package Modified
# Edit B Delete —

icy &anstall~ P More~ & Column Settings ~
O  ADevice Name Config Status Policy Package Status Firmware Version IP Address HA Status SN
=] 4 FGT200E2 ~ Synchronized = 4 Never installed FortiGate 6.4.0,build1718 (Interim) ' 10.6.106.83 N/A FG200E4Q17913569

IPS signature activation filter: hold-time and CVE pattern -6.4.2

FortiManager now supports CVE ID filtering. You can also set the hold-time for an IPS signature activation.

To add a CVE filter in the GUI:

1. Loginto FortiManager as a System Admin or Restricted Admin.

If you are logged in as System Admin, go to Policy & Objects > Object Configurations > Security Profiles > Intrusion
Prevention.
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Policy & Objects v

& ADOM Revisions £ Tools v

@ Normalized Interface > “ | create New IPS Profile
& Firewall Objects >
Name IPS-Burnaby
© Security Profiles -
Comments.
AntiVirus
DNS Filter
'Web Application Fi il
e Appicanon Trews Block malicious URLs o
'Web Filter
Application Control IPS Signatures and Filters
Intrusion Prevention + Create New [ Edit T Del
Email Filter o +# Details
VolP No record found.
ICAP

Protocol Options
SSL/SSH Inspection

Profile Group

Web Rating Overrides Botnet C&C
Web URL Filter Scan Outgoing Connections to Botnet Sites
Web Content Filter Advanced Options >

Web Filter Local Category
File Filter

File Filter Profile

ICAP Servers

Application Signatures
Application Group

IPS Custom Signature

Email List
3% Fabric Connectors >
2 User & Authentication >

- o 5w

7 5 Column Settings ~

Exempt IPs Action

Block Monitor

If you are logged in as a Restricted Admin, go to Intrusion Prevention > Profiles.

estricted Admin Mode

Packet Logging.

Status

& Quick Install

[ Web Filter > | Create New IPS Profile
[ Intrusion Prevention ~
Name 1PS-Ottawa
Comments
Custom Signatures.
[l Application Control >
Block malicious URLs or

1PS Signatures and Filters

+ Create New [ Edit £ Del
O # Details
No record found.

Botnet C&C
Scan Outgoing Connections to Botnet Sites

Advanced Options >

2. Inthe IPS Signatures and Filters section, create a new filter or select a filter to update. The Create New IPS

7 # Column Settings

Exempt IPs Action

Block Monitor

Signatures and Filters dialog box is displayed.
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3. Click the Filtericon.

Create New IPS Signatures and Filters

Type

Action

Packet Logging
Status.

Filter

Advanced Options >

GIg sicnature

[ @ Defaule

Disable

®

Enable

Disable | Enable

4. Click Add Filter > CVE ID. Enter the CVE ID, then click Use Filters, and click OK.

Add Filter

[0 cveD:

[CvE-2015] @

5 Column Setting:
Name
35-Smart.CODESYS.Gateway.Server Heap. Buffer.Overflow
Accellion.FTA Cookie.Information Disclosure
Accellion.FT)
Adobe AVURLLoader.Memory.Corruption
Adobe Acrobat Willsave. Document Action. Use. After Free
Adobe Flash.3D.Object addClipperEdges Memary Corruption
Adobe Flash.APL.Method. BrokerWriteFile.Memory.Corruption
Adobe Flash.AS Bytecode.Invalid.Length Memory.Corruption

_oauth_token.Ct

Adobe Flash.AS2.Color. Function Memory.Corruption
Adobe Flash.AS2.ConvolutionFilterMemory.Corruption

Adobe Flash.AS3.ConvolutionFilter.Code Execution

Adobe Flash.AS3.toTimeString. Method Handling Memory.Corruption
Adobe Flash ASSetPropFlags Method Handling. Use. After.Free
Adobe Flash.ActionCallMethod Use After Free

Adobe Flash. ActionimplementsOp.Use.After.Free

Adobe Flash.ActionScript. Regexp.Heap.Overflow

Adobe Flash.AppendSegment Memory.Corruption

Adobe Flash.Array.Sort Memory.Corruption

Adobe.Flash.Asyn Shader.Object.Memory.Corruption
“

Export to CSV/

Severity
high
high
critical
critical
high
critical
critical
medium
critical
critical
critical
high
high
high
high
critical
critical
critical
high

Target
server
server
server
server,client
server,client
server,client
serverclient
server,client
serverclient
server,client
serverclient
server,client
serverclient
server,client
server,client
serverclient
server,client
server,client

server,client

To configure the hold-time settings in the GUI:

1. Go to Device Manager > Device & Groups.
2. Selecta managed device.

3. Inthetoolbar, click CLI Configuration.
4.

DB

Industrial

Regular, Extended
Regular, Extended
Extended
Extended
Extended
Extended
Extended
Extended
Extended

Regular, Extended
Extended
Extended
Extended
Extended
Extended
Extended
Extended

Regular, Extended

os

Windows

LinuxBSD

LinuxBSD
Windows,Linux,MacOS
Windows,Linux,MacOS
Windows,Linux,MacOS
Windows Linux,MacOS
Windows,Linux,MacOS
OtherWindows Linux}
Windows,Linux,MacOS
Windows Linux,MacOS
OtherWindows Linux}
OtherWindows Linux}
Windows,Linux,MacOS
WindowsLinux,MacOS
Windows,Linux,MacOS
Windows Linux,MacOS
Windows,Linux,MacOS

Windows

Extended

Action

@ block
TCPHTTP @ block
TCPHTTP @ block
TCPHTTRFTRSMTP.P @ block
TCPHTTPFTRSMTPP @ block
TCPHTTPFTRSMTP.Pt @ block
TCPHTTPFTRSMTP,P @ block
TCRHTTRFTRSMTP.P @ block
TCRHTTRFTRSMTPP @ block
TCRHTTRFTRSMTP.P @ block
TCRHTTRFTRSMTP.P @ block
TCPHTTRFTRSMTP.P @ block
TCRHTTRFTRSMTPP @ block
TCPHTTRFTRSMTPPI @ block
TCPHTTRFTRSMTPP @ block
TCPHTTRFTRSMTPP @ block
TCPHTTRFTRSMTPP @ block
TCRHTTRFTRSMTP.P @ block
TCPHTTRFTRSMTP.P @ block

Version: 15.901 DB: Regular, Extended, Industrial Total: 955

T
,

Industrial
Status
@ enable
@ enable
© enable
© enable
©enable
@ enable
@ enable
© enable
© enable
© enable
© enable
@ enable
© enable
@ enable
@ enable
@ enable
@ enable
© enable
@ enable

In the configurations menu, go to System > IPS. The system ips dialog box is displayed.
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CVE-ID

CVE-2015-6460
CVE-2015-2856
CVE-2015-2857
CVE-2015-8456
CVE-2015-3054
CVE-2015-5581
CVE-2015-7662
CVE-2015-5582
CVE-2015-8447
CVE-2015-0357
CVE-2015-0349
CVE-2015-8645
CVE-2015-8646
CVE-2015-7657
CVE-2015-7655
CVE-2015-5129
CVE-2015-8457
CVE-2015-3130
CVE-2015-3090
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5. Ensure override-signature-hold-by-id is enabled.

£25  DeviceManagerv  Device &Groups Firmware License Provisioning Templates Scripts SD-WAN

@ Add Device v 33 Device Group ~  Install Wizard X Tools~ & Table View v

BB} A FGVMO080000000001 System Router WAN Opt.& Cache VPN Monitor Web Filter Override Detected Devices NCHIEORfiguationsY ES Display Options

Q| system ips
console -
csf override-signature-hold-by-id u
custom-language dignature-hold-time .

datasource
ddns

% dhcp

@ dhcpé
dns
dns-database
dns-server
dscp-based-priority
email-server
external-resource
fips-cc
fortiguard
fortisandbox
fsso-polling
ftm-push
geneve
geoip-country
geoip-override
global
gre-tunnel
ha
ha-monitor
interface
ipip-tunnel

ips-urlfilter-dns
ips-urlfilter-dns6
ipsec-aggregate
ipvé-neighbor-cache
ipvé-tunnel
isf-queue-profile
link-monitor

&)- lldp
mac-address-table
mobile-tunnel
naté4

r

6. In the signature-hold-time field, enter the number of days or hours hold and monitor the IPS signatures.

Display RSSI signal information and connection status for a managed FortiExtender
-6.4.2

You can now see GSM signal information and the LTE connection status extracted from a FortiExtender and managed
by a FortiGate in FortiManager.

To display FortiExtender signal information:

1. Go to Device Manager > Extender.
The managed FortiExtenders and their RSSI signal information is displayed.

Device & Groups Firmware License Provisioning Templates Scripts SD-WAN Extender

i More~ #% Column Settings ~

O  ADevice Name Serial Number Priority Model Management Status RSS! Status Network Current Usage

O ' FortiGate-140E-POE (r¢ FX04DA5918008189 | Primary FXT40D Autharized (-63) +* % Rogers WCDMA 797.67 KB of OMB

O  FortiGate-140E-POE (r¢ FX04DA5918008556 = Secondary FXT40D Authorized N/A + = 0B of OMB

O  FortiGate-80E-POE (ro¢ FX04DA5918008550 = Primary FXT40D Authorized Good |(-73) 4+ & Rogers WCDMA 9.62 MB of OMB

O | FortiGate-80E-POE (ro¢ FX04DA5918008560 = Secondary FXT40D Authorized N/A F 0B of OMB
\,

S L4
9 If there is no SIM inserted, N/A is displayed.

2. Select a FortiExtender and click View Details in the toolbar, or right-click the FortiExtender device, and select View
Details.

The Details pane opens.
Status information including system status, modem status, and data usage are displayed.
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Details of FX04DA5918008189

System Status

H/W Version 10

CPU Usage 0%

Memory Usage 16 %

S/W Version FXT40DA-v4.1-build191

Modem Status

Network Operator Rogers

Service WCDMA

WAN Address 25.161.62.13

Default Gateway

MAC Address

Product Sierra Wireless, Incorporated

Model EM7455

Revision SWI9X30C_02.24.05.06 r7040 CARMD-EV-FRMWR2
2017/05/19 06:23:09

Manufacturer Sierra Wireless, Incorporated

IMSI 302720398848982

NAI

RssI (-63)

Connection Status CONN_STATE_CONNEOTED

ESN/MEID

Activation

Roaming Status IN HOME

Data Usage

Current Usage 797.67 KB of 0 MB

Last Month Usage 0B of 0 MB

Note: For reference, the signal strength bands are derived from the following chart:

RSSI SINR (dB) RSRQ (dB) RSRP (dB) EC/lo (dB)

Technology LTE amd 3G LTE only LTE only LTE only HSPA+ and EVDO
Excellent > -65 >12.5 >-5 > -84 >-2

=

= -65 to -75 10 to 12.5 -610 -10 -85 to -102 2t0-5

(o]

g,, Fair -75 to -85 710 10 -6 to -10 -103 to -111 >-2

I
Poor < -85 <7 <-1 <-112 <-10

FortiSigConverter management extension tool to import Snort rules -6.4.3

FortiManager supports Snort, a popular open source Network Intrusion Detection System (NIDS), using the
FortiSigConverter application.

You can download FortiSigConverter from registery. fortinet.comdirectly in FortiManager using the
Management Extensions module.
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To enable FortiSigConverter in the GUI:

1. Go to Management Extensions.

FortiSigConverter v

' oum L) () Sa
Device Manager Policy & Cbjects AP Manager WPN Manager Fabric View
FortiGuard FortiSwitch Manager FortiView System Settings Management Extensions

2. Click FortiSigConverter to download the management extension, and then open the application.

Management Extensions

The FortiSigConverter dashboard is displayed.

AuditLog m S Filename ¢ Converted/Total Rules < Pushed/Total Rules ¢ Username & Created &

Import SNORT Signature

Upload | snort_custorn.rules ‘ Browse |

“ Caneel
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4. Click OKto confirm the import.

Import SMNORT Signature

Upload  Choose A SMNORT File Browse

Total Snort Rules: 16 Corverted Rules: 16 Failure to Conwert 0

The signatures are added to the signatures list.

FortiSigConverter v

rt QR

AuditLog LS Filename < Converted!/Total Rules O Pushed/Total Rules & Usemame O Created &

38 snort_custom rules 16/16 16/16 admin 2020-07-09 0459 pm

snort_custom.rules Converted Rules Pushed to FortiManager File Upload time Jul 9, 2020, 9:59:21 A\
AuditLog
a Signature Names & Conversion Status & Pushed to FortiManager & Original Signatures Converted Signatures
SIDO1-testfile_data.case.1.NO file_dataPure.S3 Success Success tep any any -> any any ( sid:01: msg! test file_data case 1 NO. F-SBID( --name \"SID01-
SIDO1-testfile_data.case.2.NO file_dataPure.S2 Success Success tep any any -> any any ( sid:01; msg:"test file_data case 2 NO F-SBID( --name \"SID01-
SIDO1-testfile_data.case.1.YES file_dataPure.53 Success Success tep any any -> any any ( sid:01; msg:"test file_data case 1 YES F-SBID( --name \"SIDO1-
SIDO1-testfile_data.case. 2 YES fle_dataPure.52 Success Success tcp any any -> any any ( sid:01; msg:"test fle_data case 2 YES F_SBID( ~-name \'SID01-
SIDO1-testfile_data,case,3.YES file_dataPures3 Success Success top any any -> any any ( sid01; msg:*test fle_data case 3 YES F-SBID( --name \'SID01-
SIDO1-testfile_datacase.3.YES file_dataPure,s2 Success Success tcp any any -> any any ( sid01; msg:*test fle_data case 3 YES F-SBID( --name \'SID01-
SIDO1-testpkt_data case.1NC.pkt_dataPureS3 Success Success tcp any any -> any any ( sic:01; msg:"test pkt_data case 1 NO F-SBID( --name \'SID01-
[J  SIDO1-testpkt data.case. LNO.pkt data.Pures2 Success Success tcp any any -> any any ( sic:0L; msg:"test pkt_data case 1 NO F-SBID( --name \'SID01-
[J  SIDO1-testpkt data.case.2.YES pkt_data PureS3 Success Success tcp any any -> any any ( sid:0L msg:"test pkt_data case 2 YES F-SBID( --name \'SID01-
[J  SIDOL-testpkt data.case.2.YES pkt_data PureS2 Success Success tep any any -> any any ( sid:01: msg:"test pkt_data case 2 YES F-SBID( --name \'SID01-
[J  SIDOL-testpkt data.case3.YES pkt_data PureS3 Success Success tep any any -> any any ( sic:0L: msg:"test pkt_data case 3 VES F-SBID( --name \'SID01-
[J  SIDOL-testpkt data.case3.YES pkt_data Pure§2 Success Success tep any any -> any any ( sid:0L; msg:"test pkt_data case 3 VES F-SBID( --name \'SID01-
() SIDOL-testHTTP.protocol.case.LYES fast_pattern Success Success tcp $EXTERNAL NET any -> $HTTP_SERVERS $HTTP_PORTS ( F-SBID( --name \"SID01-
[J  SIDOL-testhyte_testnotgreater.than Success Success udp any 1024: -> any 53 (sick01; msgtest byte_test not F-SBID( --name \'SID01-testbyte_testnotgreater.thar'; --
[m] SIDO1-testbyte_testrotlesser.than Success Success udp any 1024: -> any 53 (sic:01; msg:"test byte_test not F-SBID( --name \"SID01-testbyte_testnotlesser.thani’; -
[m] SIDD1-testsmb.byte_extract Success Success tep any any -> $HOME_NET 445 (sid:01; msg:"test smb F-SBID( --name \"SID01-testsmb.byte_extract\"; --protocol

FortiManager 6.4.0 New Features Guide 142
Fortinet Inc.



Fabric Management Platform

6. Click Push to FortiManager, and click OK.

Push to Fortibanager

Are you sure you want to push the selected 7 Rule(s) to FortibManager?

7. Click OKin the dialog box to complete the process.

Push to FortihManager

Cornpletad,

Are wou sure you want to push the selected 7 Rule(s) to FortiManager?

To view IPS signatures in FortiManager:

1. In FortiManager, go to Policy & Objects > Object Configuration.
2. Click Tools > Display Options.

Palicy & Objects v  Policy Packages Object Configurations

& ADOM Revisions  ## Tools v

@ Normalized Interface Display Options [# Edit By Delete
B Fireveall Objects Find Unused Objects | Interface
& Security Profiles Find Duplicate Objects
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3. Inthe Security Profiles module , select Enable IPS Custom Signature.

Display Options

C Normalized Interface Marmalized Interface Wirtual Wire Pair
C Firewall Objects Addresses Cinternet Service
[CMulticast Addresses Wildcard FQDMN Addresses
Services Schedules
Wirtual IPs IF Pools
Traffic Shapers Shaping Profile
[Cwirtual Servers [JHealth Check
[Cweb Proxy Forwarding Server [ Authentication Scheme
 Security Profiles AntiYirus [JDNS Filter
[Cweb Application Firevwall Weh Filter
Application Control Intrusion Prevention
[CJEmail Filter Owvolp
Chicap [JProtocol Cptions
SSLAS5H Inspection CProfile Group
[web Rating Cwverrides [Jweb URL Filter
[Jweb Content Filter [Jweb Filter Local Category
[CIFile Fitter [IICAP Servers
[ application Signatures [JApplication Group
E31Ps Custom Signature [JEmail List
 Fabric Connectors SO Threat Feeds
Endpoint/1dentity
C User & Device User Definition User Groups
LOAP Servers RADIUS Servers
TACACS+ Servers [JPOP3 Users
CIek SMS Services
FortiTokens
C WAN Optimize O Profile OPeer .
Check All Reset to Default OK
4

4. Toview the signatures, go to Security Profiles > IPS Signatures.

& ADOM Revisions £ Tools

@ Normalized Interface & 45 Column Se i More v @ View

® Firewal Objects 'O Neme Signature Status Created Time Last Modified

© Security Profiles V| O B SID0L-testie_data.case.d NCOile_dataPureS3 F-SBID|--attack_id 1000; -name V'SIDOL-test file_datz.case.LNGfile @ Enabled  2020-07-09 11:09:56  __docker_fortisigconverter/2020-07-09 11:09:56
AntiVirus O [ESID01-test s data.case.l YESfile_data.PureS3 F-SBID(-attack_id 1002; ~name V'SIDOL testfils_data.case LVESfile_ @ Enabled  2020-07-09 11:09:56  __docker_fortisigeonvert=r/2020-07-09 11:09:56
Web Filter O @ SID01-testfile_data.case. 2N Ofile_data Pures2 F-SBID|--attack_id 1001; ~-name \'SIDOL-test file_dats.case.2NOfile & Enabled 20200709 11:09:56  __clocker_fortisigconverter/2020-07-09 11:09:56
Application Cantrol O [ESID0L-testfile_data.case. 2 YESile_data.Pure.S2 F-SBID{--attack_id 1003; -name \'SIDOL-testfile_datz.case.2VESfile_ @ Enabled  2020-07-09 11:09:56  __dlocker_fortisigconverter/2020-07-09 11:09:56
Intrusion Prevention O [ SIDOL-testfile_data.case 3YES file_data.Pure.s2 F-SBID|--attack_id 1005; -name \'SIDOL-test file_data.case. 3YESfile_ @ Enabled  2020-07-09 11:09:56  __clocker_fortisigonverter/2020-07-09 11:09:56
SSL/SSH Inspestion O @ SID0L-testfile_data.case 3YES file_data.Pure.53 F-SBID|--attack_id 1004; -name \'SIDOL-test file_datz.case.3YESfile_ @ Enabled  2020-07-09 11:09:56  __dlocker_fortisigconverter/2020-07-09 11:09:56
PS Custom Signature O [ESID01 testpkt_dsta.case 1N O.pkt_data.Pure.S3 F-SBID(-attack_id 1006; —name V'SIDOL testpkt_dsta.case LNO.pkt_ @ Enabled  2020-07-09 11:09:56 __docker_fortisigeonverter/2020-07-09 11:09:56

3 Fabric Connectors >

2 User & Device >

To enable FortiSigConverter in the CLI:

config system docker
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set fortisigconverter enable
end

Export policy check results -6.4.3
You can use the GUI to export Policy Check results as a PDF.

To export the results from a policy check in the GUI:

1. Ensure you are in the correct ADOM.
2. Goto Policy & Objects > Policy Packages.

3. Select a policy package or folder, and from the Policy Package menu, select Policy Check. The Policy Consistency
Check dialog box opens.

4. To perform a new consistency check, select Perform Policy Consistency Check, then click OK.
A policy consistency check is performed, and the results screen is shown.

Policy Consistency Check

Policy Package: taj-package (Created at Tue Aug 4 13:57:33 2020)

& I Policy Consistency Check (4 Occurrences)

Policy consistency check based on these attributes: Interface (source/destination), Address (source/destination), Service, Schedule
any -> any

# Shadowing Source Destination Service Schedule Action Log Commel
10737: > (3 policies may be shadowed by this policy) : any/taj-add: any/taj-add taj-servii taj-schedu accept = disable

any -> any

# Shadowing Source Destination Service hedule Action Log Commel
1 > (2 policies may be shadowed by this policy) : any/taj-add: any/taj-add taj-servii taj-schedu accept = disable

any -> any

T

4

5. Click Export to PDF to download the results.

Device Health Monitoring Screen and Widget -6.4.3

System dashboards and widgets have been enhanced to provide more useful information related to health monitoring,
such as DHCP, IPsec VPN, User, and WiFi status.
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To add health monitoring dashboards and widgets:

1. Go to Device Manager > Device & Groups.
2. Inthe tree menu, select a managed device. The System: Dashboard tab displays three dashboards:
e Summary

ADOM:root {1 @ >— admin v

Device Manager v Device & Groups Firmware License Provisioning Templates Scripts

@ Add Device v 3B Device Group v & Install Wizard X Tools v [ Table View v

@ Managed Devices 03138 [System:Dashboardy Router VPN Display Options

Immary Resource Usages Network Monitors o
=+ Add Widget C Reset To Default Grid Layout v
System Information H License Information :
Host Name FGVM02TM20003138 ’ FortiCare Support
Serial Number FGVMO2TM20003138 FortiCare Account kylezhang@fortinet.com
Hard Not Registered
1P Address £10.2.116.100 (port1) ardware ot Registere!
Fi i
System Time Wed Apr 29 08:29:43 2020 PDT 7 rmware O Licensed
iOS-! Enh: d Si t i
8 # FortioS-VMé4 (1) Uptime 133 days 5 hours 56 minutes 6 seconds nhanced suppor O Licensed
& root C hensive Support Not Registered
Firmware Version FortiGate 6.4.0,build1579 (GA) 7 omprenensive suppor ot Registere
Hardware Status 2 CPU, 3966 MB RAM FortiGuard Services
Status Expires on
Operation Mode NAT
AntiVirus @ Licensed 2021-04-19
VDOM VDOM Disabled 7
1PS O Licensed 2021-04-19
Operation >_| 3
Web Filtering @ Licensed 2021-04-19
Email Filtering @ Licensed 2021-04-19
Security Update Status H
Outbreak Protection Q@ Licensed 2021-04-19
Object ID Version Industrial DB @ iiconcad 2021-04-19 -

» Resource Usage

ADOM:root (I @ »>. admin v

Device Manager v Device & Groups Firmware License Provisioning Templates Scripts

@ Add Device v 3B Device Group v & Install Wizard X Tools v [ Table View v

03138 [System:Dashboardy Router VPN isplay Options

Summary Network Monitors o
=+ Add Widget C Reset To Default R Grid Layout v
CPU and Memory Usage H i
100% B w0 W cput
80%
- 60%
B 4 Fortios-VMé4 (1) / 40%7
& root 0% / 20%
CcPU ere 08:28 08:29 08:29 08:29 08:29 08:29
100%
80%
\ 60%
40%
27% ~/ 20%1 .
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o Network Monitors

Device Manager v

Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

@ Add Device v 3B Device Group v & Install Wizard X Tools v [ Table View v

@ Managed Devices

Search
FGVM02TM20003138

2 4 FortiOS-VM64 (1)

& root

FGVM02TM20003138 [SystemeDashboard| Router VPN [E Display Options

Summary Resource Usages Network Monitors £ o

=+ Add Widget C Reset To Default
DHCP
¥% Column Settings v

O Device P Interface
Q No record found.

Status

ADOM:root {1 @ >— ‘ admin v

MAC Reserved

3. Click the (+) icon to add a new dashboard. The Add Dashboard Widget dialog is displayed.

Device Manager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

@ Add Device ~ 3B Device Group v & Install Wizard X Tools v [ Table View v

@ Managed Devices A FGVM02TM20003138 [SystemiDashboardy Router VPN [ Display Options

8 4 FortiOS-VM64 (1)
& root

Summary Resource Usages dd Dashboard Widget

+ Add Widget
@ Summary

System Information

Security Update Status
Managed AP and FortiSwitch

[l Resource Usages
CPU and Memory Usage
Session Rate

% Network Monitors
DHCP

SSL-VPN

Traffic Shaper
SD-WAN

X User and Authentications
Firewall Users

FortiManager 6.4.0 New Features Guide
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ADOM: root

License Information
Configuration and Installation

Sessions
Interface Bandwidth

IPSec VPN
Traffic Shaping (Interface-based)
Routing

FortiToken

M Grid Layout v

Host
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4. Click the add icon (+) to add a widget to the monitor. A checkmark appears next to the widget.

Device Manager v

Device & Groups

Firmware License Provisioning Templates Scripts SD-WAN

ADOM:root {3 @ >- (@ admin v

@ Add Device v

@ Managed Devices

|l Search... Q
FGVM02TM20003138

8 4 FortiOS-VMé64 (1)
& root

B Device Group v

& Install Wizard X Tools v

Summary Resource Usages

4 Add Widget

@ Route Lookup ¥ Column Setting

O : 000.0/0
0O : 102.00/16

Gat

10.

[ Table View v

A FGVM02TM20003138 [|SystemaDashboard Router VPN [ Display Options

£if Add Dashboard Widget

© Summary
System Information
Security Update Status

Managed AP and FortiSwitch

=l Resource Usages
[E3) CPU and Memory Usage
Session Rate

% Network Monitors

License Information
Configuration and Installation

Sessions
Interface Bandwidth

DHCP IPSecVPN v

SSL-VPN Trafﬁc Shaping (Interface-based) v
[E3) Traffic Shaper Routing v/

SD-WAN

X User and Authentications

Firewall Users FortiToken

< B .

5. Click Close. The dashboard is added to the System: Dashboard tab.
6. Click the menu icon, and select Rename to rename the dashboard.

ADOM: root

@ - z admin v

Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

@ Add Device v @B Device Group v & Install Wizard X Tools v [E Table View v

A FGVM02TM20003138 [SystemaDashboardy Router VPN [E Display Options

@ Managed Devices

Summary Resource Usages Network Monitors 0
+ Add Widget # Rename i Grid Layout ~
T Remove -
@ Route Lookup #% Column Settings ~ & Refresh Q
Gateway IP Interfaces " Distance Type
@) : 0.0.0.0/0 10.2.0.250 [ port1 10 Static
Search... Q O :10200/16 0.0.0.0 @ port1 0 Connected
FGVM02TM20003138
a & FortiOS-VM64 (1)
& root
The new name appears above the dashboard.
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Device Manager v

Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

ADOM: root

@ Add Device ~ 3B Device Group v

@ Managed Devices

A FGVM02TM20003138 |System

& Install Wizard X Tools ~

lashboard) Router VPN

[ Table View v

Display Options

Search...
FGVM02TM20003138

8 4 FortiOS-VMé4 (1)
& root

Summary

=+ Add Widget

\

Resource Usages Network Monitors

VPN network

30

B Grid Layout

)

O ClassID

No record found.

IPSec VPN

% Column Settings ~
0O Name

No record found.

Guaranteed Bandwidth(Kbps)

Remote Gateway

7. Click Add Widget to add more widgets to a dashboard.

Manager v

@ Add Device ~ 3B Device Group v

@ Managed Devices

Search...
FGVM02TM20003138

2 4 FortiOS-VM64 (1)

& root

Device & Groups Firmware License Provi

Q

A FGVM02TM20003138 |iSystemaiDashboardy Router VPN

Summary

4+ Add Widget

¥% Column Settings ~
O Type

O : O Mobile Token
O : O Mobile Token

FortiManager 6.4.0 New Features Guide
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& Install Wizard X Tools v

Resource Usages

ning Templates Scripts SD-WAN

[= Table View v

Add Dashboard Widget

© Summary
System Information
Security Update Status

Managed AP and FortiSwitch

2] Resource Usages
CPU and Memory Usage
Session Rate

[ Network Monitors
DHCP

SSL-VPN

Traffic Shaper
SD-WAN

1 User and Authentications
Firewall Users v

Peer ID

Display Options

Maximum Bandwidth(Kbps)

Incoming Data

ADOM: root

[E3) License Information

Application

0@ - z admin v

Configuration and Installation

Sessions

Interface Bandwidth

IPSec VPN v/
[E3) Traffic Shaping (Interface-based) v
Routing v
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8. Click the menuicon, and select Remove to remove a widget from the dashboard.

Device Manager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:root {1 ® »>— 1 admin v

@ Add Device v &8 Device Group v & Install Wizard X Tools v (3 Table View v

@ Managed Devices A FGYM02TM20003138 [SystémeDashboard]| Router VPN [E Display Options
Summary Resource Usages Network Monitors VPN network 2 New Dashboard o
4 Add Widget M Grid Layout ~
IPSec VPN : FortiToken : Routing
L] Toggle Full Width
%o~ & Refresh - @ &~
Search... Q a # 5 Setting Type @] Network
=]

o 4 Forti0S-VMé4 (1) 0 Mobile Token 0.0.0.0/0
& root O Mobile Token 10.2.0.0/16

o # #

o e Norecordfound. i Remove
1 1
2 2

Firewall Users Egress v

o VM \

9. Click Grid Layout, and select Three Columns.

Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:root 3 @ »>- z admin v

@ Add Device ~ 8B Device Group v~ & Install Wizard X Tools ~ (& Table View v

@ Managed Devices A FGVM02TM20003138 [iSystemaiDashboardl Router VPN Display Options
Summary Resource Usages Network Monitors VPN network  # o
4 Add Widget i Grid Layout -

B One Column

¥% Column Settings v
28 Two Columns

Serial Number Status User Drift
22 Three Columns
Ly Scarch- Q| "Q " Mobile Token FTKMOBO4CSFC5BB2 - Available 0 = Fit Contents (2 Columns)
LGNEIZINIZ0005 150 O - O Mobile Token FTKMOBO4CB420209  Available 0 .
8 4 FortioS-VMé4 (1)
@ root

The widgets are displayed as three columns in the dashboard.
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E:: Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN 0 @ o= ‘ admin v

@ Add Device v 3B Device Group v & Install Wizard & Tools [ Table View v

A FGVM02TM20003138 Router VPN Display Options
Summary Resource Usages Network Monitors
IPSec VPN : FortiToken H Routing
T~ &~ [CUE -4
1& Q 0o # Name 0 # Type o # Network
1 No record found.
& # FortiOS-VM64 (1) 01 0 Mobile Token 0 i1 0.0.0.0/0
root @] 0 Mobile Token 0 2 10.2.0.0/16

Firewall Users Egress

.

Assign policy packages and system templates during device approval -6.4.3

When you are authorizing a FortiGate device for central management, you can assign a policy package and a system
template as part of the authorization process, and you can override some system template settings.

A\,

S L4
q You can specify what settings in a system template can be overridden.

This example describes how to assign a policy package and system template when authorizing a FortiGate for central
management. It also describes how to allow and execute overrides in a system template during device authorization.

To assign policy packages and system templates during device authorization:

1. InFortiOS, ensure that central management is enabled, and FortiManager is selected.
These settings allow FortiGate to appear in FortiManager as an unauthorized device.

2. InFortiManager, ensure that you have created the policy packages and system templates that you want to assign to
unauthorized devices.

3. Insystem templates, ensure that you have specified what overrides are allowed.
a. Go to Device Manager > Provisioning Templates.
b. Under System Templates, select the system template to open it for editing.
c. Select the Allow Override checkbox beside settings for which you want to allow overrides, and click Apply.
For example, you can allow overrides of settings in the DNS widget and in the Interface widget.

4. In FortiManager, go to Device Manager > Device & Groups > Unauthorized Devices.
The list of unauthorized FortiGate devices is displayed.
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5. Select the unauthorized devices, and click Authorize.
The Authorize Device dialog box is displayed.

Authorize Device

Add the following device(s) to ADOM:

[ teted

Assign Provisioning Template

Device Name Assign New Device Name Assign Policy Package

FGVM08TM20004030 FortiGate-VM64-148

| FoT-vMes-148 ~| | importo1 - &
FGYMOBTM20004031

FortiGate-VMeé4-149

| FoTm6s-149 v:\ ‘:impurﬂ)‘l v:\ ®

6.

In the Assign Policy Package list, select a policy package.
7.

In the Assign Provisioning Template list, select a system template, and click the Override Profile Value button.

Authorize Device

Add the following device(s) to ADOM;

ign Policy Assign Provisioning Template

149 ‘

~| | importo1 ~ B
FGVMOBTM20004031

FortiGate-VMs4-148 [FoTvmes149 | | mportot - @[ overrieprfic voue

The system template is displayed.
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import01 widget override

DNS v

Primary DNS Server 2089111253
Secondary DNS Server 2089111252

Local Domain Name

Interface v

name: port9,
Config Interface ip: 10.2.114.95/255.255.255.0;
allowaccess: 133;

name: port9;
monitor-bandwidth: 1;

Monitor Interface Bandwit

name: aggr57.
Add Aggregate Interface ‘vdom: root;
member: 2

name: zoneg?;
interface: 2;

Add Zone

o | I

8. Override the editable settings, and click OK.

For example, change the interface settings. The settings are saved, and the Override Profile Value button turns red
to indicate values have been overridden.

<« C A Notsecure | 10.2.114.100/p/app/#!/adom/dvm/groups/-1/ % @ 0

Authorize Device

Add the following device(s) to ADOM:

o , Assign Poli
FGVMOBTM20004030 | FortiGate-VMé4-149

FGT-VM64-148 ~| | importo1
FGVMOBTM20004031 [ FortiGate-VMé4-148 FGT-VM64-149

~| | importo1

9. Click OK.
Device authorization begins, and you can view details for each step in the process.

Authorize Device

) Device Authorization View Details
| Assign Policy Package View Details

Provisioning Template Assignment View Details
3 ig

You can click View Details to display more details about each step.
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Authorize Device

v Device Authorization Hide Details
Total: 2/2, @ Succe:

Status
FortiGate-VM64-148 s Successfully add device
F s device.

| hssign Policy Package

The device is authorized.
10. Check that the provisioning template is assigned to the authorized device.

a. Goto Provisioning Templates > System Templates, and select the template.
The list of devices to which the template is assigned is displayed.

£ DeviceManagerv  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

& Install Wizard

=) 8 System Templates (3)
B default

2 Toggle Widgets v & CLI Configurations

Ezm-tmpl1 This template is assigned to 2 devices. -
@ Threat Weight
@ Certificate Templates [ Assigned to Devices  Ef Delete [ Edit Widget Override
O Device Name Detail
O : #FortiGate-VMé4-148 1P: 10.3.114.148, Platform: FortiGate-VM64.
O #FortiGate:VM64-149 1P:10.3.114.149, Platform: FortiGate-VM64

11. Check that the installation target for the policy package lists the authorized device.
a. Goto Policy & Object > Policy Packages, and expand the policy package you selected.
b. Inside the policy package, select Installation Targets.
The list of target devices for the policy package is displayed.

£2%  Policy&Objects v Policy Packages Object Configurations 2@ >~ (§ admin v

B Policy Package v & Install v @ ADOM R

[ 1 e [y @ et

8 B FGT-VM64-148 O Installation Target Config Status
Firewall Policy O 4 FortiGate-VM64-148 A Modified

s f%Toolsv s Collapse All 3= Object Selecto

Virtual Wire Pair Policy
NAT64 Policy
NAT46 Policy

Proxy Policy
Authentication Rules
1Pv4 Multicast Policy.
1Pv6 Multicast Policy.
1Pv4 Local In Policy
1Pv6 Local In Policy
1Pv4 Dos Policy

1Pv6 DoS Policy

1PV Interface Policy.
1PV Interface Policy.
Traffic Shaping Policy

Installation Targets
£ FGT-VM64-149_root
2 default
@ M Policy Blocks (0)

12. Go to Device Manager > Device & Groups > Managed Devices.
The authorized device is displayed. The Config Status is Modified, and a configuration installation is needed. Until
the configuration is installed, the system interface displays the result of the interface template.
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13.

14.

S7%  DeviceManager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM: fgtés I3 @ >- (@) admin v

@ AddDevice 88 Device Group v & Install Wizard X Tools v Table View v

B 0 Devices
Polcy Package Modifed

[ Edit E¥ Delete 3 ImportPolicy i installv I More~ 5 Column Settings ~

o Config Status Firmware Version Host Name 1P Address Platform

O | #FortiGate-VM64-148 A Modified ANever installed FortiGate 6.4.1,build1637 (GA) FGVMOBTM20004030 103114148 FortiGate-VM64
O . 4 FortiGate-VM64-149 AModified ANever installed FortiGate 6.4.2,build1723 (GA) FortiGate-VM64 103114149 FortiGate-VM64
O : @modelt @ Unknown ANever installed FortiGate 6.4 build1714 FortiGate-40F FortiGate-40F

Install the configuration to the authorized device.

The config installation completes.

In the lower tree menu, select the device, and go to System:interface.
The setting from the override is displayed.

S22 DeviceManager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:fgtés 12 @ >- Q1 (@ adminv

@ AddDevice 3 Device Group v & Install Wizard X Tools v B Table View v

@ Managed Devices )| 1 FortiGate-vMM6a-148 |SYSISMBIRIERacE) Router [ Display Options
@ Logging Devices Sl +createNewv [ Edit B D O sed o Collapse All § More v % Column Setings ~ Y
O Name Type Normalized Interface Addressing Mode 1P/Netmask Access Virtual Domain Status Administrative Status.
v Physical (4)
O portt @ Physical 2 portl Manual 103.114.148/255.255.00 HTTPS, PING, SSH, SNMP. } root +Up +Up
O portd  Physical = portd Manual 0000/0000 root +Up +Up
O  ports @ Physical 2 porté Manual 0.0.00/0.000 root +Up +Up
O : port10 @ Physical 2 port10 Manual 0.0.00/0.000 root +Up 4+ Up
~ VLAN (1)
O vian91 & VLAN Manual 0.000/0.000 root 4+ Up +Up
v Aggregate (1)
O - agers7 i Aggregate Manual 0.0.0.0/0.00.0 root 4+ Up
~ Tunnel (4)
O  sslroot (SSLVPN interfac Manual 0.000/0000 root +Up
1 ql O w1 Manual 0000/0000 oot TS
FortiGate-VM64-148 O wn232 Manual 0.00.0/0.000 root +Up
4 FortiGate-VM64-149 O : S2StoBranch Manual 0.0.0.0/0.000 root +Up
@ modell v Zone (1)
O  zone8? & Zone root
o port8 @ Physical Manual 0000/0.000 root +Up +Up
o port9 @ Physical Manual 10.2.114.95/255.255255.C HTTPS, PING, SSH, FortiMa  root 4+ Up 4+ Up
v SD-WAN Zone (1)
O  virtual-wan-link % SD-WAN Zone
=} port2 @ Physical Manual 0.00.0/0.000 root +U +U
O port3 @ Physical Manual 0000/0000 root +Up +u0

IPsec VPN template -6.4.3

With this feature, you can provision IPsec tunnels to FortiGate branch devices using an IPsec template. You can save an
IPsec VPN configuration, apply it to one or more FortiGates, or reuse the same configuration over and over again. You
can specifically name IPsec tunnel interfaces using supported meta fields, and the tunnel interfaces may later on be

mapped to normalized interfaces, or used in policies and also in SD-WAN widgets.

The following example assumes that site HQ IPsec VPN has been configured and is up and running. We will establish

the configurations of Branch-A and Branch-B sites to the HQ site by using an IPsec template.
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200.71.61.0/24

HQ

FortiGate
‘ 101.71.61.1
Branch-B
port2 port2
FortiGate
FortiGate
port4 port3
42.71.62.0/24 202.71.63.0/24

This section describes the following:

Creating new meta fields on page 156

Assigning values to meta field variables on page 157

Creating IPsec VPN template on page 159

Assigning IPsec VPN template to devices on page 160

Installing IPsec VPN configuration and firewall policies to devices on page 161
Verifying IPsec VPN tunnel status on page 162

Noabkowbh-=

Verifying IPsec template configuration status on page 162

Creating new meta fields

To create a new meta field:

Go to System Settings > Advanced > Meta Fields.
Click Create New from the toolbar. The Create New Meta Fields pane appears.
Select the Object type from the drop-down list, for example, Device VDOM.

Enter a value in the Name field to name the meta field. The value entered here (branch local network)
becomes the variable name and is indicated in the Variable field with the value $ (branch local network) at
the bottom.

Select the appropriate Length from the drop-down list.
6. Select the Importance as Required to make the meta field mandatory.
7. Select the Status as Enabled to enable the meta field.

o bN-=

o
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8. Click OK. The meta field is created.
Create New Meta Fields

Object Device VDOM v
Name branch_local_network

Length 20 N
Importance Optional Required

Status Disabled Enabled

Similarly, create another meta field remote site id.

Create New Meta Fields

Object Device VDOM M
Name remote_site_id

Length 20 N
Importance Optional Required

Status Disabled Enabled

Assigning values to meta field variables

Once meta fields are created, you need to assign values to the meta field variables for each device. You will assign

values to the meta field variables branch local networkand remote site idforboth the sites Branch-A and
Branch-B.

To assign a value to a meta field variable for a device:

1. Go to Device Manager > Device & Groups > Managed Devices.
2. Select device Branch-A and click Edit. The Edit Device pane appears.
3. Scroll down to the Meta Fields section and add values for both the branch_local_network and remote_site_id fields.
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4. Click OK.

Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

@ Add Device 8B Device Group ~ 4 Install Wizard X Tools ~

m Managed Devices Edit Device

Name

Description

IP Address

Serial Number

Firmware Version

[EY Search.. Q| Admin User
4 Branch-A
Password
8 4 Branch-B (2)
& root Connected Interface
a vd_1 HA Mode
Meta Fields

Company/Organization
Contact Email

Contact Phone Number
Address
branch_local_network

remote_site_id

3 Table View ~

Branch-A

0/128
10.8.71.62
FGVMOBHZ20311062 (FortiGate-VM6&4)
FortiGate 6.4.2, build1723
admin
sssessss
4 portl
Stand-Alone

port4_address
61

Similarly, edit device Branch-B to add values to the meta field variables.
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= Device Manager ~ Device & Groups Firmware License Provisioning Templates Scripts

@ Add Device &8 Device Group ~ & Install Wizard & Tools ~  EZ] Table View ~

@ Managed Devices Edit Virtual Domain
VDOM Name vd_1
Description
0/255
Enable
Operation Mode NAT v
I seeren. Q| NGFw Mod file-based [T
4 Branch-A Y
8 4 Branch-B (2) Interface Members |Q
& root [¥] port2 (WAN) x
avd_1 [# port3 x
[ port5 x
= sslvd_1 (SSLVPN interface) x
4 Entries Selected
Meta Fields
branch_local_network port3_address
remote_site_id 61

Creating IPsec VPN template

To create an IPsec VPN template:

Go to Device Manager > Provisioning Templates > IPsec Tunnel Templates.

Click Create New from the toolbar. The Create New IPsec Tunnel Template dialog appears.

Enter a Name for the template.

Click OK. The new template is created.

Click on the template name from the tree menu at the left. The /Psec settings for the template appear on screen:

o wDbd =

Setting Value/Description

Tunnel Name Name of the IPsec tunnel.
Routing Automatic: Static routes to remote subnet will be created.

Remote Device IP Address
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Setting Value/Description
Remote Gateway (IP This field accepts meta field variables and you will use the remote_site_id meta field
Address) variable here, for example, 101.71.$ (remote site id) .1, wherethe meta

field variable value will be substituted at runtime.
Outgoing Interface port2

Local Interface We need to create and select a normalized interface with per-device mapping as
different devices use different local interfaces. In this case, it is IPsecLAN.

Local Network Address Select Interface Local Address, and enter the meta field variable $ (branch

Object Name local network), where the meta field variable value will be substituted at
runtime.

Remote Subnet Enter 200.71.$ (remote_site id).0/255.255.255.0, where the meta field

variable value will be substituted at runtime.

Authentication Method Pre-shared Key: Alphanumeric key used for device authentication.

6. Click Apply at the bottom to save the settings. The IPsec template is created and is ready to be assigned to devices.

Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN Quick Access v  ADOM:vpn_mgmté4 2 @ > ’ admin v

& Install Wizard

T !
default
® Threat Weight IPSec -
B Certificate Templates ~
=@ IPSec Tunnel Templates (1) Tunnel Name il
Network
Routing Manual
Remote Device [FCIEE Dynamic DNS
Remote Gateway(IP Address) @ 101.71.$(remote_site_id).1
Outgoing Interface 3 port2 x
Local Interface & IPsecLAN x
Local Network Address Object Name Interface Local Address [IRNVaEU el Ees
$(branch_local_network)
Remote Subnet @ 200.71.$(remote_site_id).0/255.255.255.0
Authentication
Authentication Method Pre-shared Key BN
Preshared Key LITTT LYY
Advanced Options > v
Apply
v

Assigning IPsec VPN template to devices
The created IPsec template needs to be assigned to the Branch-A and Branch-B devices.

To assign an IPsec VPN template to a device:

Go to Device Manager > Provisioning Templates > IPsec Tunnel Templates.
Click on the template name from the tree menu at the left. The /Psec settings for the template appear on screen.
Click Assign to Device from the toolbar. The Assign to Device dialog appears.

Select the devices Branch-A and Branch-B from the list of devices in the Available Entries section, and move them
to the Selected Entries section.

PoOobd-=
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Assign to Device

IPSec Template: BranchlPSECTemplate

- Available Entries (1) . . Selected Entries (2)

5 ||

(4 Branch-B [root] (IP: 10.8.71.63, Platform: FortiGate-VMé4) [ 4 Branch-A [root] (IP: 10.8.71.62, Platform: FortiGate-VMé4)

[ 4 Branch-B [vd_1] (IP: 10.8.71.63, Platform: FortiGate-VM&4)
?
<
B D ]

5. Click OK. The IPsec template is assigned to the selected devices.
[# Edit ®j Delete 3 Import Policy & install~ % More~ #& Column Settings ~

O aDevice Name Config Status Policy Package Status IPSec Template

O 4 Branch-A Modified v default BranchIPSECTemplate
O 4 Branch-B v Synchronized

O @ root [NAT] (Management) v Synchronized = + default

O O vd_1 [NAT] Maodified v default BranchIPSECTemplate

Installing IPsec VPN configuration and firewall policies to devices

Once the IPsec template is assigned to devices, it still does not automatically push the settings to the devices. This is
indicated by the Caution icon before the template name in the IPsec Template column. You need to install the IPsec VPN
configuration and firewall policies to those devices for the IPsec template to push through all the settings.

To install IPsec VPN configuration and firewall policies to a device:

1. Goto Policy & Objects > Policy Packages > Firewall Policy.
2. Click Create New from the toolbar. The Create New Firewall Policy pane appears.
3. Create two firewall policies for traffic between the normalized interface and HQ site.

+ Create New ~ [#Edit~ T Delete Section ~ @ Policy Lookup #& Column Settings ~ @ View Mode v
o # Name From To Source Destination Schedule Service
01 [ IPsecLAN [ toHub 2all Dall © always E ALL
0o 2 [ toHub [ IPsecLAN 2all Dall © always ® ALL

4. Click Install > Install Wizard from the toolbar. The Install Wizard dialog appears.
Continue with the policy installation on both Branch-A and Branch-B devices.
6. Click Finish. The firewall policies are installed and the IPsec VPN configurations are pushed to the devices.

o
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Verifying IPsec VPN tunnel status

To verify IPsec VPN tunnel status:

Go to VPN Manager > Monitor.

Check the tunnel status from the Status column. The tunnels may be Down.
Select the tunnels with a Down status and click Bring Tunnel Up from the toolbar.
Click OK to confirm in the Bring Tunnel Up dialog.

Click Refresh from the toolbar to verify that the tunnels have an updated Up status.

4 Bring Tunnel Up ¥ Bring Tunnel Down & Refresh # Column Settings

ok oN-=

O status Device P1 Name Type Remote Gateway Uptime P2 Name Incoming Data
101.71.61.1

D +up o Branch-Blvd_1] toHub automatic 101.71.61.1 31s 4-toHub 0.0 KB

Verifying IPsec template configuration status

To verify IPsec template configuration status:

1. Go to Device Manager > Device & Groups > Managed Devices.
2. Click Column Settings from the toolbar and select IPsec Template. The IPsec Template column appears in the

table.
[# Edit @ Delete 31 ImportPolicy & lnstall~ 2 More~ 8 Column Settings ~

O 4iDevice Name Config Status Policy Package Status IPSec Template
O % Branch-A v Synchronized v spoke v BranchTemplate
a 4 Branch-B v Synchronized
a root [NAT] (Management) v Synchronized v default
O vd_1 [NAT] Modified v spoke BranchTemplate
O  #+HQ v Synchronized v DClient-hub

A device with a synchronized template status would be indicated by a green tick mark icon before the template name in
the IPsec Template column, while a device with a modified status would be indicated by a yellow triangle caution icon.

Support FortiSOAR license update in an air-gapped environment (closed network) -
6.4.3

You can now create fabric ADOMs. When you add FortiSOAR devices to FortiManager as unmanaged devices, you can
only authorize FortiSOAR devices to fabric ADOMs.

In addition, you can use FortiGuard module in FortiManager in a closed network for license updates to
FortiSOAR devices.

This topic contains the following sections:

» Creating ADOMs of type Fabric on page 163
» Authorizing FortiSOAR devices on page 163
o Updating FortiSOAR licenses in closed networks on page 164
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Creating ADOMs of type Fabric

You can create ADOMSs and select type Fabric. You can then select the ADOM when you authorize unmanaged
FortiSOAR devices.

To create ADOMSs of type Fabric:

1.
2,
3.

Ensure that ADOMs are enabled on System Settings > Dashboard.
Go to System Settings > All ADOMs.

Click Create New.

The Create New ADOM pane is displayed.

In the Name box, type a name for the ADOM.
In the Type list, select Fabric.
AR -
=_=  System Settings v
€2 Dashboard Create New ADOM
& All ADOMs
Name Fabricl
4* Network
Type FortiGate +| 60| 62 WX
& HA
2 in v
& Admin FortiCarrier /,
Administrators FortiGate -
Profile Devices
Workspace == Select Device QI
Remote Authentication Server LELS [AREES |[AELELT
No Device.
Admin Settings
SAML S50 Mode (®Normal (O Backup
BB Certificates
Central Management VPN B FortiAP [Jsb-wAN
Local Certificates FortiSwitch
CA Certificates Default Device Selection for (®Select All O Deselect All
CRL Install
Remote Certificates Perform Policy Check Before OFF
Every Install
I Event Log Auto-Push Policy Packages (Enable (%) Disable
[ Task Monitor When Device Back Online
E: Advanced ~
SNMP
Mail Server - “
Configure the settings for the new ADOM, and click OK.

The new ADOM displays on the All ADOMs page in the Security Fabric.

Authorizing FortiSOAR devices

When you authorize FortiSOAR devices, you can only add them to ADOMs of type Fabric. Before you authorize
FortiSOAR devices, ensure that you enable ADOMs on FortiManager and create an ADOM of type Fabric.

To authorize FortiSOAR devices:

1.

On FortiSOAR, add the FortiManager IP and configured port as the FortiGuard override server.
FortiSOAR displays in FortiManager as an unauthorized device.

In FortiManager, select the root ADOM, and go to Device Manager > Device & Groups > Unauthorized Devices.

FortiSOAR displays as an unauthorized device.
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Device Manager v Firmware License Provisioning Templates Scripts SD-WAN ADOM:root {3 @ >- L@ O admin v

@ Add Device v 38 Device Group v & Install Wizard X Tools v [ Table View v

@ Managed Devices Q
O  ADevice Name Model Management Mode Serial Number Connecting P Firmware Version
O  @149-FAZVMé4 FortiAnalyzer-VMé4 Configuration & Logging FAZ-VMTM20011083 193.168.70.149  FortiAnalyzer 6.0,build2181
O @208-fmgvm-v621 FortiGate-VM64 Configuration & Logging FGVM02Q105060099 193.168.70.208  FortiGate 6.2build1010
O  ©FGT92D3G14000135 FortiGate-92D Configuration & Logging FGT92D3G14000135 193.168.7047  FortiGate 6.2build1066
O  ©FADV010000207092 FortiADC-VM Configuration & Logging FADV010000207092 127.00.1 FortiADC 5.4
O  ©FGVMULTM20000070 FortiGate-VM64 Configuration & Logging FGVMULTM20000070 127001 FortiGate 6.2,build1112
O  ©FGYMOOEW20310571 FortiGate-VM64 Configuration & Logging FGVMOOEW20310571 193.168.70.138:9 FortiGate 6.0,build0272
O ®@FGT90E4Q16000405 FortiGate-90E Configuration & Logging FGT90E4Q16000405 127.00.1 FortiGate 6.4,build1579
O ©FCHV010000028079 FortiCache-VM64 Configuration & Logging FCHV010000028079 193.168.70.173:9. FortiCache 4.2,build0230
O ©FSRVMPTM20000099 FortiSOAR-VM Configuration & Logging FSRVMPTM20000099 127001 FortiSOAR 6.4,build1000
O ©FEVMO020000000099 FortiMail-VM Configuration & Logging FEVMO20000000099 193.168.70.171:9 FortiMail 6.4,build0427

3. Select the FortiSOAR device, and click Authorize.
The Authorize Device dialog box displays.
4. Inthe Add the following device(s) to ADOM list, select the fabric ADOM, and click OK.

Authorize Device

Add the following device(s) to ADOM: Fabricl -
0
Device Name Assign New Devi ng Template
Fabricl

FSRVMPTM20000099 FSRVMPTM2000 cwr-r

=]

The FortiSOAR device is authorized and displayed in the fabric ADOM.

Updating FortiSOAR licenses in closed networks

You can use FortiManager in a closed network to update licenses for FortiSOAR devices.

Before you can use FortiManager in a closed network to update licenses for FortiSOAR devices, you must perform the
following tasks:

» Add FortiSOAR devices to FortiManager as unmanaged devices, and authorize FortiSOAR devices to a fabric
ADOM.
+ Request the entitlement file for FortiSOAR devices from the Fortinet Customer Service & Support site

To update FortiSOAR licenses in closed networks:

1. InFortiManager, go to FortiGuard > Settings, and ensure that Enable Communication with FortiGuard Server is
toggled OFF.

test

2. Under Upload Options for FortiGate/FortiMail, click Upload beside Service License.
Although the option is labeled for FortiGate or FortiMail, you can use this option for other types of devices, such as
FortiSOAR.

The Service License Upload dialog box is displayed.
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Service License Upload

Upload file by drag & drop here or

EntitlementExport_internal

3. Drop the account entitlement file on the dialog box, and click OK.
The license information is uploaded.

4. Goto Licensing Status to view licensing information for FortiSOAR.

4

FortiGuard v ADOM:Fabrict 3 @ >- (Badmin v
& Refresh © Hide License Expired Devices B Export v # Column Settings ~ - a
& Package Management > O Device Name Serial Number Platform ADOM Support
EB Query Server Management > O  © FSRVMPTM20000099 FSRVMPTM20000099 FortiSOAR-VM Fabricl © 2021-10-14
@& Firmware Images
£ Settings

Service License Upload

Upload file by drag & drop here or

EntitlementExport_internal

Workspace Mode can be set per-ADOM -6.4.3

Workspace mode can be configured on a per-ADOM basis.

Each ADOM can be individually set to a different workspace mode. For example, the root ADOM can be set to default

mode, ADOM 1 can be set to Workspace mode, and ADOM 2 can be set to Workflow mode.

To enable global workspace mode settings:

1. Goto System Settings > Admin > Workspace.
Disable, Workspace, or Workflow are global workspace settings.
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System Settings v

€ Dashboard * | Workspace Settings
@ AllADOMs
Mode DIEEIEM Workspace  Workflow ~ Per-ADOM
< Network
& HA
2 Admin v

Administrators
Profile
Remote Authentication Server
Admin Settings
SAML SSO
EB Certificates ~
Local Certificates
CA Certificates
CRL
Remote Certificates
i Event Log
[@ Task Monitor

N Appl
ke Adanced © .

2. Click Workspace to enable the setting on all ADOMs.

System Settings v

€ Dashboard Workspace Settings
@ All ADOMs
Mode Disable Workflow = Per-ADOM
¥ Network
Per-Policy Lock @ m
& HA
& Admin v

Administrators
Profile
Remote Authentication Server
Admin Settings
SAML SSO
EB Certificates ~
Local Certificates
CA Certificates
CRL
Remote Certificates
I8 Event Log

[@ Task Monitor

E: Advanced v v Apply
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@ All ADOMs

< Network

& HA

2 Admin v
Administrators
Profile
Remote Authentication Server
Admin Settings
SAML SSO

BB Certificates v
Local Certificates
CA Certificates
CRL
Remote Certificates

I8 Event Log

[@ Task Monitor

E: Advanced v

Click Workflow to create an approval group for all ADOMs.

Fabric Management Platform

ADOM:root (3

Workspace Settings
Mode Disable =~ Workspace Per-ADOM
Workflow Approvals

=+ Create New [# Edit T1il Delete %% Column Settings ~

Email Notification

O ADOM Name

Approvers

No record found.

Apply
v

To enable workspace mode per-ADOM:

1. Go to System Settings > Admin > Workspace, and click Per-ADOM.

System Settings v

€ Dashboard

@ AllADOMs

> Network

& HA

2 Admin v
Administrators
Profile
Remote Authentication Server
Admin Settings
SAML SSO

@B Certificates v
Local Certificates
CA Certificates
CRL
Remote Certificates

I8 Event Log

[2 Task Monitor

E: Advanced v

ADOM:root [ @ >~ A1 (§ admin v

Workspace Settings

Mode Disable = Workspace =~ Workflow EEZAlelY]

Apply
v

2. Goto System Settings > All ADOMs.
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3. Double-click adom1 to edit it. Click Workspace,and then click OK.

€5 Dashboard

<> Network

& HA

2 Admin v
Administrators
Profile
Workspace
Remote Authentication Server
Admin Settings
SAML SSO

BB Certificates
Local Certificates
CA Certificates
CRL
Remote Certificates

¥ Event Log

[2 Task Monitor

E: Advanced v

Edit ADOM

Name
Type

Comments

Devices

Name

No Device.

Mode

Central Management

Workspace Mode

Default Device Selection for
Install

Perform Policy Check Before
Everv Install

A lock icon appears next to adom1.

System Settings v

€3 Dashboard
<> Network
& HA
2 Admin v
Administrators
Profile
Workspace
Remote Authentication Server
Admin Settings
SAML SSO
BB Certificates v
Local Certificates
CA Certificates
CRL
Remote Certificates
8 Event Log

[ Task Monitor

=+ Create New

[ Edit

= Select Device

IP Address

[J W Central Management (5)

oot [ @ >~ Q1 ’adminv

adom1

FortiGate

0/128

Platform
(®Normal (OBackup
VPN FortiAP (JSD-WAN
FortiSwitch
Disable Workflow
(@ Select All O Deselect All

ADOM: root

@ >~ N1 ’adminv

¥ Enter ADOM

€ Disa

Firmware Version

& Lock

Central Management

o Unlock 3~ -~

@] FortiCarrier FortiCarrier 6.4 @ VPN = FortiAP € SD-WAN £ FortiSwitch

O o adom1 FortiGate 6.4 @ VPN = FortiAP € SD-WAN £ FortiSwitch

0O adom?2 FortiGate 6.4 @ VPN = FortiAP € SD-WAN 2 FortiSwitch

(@] root FortiGate 6.4 @ VPN = FortiAP € SD-WAN £ FortiSwitch

0O Global Database Global 6.4 -

@] FortiAnalyzer FortiAnalyzer -

0O FortiAuthenticator FortiAuthenticator -

(@} FortiCache FortiCache -

0O FortiClient FortiClient -

@] FortiDDoS FortiDDoS -

@] FortiDeceptor FortiDeceptor -

(@] FortiMail FortiMail -

@] FortiManager FortiManager -

a FortiNAC FortiNAC -

@] FortiProxy FortiProxy -

0O FortiSandbox FortiSandbox -

@] FortiWeb Fortiweb - | |
@] Syslog Syslog - .
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4. Double-click adom2. Click Workflow, configure the approval group for this ADOM, and then click OK.

E:E System Settings v ADOM:root {3 @ >~ Q1 ‘ admin v
€ Dashboard ~ | Edit ADOM
€» Network Type FortiGate v
& HA Comments
& Admin v
Administrators o/28
Profile Devices
Worspace o
Remote Authentication Server KEI [PAEHES |[AEii
Admin Settings No Device.
SAML S50 Mode © Normal O Backup
BB Certificates v
Central Management veN FortiAP [JsD-wAN ]
Local Certificates @FortiSwitch
CA Certificates Workspace Mode Disable =~ Workspace

CRL

Remote Certificates Approval Group # 1

el Oadmin

¥ Event L T
¥ Event Log Send an Email Notification to ‘x Oadmin ‘ |
[@ Task Monitor

E: Advanced v v eI ‘7‘

The root ADOM is now set to default mode, adom1 is set to Workspace mode, and adom?2 is set to Workflow mode. To
make changes to adom1 and adom2, the admin must lock the ADOM first.

S5 System Settings v ADOM:root {1 @ >~ Q1 z admin v

A

€5 Dashboard

@ All ADOMs

<> Network

== Create New [# Edit T Delete 2 Enter ADOM € Disable ADOM @ lock of Unlock 3 v &~

Firmware Version Central Management

(0 ¥ Central Management (5)

& HA (@} FortiCarrier FortiCarrier 6.4 € VPN = FortiAP € SD-WAN £ FortiSwitch
) 0O & adom1 FortiGate 6.4 € VPN = FortiAP € SD-WAN £ FortiSwitch
& Admin ~ i FortiGate 6.4 FortiAP (& SD-WAN = FortiSwitch
Administrators a root FortiGate 6.4 @ VPN = FortiAP € SD-WAN FortiSwitch
Profile a Global Database Global 6.4 -
a FortiAnalyzer FortiAnalyzer -
Remote Authentication Server (@} FortiAuthenticator FortiAuthenticator
Admin Settings (@] FortiCache FortiCache
SAML SSO a FortiClient FortiClient
B Certificates ~ (@) FortiDDoS FortiDDoS
a FortiDeceptor FortiDeceptor
Local Certificates QO  FortiMail FortiMail
CA Certificates a FortiManager FortiManager
CRL O  FortiNAC FortiNAC
Remote Certificates o FortiProxy FortiProxy
(@) FortiSandbox FortiSandbox
¥ Event Log O  Fortiweb Fortiweb
[2 Task Monitor (@] Syslog Syslog ?

New management extension - FortiAuthenticator added to FortiManager -6.4.3

FortiManager 6.4.0 New Features Guide

The FortiAuthenticator management extension application has been added to FortiManager.

To use the FortiAuthenticator management extension application:

1. By default, the FortiAuthenticator management extension is disabled. You can enable it through the CLI or by
clicking on the grayed-out FortiAuthenticator tile in Management Extensions when the Management Extensions tile
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is already enabled.

System Settings v

ADOM:root 3 @ >~ (§) admin v

Device Manager

Adr

bro
Wo

Rer FortiGuard

Admin sewngs
SAML S50

8 Certificates v
Local Certificates

CA Certificates

CRL

System Settings v

L

Policy & Objects

FortiSwitch Manager

@]
@]
@]
@]
@]
@]

SD-WAN Orchestrator

o Unlock

lanagement

iMorev 1% Column Settings ~

Devices Commen

L

VPN Manager

&

System Settings

AP Manager

& VPN
@ VPN
ZLVPN
@ VPN
ZLVPN
@ VPN

VPN
Management Extensions

FortiAP € SD-WAN
% FortiAP € SD-WAN
% FortiAP € SD-WAN
% FortiAP € SD-WAN
% FortiAP € SD-WAN
% FortiAP € SD-WAN
“ FortiAP @ SD-WAN

£ FortiSwitch
2 FortiSwitch
£ FortiSwitch
2 FortiSwitch
£ FortiSwitch
2 FortiSwitch
£ FortiSwitch

Fabric View

> 1 Devices (including 1 VDOM)  asdfasdf

<)

> 2 Devices root

FortiView

FortiAnalyzer FortiAnalyzer
FortiAuthenticator FortiAuthenticator
FortiCache FortiCache
FortiClient FortiClient
FortiDDoS FortiDDoS
FortiDeceptor FortiDeceptor

lanagement
I —
© VPN = FortiAP € SD-WAN £ FortiSwitch
© VPN = FortiAP € SD-WAN £ FortiSwitch
VPN = FortiAP € SD-WAN £ FortiSwitch
© VPN = FortiAP € SD-WAN £ FortiSwitch
VPN % FortiAP € SD-WAN £ FortiSwitch
% FortiAP € SD-WAN £ FortiSwitch
% FortiAP @ SD-WAN £ FortiSwitch

FortiPortal FortiwLM FortiSigConverter

> 1 Devices (including 1 VDOM)  asdfasdf

@ VPN
ZLVPN

> 2 Devices root

Adr
i .
Wo
FortiAuthenticator
Rer

Admin sewngs
SAML S50

8 Certificates v
Local Certificates
CA Certificates
CRL

extensions GUI.

FortiAuthenticator v

System v | 4 Add Widget
Status
Umlesap System Information User Inventory
4 Network N Host Name FortiAuthenticator Users Used: 1 Maximum allowed: 200 Available: 199 Disabled: 0
Device FQDN Not configured Groups Used: 0 Maximum allowed: 20 Available: 20
£ Administration >
Serial Number FAC-VM0000000000 FortiToken Hardware ~ Used:0 Populated: 0 Available: Disabled: 0
A Messaging ’ System Time Wed Oct 21 14:45:49 2020 FortiToken Mobile Used: 0 Populated: 0 Available: 0 Disabled: 0
Authentication > Firmware Version v6.2.0, build5138 (dev) FSSO Users Logged-in: 0 Max. allowed: 200 Available: 200
Fortinet SO Methods > || System Configuration  LastBackup: A FortiClient loggedin0  Maximum allowed:s  Avallabl: 5
Monitor > Uptime 0 dayls) 4 hour(s) 39 minutels) Workstations
Certificate Management >
Logging >
License Information Authentication Activity ol R
SMs 1
Sent/Allowed TS - <
FortiToken Cloud
Status Service unreachable & E
H
HA Status :
Enabled [x)
T RS
Disk Monitor

The FortiAuthenticator management extension includes the same capabilities as the standalone FortiAuthenticator

O FortiAnalyzer FortiAnalyzer
O  FortiAuthenticator FortiAuthenticator
O  FortiCache FortiCache

O  FortiClient FortiClient

O  FortiDDoS FortiDDoS

O  FortiDeceptor FortiDeceptor

ADOM: root

Once enabled, go to Management Extensions > FortiAuthenticator to view the FortiAuthenticator management

2 @ >~ (§ admin v

product. See the FortiAuthenticator MEA Release Notes for exceptions.

You can use the FortiAuthenticator management extension to configure authentication requirements. For example,

create local or remote users, create LDAP and RADIUS servers, and configure SAML authentication.
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FortiAuthenticator v
System > | 4 Create New & Import & Export &x Disabled Users +
Authentication v
@ The local user "test" was changed successfully.
& User Account Policies >
m] User First Name Last Name Email Address Admin Status Token
& User Manageme
TocallUsers O  admin ]
Remote Users [m] test ]

Remote User Sync Rules
X X 2/200local users
Social Login Users
Guest Users
User Groups

Usage Profile

Organizations
Realms
FortiTokens
MAC Devices
'& Portals >
&4 Remote Auth. Servers >
& RADIUS Service >
& TACACS+ Service >
& LDAP Service >
& OAuth Service >
B sAMLIdP >
€23 FAC Agent >
FortiAuthenticator v
System > | + Create New
Authentication ¥ | © The RADIUS server "Radius (10.2.0.159)" was added successuly.
& User Account Policies >
8 User Management R [m] Name Preferred Auth Method Primary Server
& Portals , |0 Radius MSCHAPv2 10.2.0.159
General
LDAP
RADIUS
OAUTH
SAML
& RADIUS Service >
& TACACS+ Service >
& LDAP Service >
& OAuth Service >
B sAMLIdP >
£23 FAC Agent >
Fortinet SSO Methods >
Monitor >
Certificate Management >
Logging >

FortiAuthenticator v

System > | Edit SAML Identity Provider Settings
Authentication ¥ | @ Enable SAML Identity Provider portal
& User Account Policies > Device FQDN: Please configure a device FQDN from the system dashboard.
& User Management > Server address: 10.2.116.119
e Portals > IdP-initiated login URL: https://10.2.116.119/fortiauthenticator/saml-idp/portal/ €2
4 Remote Auth. Servers > Username input format: ©® username@realm
q O realm\username
& RADIUS Service > O realm/username
& TACACS+ Service > (W Use default realm when user-provided realm is different from all configured realms
i Realms:
& LDAP Service > eams Default © Realm Allow Local Users To Override Remote Users
& OAuth Service >
® ~
SET ‘ local | Local users D
General ‘ + Add arealm

Search for local users A g

Token Requested Groups

ADOM: root

2 @ >~ (§ admin v

Search for RADIUS servers

Secondary Server

ADOM:root 3 @ >~ (§) admin v

Groups © Delete

O® Filter: ]
Filter local users:

Replacement Messages . o
Login session timeout: 480 13 minutes (5-1440)

Service Providers

_— Default IdP certificate: Default-Server-Certificate | C=US, ST=California, L- , O=Fortinet, OU=Forti icator, CN=Dx
£.8 FAC Agent >
. (® Get nested groups for user
Fortinet SSO Methods >
Certificate Management >
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To enable the FortiAuthenticator management extension through the CLI:

1. Inthe FortiManager CLI, enter the following commands.
config system docker
set status enable
set fortiauthenticator enable
end

Management extension logs can be accessed in FortiManager or forwarded to
FortiAnalyzer to analyze them further -6.4.3

Event logs generated by a management extension are available in the local event log of FortiManager. They are
displayed in the following locations in System Settings:

» Alert Message Console widget

» Eventlog pane

To access management extension logs in the Alert Message Console widget:

1. Go to System Settings > Dashboard.
2. Inthe Dashboard pane, locate the Alert Message Console widget.
The recently generated management extension local logs are displayed in the Alert Message Console widget.

ots

System Information
Host Name
Seral Number
Piatform Type

HA Status.

Up Time

Administrative Domain

FortiAnalyzer Features

System Resources

9%

Average CPU Usage
Myt Core Detas]

LogAPITest
FMG-VMTIM20002028
FMG-VMe4.
Standalone

Fii Oct 09 13:16:13 2020 PDT

v6.4.2-bulld2122 201007 (Interim)

admin /4 in total

1 day 23 hours 35 minutes

I

Ny
9%

Disk Usage

AN @

LN

License Information
EEVM License
& FortiCloud

© FortiGuard

[ Managament

2 Update Server

Unit Operation

o

Type Valid UUG £y
Registered
M Meter Sarvice No Licnse -
Server Locstion 55 Servers located in US only s
Devices/VDOMs 0 of 10,000 (0.0%)
AntiVirus and IPS 12.34.97.17 (@ United States)
‘Web and Email Filter 96.45.33.65 (=3 Ur States)
FortiClient Update 96.45.33:105 (58 United States)
o X

FORTINET

FortiManager-VMé4

Alert Message Console.
Time

Oct 9, 15:15:29

Oct 9, 15:14:33
0ct9,16:13:38
0ct 8, 11:02:34
0ct8,11:02:33
0ct8,11:01:19

=8OR
Message
Hello Fortinet, | am a fake log from docker sdwano. Port 10443 —
fgfm protocol start, offline mode is dis or test purpose only

fgfm connection to device FortiGate-VM64 is down

To access management extension logs in the Event log pane:

1. Go to System Settings > Event Log to view the local log list.
The recently generated manage

Praarier

#  DateTime
2020-10-09 13:15:53
2020-10-09 13:15:29

1
2

3 20201009 13:14:33
4 20201009 16:13:38

Level User.

information € semin-cuizo20250
et fefm
sere g
sert fgfm

- 161159 To 13:16:58
Sub Type
System manager event
FG-FM protocol svent

FG-FM protocol event
FG-FM protocol event

Description

ment extension local logs are displayed in the Event Log pane.

& Downioad B Rawlog

Message

User login/logout successful  User admin' with profie ‘Super_User' login accepted from GUI(10.20.250).

fefm offline mode status.
fgfm offine mode status
fgfm offine mode status

Hello Fortinet, | am 3 fake [og from docker scwano. Port 10443 -
fgfm protocol start, offline mode s disable, fake Iog for test purpose only.

Helo Fortinet, | am a fake log from docker schwano. Port 443 -—

New management extension - FortiPortal added to FortiManager -6.4.4

FortiPortal management extension application has been added as an integrated solution to FortiManager.
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To use the FortiPortal management extension application:

1. By default, the FortiPortal management extension is disabled. You can enable it through the CLI or by clicking on

the grayed out FortiPortal tile in Management Extensions when the Management Extensions tile is already enabled.

i

AP Manager

VPN Manager

Fabric View

~N E-3 B

Management
FortiView

System Settings. Extensions

Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

T E B B = (3

- B B O
svecionbown e [m—
[ Device Manseer SR TESS NS AP Manager VPN Manager FabrcView
Firmware Version Host Name 1P Address Platform Description
ForfGate 643601778 (GA)  Branch Offce 02 100103 ForsGote VMEHKUM
.:x: ¢ FortGate 643buld1778 (GA)  Enterprise Fst Floor 1010088101 ForiGate-VMGA-KVM
i3 = ForGate 6430UI1778 (GAl  Enterprise_Second Floor 1010088102
forturd | ForSwichMansger | Forview

FortiGate-VM64-KVM
System Settings Management Extengion PF4-10v3C FortiGate 6.4.3build1778 (GAI

10.100.88.1

Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

2@ 01 (§ admny
@
] N\
B < ® - B . :

Firmware Version Host Name 1P Address Platform
(o)

FortiPortal

Once the FortiPortal management extension is successfully downloaded and launched, the user is automatically logged
in as a super user (Super_User).
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£X2  FortiPortal v ADOM:root 3 @ >- Q1 (@) adminv
ét. Dashboard Dashboard e
® customers [Mrgiwione ) o s =
= _D:::mlmv . Top Total Cloud Usage By Customer &~ Cloud Usage Trend B~ ‘Top Customers By Max Client Count F'es
e -
psse
isted Hosts. e 40 M8

o

FAP Summary L4

o
& spuser
«
\‘ : ’I
9 The function of adding a FortiManager is removed. You can only add FortiAnalyzer devices to
the FortiPortal management extension.
-—

The customer portal is same as the one in the standalone FortiPortal.

(¥, HERE Sample MSP Welcome! Fortinet (SPUser) & & © & Logout
84 pashboard Dashboard e
& Policy (o Add Widget(s) ) v Last5Minutes ¢ z
© Objects.
‘Top Countries © = o~ Top Threats. o = a-

B Device Manager
® view o
N .

Resources )

0 Audt

S 0 —

Top Sources o o - Top Destinations o & u-

B 172.184105:17 .
d B B B EE N e=_
Ay
S L4
9 The header customization on the customer portal is not available yet.

The FortiPortal management extension includes similar capabilities as the standalone FortiPortal. See the
FortiPortal MEA Release Notes for exceptions.

You can use the Log View and the Monitors tab in View on the customer portal to display event logs and monitoring
information for a customer.
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The figure below shows an example of the Traffic tab in View > Log View that displays event logs grouped by

application.
e, HERE sample MSP

81 Dashboard

View / Log View o

& Policy Traffic . All . Last 1Day

| &

© Objects

B Device Manager

® View ~ Date/Time 1L Device ID Action source 1P Users Destination IP service Application
ooy © 2020130120546 FWFS1ETK18007356 close HTTP Amazon (United States)
- Monitors
© 2020130120545 FWF61ETK18007356 deny HTTPS HTTPS (United States)
B Reports
© 2020130120545 FWF61ETK18007356 close HTTP HTTPBROWSER (United States)
% Additional
— © 2020130120545 FWFS1ETK18007356 deny HTTPS HTTPS (United States)
0 Awit © 2020130120545 FWFS1ETK18007356 deny HTTPS HTTPS (United States)
* wii © 2020130120545 FWFS1ETK18007356 accept NS DNS (United States)
© 2020130120545 FWF61ETK18007356 start RSH RSH (Reserved)
© 2020130120545 FWF61ETK18007356 accept ONS DNS (United States)
© 2020130120545 FWF61ETK18007356 deny HTTPS HTTPS (United States)
© 2020130120545 FWF61ETK18007356 deny HTTPS HTTPS (United States)

10 ¢ entries

& fint@fortinet.com

The figure below shows an example of the Top Threats tab in View > Monitors that displays threat information.

6% HERE sample MsP

Welcome! Fortinet (SP User) % @ © ( Logout

T &
Category Sent Bytes Recelved Bytes
Generalinterest 538 330K8
unscanned 0 0
Web Others 1.40 KB 3296 K8
unscanned 0 0
unscanned 0 0
unscanned 63 229
unscanned 0 0
unscanned 7.43k8 37.75K8
unscanned 0 0
unscanned 0 0

N IR R

Welcome! Fortinet (SP User) & @ © ( Logout

[w

. Dashboard View / Monitors e
& Folloy Top Threats
© Objects YR Last 1 Day
B Device Manager
Top Threats
® view
o O Gitcal O High ) Medium -O- Low
Moritors
B Repors
% Additionsl
Resources
© At Nov 29 2140 00 No Nov 3007 Nov30 110 m
* wi
Threat Category ovED Threat Score ( @ Blocked / ® Allowed )
‘Adobe Flash Player Authplay DLL SWF Handling.Code Execution ips 530700
Adware/TEST_FILE malware-detected 203300 ¢
Cormuptedarchive.zip malare-detected 101000
EICAR_TEST FILE malare-detected 01350 «
A Gt ETDB_TEST FILE malware-detected 106800
Encryptedarchiverar malare-detected 98600
18M Rationa ClearQuest Usemame Parameter SQL Injection ips Praa s ¢

To enable the FortiPortal management extension through the CLI:

1. Inthe FortiManager CLI, enter the following commands:
config system docker
set status enable
set fortiportal enable
end

Licensing

FortiPortal MEA includes a free license. With the free license, you can manage 3 FortiGates or 3 VDOMs that are
managed by FortiManager. If you want to manage additional devices or VDOMs with FortiPortal MEA, the following

license is required:
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Threat Level

pocecoa

Search by Al Search |
Incidents ( @ Blocked / ®Allowed )

10614

4066 ¢

2020

8027 ¢

2136

1972

823 ¢
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 FortiPortal Subscription license for FPC VM-S.

CLI Templates and Scripts usability improvements -6.4.4

A few tabs of the Device Manager like Device & Groups, Provisioning Templates, and Scripts have been improved for a
better user experience.

The CLI Template and CLI Template Group entries can now be accessed from the Provisioning Templates tab instead of
the Scripts tab.

To view the CLI Template and CLI Template Group entries:

1. Go to Device Manager > Provisioning Templates.
2. Click CLI Templates from the tree menu.

S  DeviceManager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN Extender

& Install Wizard

= B System Templates (1)
Bl default

® Threat Weight

8 Certificate Templates

= @ IPSec Tunnel Templates (0)

+ CreateNew v [ Edit i Delete @ AssigntoDevice 31 Import CLi Template :More~ %5 Column Settings~

2020-11-19 02:16:42

temp_grp1 2020-11-18 02:30:17

The Script and Script Group entries are consolidated and appear together in the content pane of the Scripts tab, and the
tree menu is removed from the Scripts tab for a wider content pane.

Go to Device Manager > Scripts to view the Script and Script Group entries.

2.2 DeviceManager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN Extender

+ CreateNew v~  [# Edit |4 Delete () RunScript 31 Import CLI Script  § More~  #§ Column Settings ~

O Name Type Target Schedule Comments Last Modified

)~ Script(é)

O  get_system cu Remote FortiGate Directly {via CLI) 2020-11-18 14:02:22
O ept cu Policy Package or ADOM Database 2020-11-18 15:10:39
O s cu Device Database 2020-11-19 14:09:03
0 =2 cu Device Database 2020-11-18 14:02:50
0 s cu Device Database 2020-11-18 14:03:14

0 it TCL  Remote FortiGate Directly {via CLI) 2020-11-18 15:11:07
[~ Script Group (3)

(=Y CLI  Device Database 2020-11-18 13:58:04

r: evice Database -11-18 14:05:
g2 CU  Device Datab: 2020-11-18 14:05:27
O : newgrpt CU Remote FortiGate Directly (via CLI) 2020-11-19 14:18:02

When attempting to run scripts on a managed device, the Run Script on Device dialog displays Script Group entries in
addition to Script entries.

To run Script and/or Script Group entries on managed devices:

1. Go to Device Manager > Device & Groups.
2. Click Managed Devices from the tree menu, and select a device from the table.
3. Either right-click the selected device or click on More from the toolbar above, and click Run Script. The Run Script

on Device dialog appears.
4. Selecteither a Script entry or a Script Group entry from the table.
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5. Click Run Now to run the selected entry on the managed device.

Run Script on Device

Please choose a script to run on selected device (1) : FGT-24b

Name Script Type Target Comments
get_system CLI Script Remote FortiGate Directly (via CLI

s1 CLI Script Device Database

2 CLI Script Device Database

3 CLI Script Device Database

tcl TCL Script Remote FortiGate Directly (via CLI

grl CLI Script Group Device Database

&2 CLI Script Group Device Database

newgrpl CLI Script Group Remote FortiGate Directly (via CLI

When viewing a Security Fabric group entry from the Managed Devices table, the fabric group entry does not display in a
collapsed view by default. The group entry is displayed in an expanded view and the device listings within the group
entry are displayed by default.

Go to Device Manager > Device & Groups, and click Managed Devices from the tree menu to view the managed devices
and group entries in an expanded view by default.

Device Manager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN  Extender ADOM:root 2

@ Add Device ~ @B Device Group v & Install Wizard 3 Tools ~ [ Table View v

= 8o  PW O . PN O B
am Total n Device Config Modified e

Managed Devices

2 dev_grpl [_s]
& dev_grp2 # ete ortPolicy & Install~ i More~ %& Column Settings -
& devnestl @0 [ O aDevice Name ConfigStatus  Policy Package Status Firmware Version Host Name 1P Address Platform Description
O v % Branch024-CSF
O &FeT24p v Synchronized A Never installed FortiGate 6.4.2,build1723 (GA) FGT-24b 10212124 FortiGate-VM64
o 4 FGT-25 v Synchronized FortiGate 6.4.2,build1723 (GA) FGT-25 10.2.121.25 FortiGate-VMé64
o @ root [NAT] (Management) + Synchronized A Never installed FortiGate 6.4.2,build1723 (GA) vdom
o & FG-traffic [NAT] v Synchronized A Never installed FortiGate 6.4.2,build1723 (GA) vdom
O 4rT + Synchronized FortiGate 6.4.2,build1723 (GA) FGT-27 10212127 FortiGate-VMé4
o & 100t [NAT] (Management)  : v Synchronized A Never installed FortiGate 6.4.2,build1723 (GA) vdom
o & FG-traffic [NAT] Synchronized A Never installed FortiGate 6.4.2,build1723 (GA) vdom
E Search. Q| O v %Fabric-110
& FGT-24b 0O 4VM110-complex* v Synchronized A Never installed FortiGate 6.4.3,build1778 (GA) VM110-complex 103121110  FortiGate-VMb4
*FGT25(2) O #vmis vSynchronized A Never installed FortiGate 6.4.3,build1778 (GA) VM106 103121106 FortiGate-VMé4
: FGT-27(2) O . +vMi07 Synchronized A Never installed FortiGate 6.4.3,build1778 (GA) VM107 103121107  FortiGate-VM64
VM106

FortiManager GUI accessibility improvements -6.4.4

FortiManager now implements a high contrast dark theme in order to make the FortiManager GUI more accessible, and
to aid people with visual disability in using the FortiManager GUI.
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Device Manager

-

Y

FortiGuard

- J

(&

Login

Policy & Objects

-

Y

FortiSwitch Manager

-

AP Manager

-

Y

FortiView

-

HA Primary o ADOM:root = Lock

VPN Manager

-

Y

System Settings

-

Fabric View
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= = AP Manager v

M Save Install Wizard

AP Profile

SSID

WIDS Profile
Bluetooth Profile
QoS Profile

Bonjour Profile

Managed APs Monitor Map View WiFi Profiles

Create New SSID Profile

Interface Name
Alias

Traffic Mode
Address
IP/Network Mask
IPvé6 Address

Administrative Access

IPv6 Administrative Access

DHCP Server
Networked Devices
Device Detection
WiFi Settings

SSID

HAPrimary ' & ADOM:root Unlock [ ® >- (A )admin v

G2 Central Management

SSID-Guest

0.0.0.0/0.0.0.0

EAHTTPS EPING E2ssH
Osnmp @uTTP OTELNET
OFMG-Access OAuto-Ipsec [ORADIUS Accounting

EHTTPS EPING EassH
OsNmP G@HTTP OTELNET
OAny OFMG-Access

0 -
fortinet

To change the currently active theme to the High Contrast Dark theme:

1. Goto System Settings > Admin > Admin Settings.
2. Scroll to View Settings > Theme.
3. Select the High Contrast Dark theme tile from the available theme tiles.
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4. Click Apply.
Admin Settings
View Settings

Language ‘ Auto Detect

Theme Blueberry ‘ Kiwi ‘ ‘ Cherry ‘ ‘ Plum ‘
Spring . Summer | ‘ Autumn ‘ lnter
Space ‘ . Callalily | Lily Blnary Tunnel ‘ D|V|ng ‘

‘ Dreamy H Technology H TW|I|ght
‘ Canyon J Northern Light Astronomy H FISh ‘

Pengum ‘ Mountaln ‘ Polar Bear ‘ Parrot

‘ Cave ‘ ‘ ngh Contrast

o

Device authorization usability improvements -6.4.4

This version of FortiManager improves device authorization usability for a better user experience.

From a non-root ADOM under Device Manager > Device & Groups, clicking on the X Devices Unauthorized tile in the
quick status bar does not simply refresh the device list but redirects to the Unauthorized Devices page and displays the
unauthorized devices in the content pane of the root ADOM.

@ Add Device [ Table View v

1 evices 2 pevices 1 evices 0% storage Used

EEEEEE fotal Inauthorize og Status Down Total 1000.0 MB

IP Address Average Log Rate(Logs/Sec)
FE-2KE FortiMail-2000E @ Real Time N/A (0%)
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Device Manager v Device & Groups Firmware License VM Meter

Provisioning Templates Scripts SD-WAN

ADOM:root 1 @ >- Q@

@ AddDevice 3B Device Group v & Install Wizard X Tools v (& Table View v
I ch.
© @ Managed Devices (3)

. 168-ForiOS-VMé4-m

B & Authorize @ Hide i Delete ([ Display Hidden Devices
O  aDevice Name

Model Management Mode Serial Number

O  @FewM FortiGate-VM64 Configuration & Logging FGVM
O  @FortiCarrier-VMé4 FortiCarrier-VMé4

Connecting IP Firmware Version
172.18.37.137  FortiGate 6.4.0,build1542 (GA)
Configuration & Logging FGVM 10.59.8.166 FortiCarrier 6.4.2,build1723 (GA)

ed Devices (2)
@ FGVM
@ FortiCarrier-VM64

When authorizing devices from the root ADOM, the Authorize Device dialog has None selected by default instead of
root in the ADOM selection drop-down list.

Authorize Device

Add the following device(s) to ADOM: None
jo)

Device Name Assign New Devi

FDS_Update (Fabric 6.4)

.. ng Template
FGVMULTM19000228 FGVMULTM190( |

Fabricé4 (Fabric 6.4) i h
SDN (FortiGate 6.4)

adé0 (FortiGate 6.0)

adé2 (FortiGate 6.2)

adé4 (FortiGate 6.4)

adé4-1 (FortiGate 6.4)

ad64-b (FortiGate 6.4)

4

If the devices selected to be authorized have a different firmware version than the ADOM versions the devices are added

to, the FortiManager system displays a Version Mismatch Warning confirmation dialog before proceeding with the
authorization.
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Version Mismatch Warning

The following devices were detected having different firmware version from the selected
ADOM version:

FGVMULTM19000228 v6.4.0

The configuration syntax may not be fully supported in the selected ADOM. Are you sure
you want to continue?

Device manager usability improvements -6.4.4

This version of FortiManager improves device manager usability for a better user experience.

Devices are categorized and listed in a hierarchical tree menu into various categories like Managed Devices for all the
managed devices, Logging Devices if FortiAnalyzer features are enabled, Unauthorized Devices for devices that are not
authorized, and custom groups if created.

="=  Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN 0®» Q1 z admin v

@ Add Device @B DeviceGroup~ & Install Wizard & Tools v [E Table View v

[¢ i} 6 Devices O Devices 0 Devices B O Devices
v v v
am Total ‘Connection Down Device Config Modifie Policy Package Modifi

& Install v : More v fi Column Settings ~

J& | Search...
8 @ Managed Devices (6)
8 4 FGYM02TM20003138-tes

off

@ root
& NAT O ADevice Name Config Status Policy Package Status Firmware Version Host Name
& Transparent 0O 4+ FGYM02TM20003138-test + Synchronized FortiGate 6.4.0,build1579 (GA) FGVM02TM20003
& vdom1 (@} @ root [NAT] (Management) + Synchronized 4 Never installed FortiGate 6.4.0,build1579 (GA)
@ vdom2 @] O NAT [NAT] + Synchronized £\ Never installed FortiGate 6.4.0,build1579 (GA)
4 Fortios-VMé4 (1) @] © Transparent [NAT] ~ Synchronized A Never installed FortiGate 6.4.0,build1579 (GA)
© @ Logging Devices (6) @] & vdom1 [NAT] + Synchronized A Never installed FortiGate 6.4.0,build1579 (GA)
4 FGVM02TM20003138-tes| & vdom2 [NAT] + Synchronized A Never installed FortiGate 6.4.0,build1579 (GA)
4 FortiOS-VMé4 (1) O 4 FortiOS-VM64 + Synchronized FortiGate 6.4.2,build1723 (GA) FortiOS-VMé4
8 @ Unauthorized Devices (1) @] @& root [NAT] (Management) + Synchronized A Never installed FortiGate 6.4.2,build1723 (GA)
@ FGVM4VTM20003032
8 @ group (1)
4 FortiOS-VMé4 (1)

The right-click menu lists more options like Quick Install, Import Policy, Edit, Delete, and so on, to facilitate the user to
take actions from the tree menu.
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Device Manager v Device & Groups Firmwarg

@ Add Device 8B Device Group v & Install Wizard X

| | Search... Q (e 1] 6 Devil
& @ Managed Devices (6) o Total

& root ¥% Quick Install (Device DB) -
O NAT e Name
& Trans 2] Import Policy MO2TM20!
@ vdom' & Re-install Policy »ot [NAT] (P
o vdom; [d Policy Package Diff AT [NAT]
4 FortiOS- -ansparent |
8 @ Logging Dev [ Edit dom1 [NAT
4 FGVMO02 Tl Delete {om2 [NAT
4 FortiOS-' @B Grouping i0S-VM64
© @ Unauthorize g Add VDOM »ot [NAT] (P
@ FGVM4V
@ @ group (1) ® Run Script

4 FortiOs- Firmware Upgrade

You may Edit or Delete a device listed under the Logging Devices category in the tree menu.
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Device Manager v Device & Groups Firmware License Pro

Add Device &3 Device Group v & Install Wizard X Tools v [Z Ta

l& Search... Q
-] Managed Devices (6)
28 4 FGVM02TM20003138-tes

o 6 Devices
am Total

& root
& NAT (O ADevice Name
& Transparent 0O 4 FGVYM02TM20003138-test
& vdom1 O & root [NAT] (Management)
& vdom?2 (@) & NAT [NAT]
4+ FortiOS-VMé4 (1) 0 & Transparent [NAT]
@ @ Logging Devices (6) @) & vdom1 [NAT]
—~

4 Fortios-v  [# Edit
@ @ Unauthorized T Delete
@ FGVM4VTMZ0003032 ‘

& vdom?2 [NAT]
4 FortiOS-VM64
& root [NAT] (Management)

You may Authorize, Hide, or Delete a device listed under the Unauthorized Devices category in the tree menu.
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@ Add Device &p Device Group v & Install Wizard X Tools v~ [=] Tal

o 6 Devices

@ @ Managed Devices (6) oxm Total

& 4 FGVYM02TM20003138-tes

& root

O NAT A Device Name

& Transparent 4+ FGVM02TM20003138-test
& vdom1 @ root [NAT] (Management)
& vdom2

O NAT [NAT]
& Transparent [NAT]
& vdom1 [NAT]
& vdom2 [NAT]
4 FortiOS-VM64
& root [NAT] (Management)

4 FortiOS-VMé64 (1)

© @ Logging Devices (6)
4 FGVYM02TM20003138-test
8 4 FortiOS-VMé4 (1)

& @ Unauthorized Devices (1)

F

O00000000

8 @ group = Authorize
f Fo o Hide
il Delete

The System: Dashboard tab now lists widgets under Summary and Network Monitors.

Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN 0 ® > Q1 z admin v

@ Add Device 3B Device Group v & Install Wizard X Tools v [ Table View v

1& | Search... Q| M FGVYMO02TM20003138-test ()AL bEE oer | Display Options
8 B Managed Devices (6) )
8@  FGVM02TM20003138-tesf NS o
@ root == Add Widget G Reset To Default ME Grid Layout «
o NAT . e
Config Status ¥’ Synchronized CPU and Memory Usage | Last 30-min Sk "
@ Transparent —
System Template None e
& vdom1 N 100% B opu0 W cpul
& vdom?2 Revision 0%
B 4 FortiOS-VM64 (1) Total Revisions 1 = 60% -|
. R 40%
© @ Logging Devices (6) Last Installation None 20%
+ FGYMO2TM20003138-tes| | T o I A I
2 Fortios-VMé4 (1) DB £ CPU 100% 10:4010:4310:4610:5010:5310:561 1:001 1:0311:06
8 @ Unauthorized Devices (1) 80%
@ FGVM4VTM20003032 \ 60%
8 @ group (1) : 40%
2 Fortios-vMé4 (1) Sessions " Last 30-min g 30% zg:
Memory 10:4010:4310:4610:5010°5310:5611:0011:0311:06
25 N o . e
%0 Session Rate | Last 30-min v 3
L
10:‘37 1[);40 10;43 10:'46 1 0;50 10;53 10:‘56 1 'I:[)(] 1 1;03 11;06 0»23 %
< 5 Current 16 22 v
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FortiOS private data encryption support -6.4.4

FortiManager supports the private data encryption settings on FortiOS. FortiGates with the private-data-
encryption setting enabled can be managed by FortiManager.

When a FortiGate with the private-data-encryption setting enabled is added to FortiManager, FortiManager
requires the FortiGate encryption key to be entered in FortiManager to successfully install device configuration settings
and manage the added FortiGate. To know more about adding devices to FortiManager, see the FortiManager
Administration Guide on the Docs Library.

To verify an added FortiGate with its encryption key on FortiManager:

1. Go to Device Manager. The Device Manager prompts with a Warning dialog that requires the FortiGate encryption
key to be entered:

Warning

The following managed devices were detected having 'private-data-encryption’ enabled. You are required to enter the
encryption key as well on FortiManager side. Otherwise, configuration changes can not be installed successfully.

| 8

Status A Device Name IP Address Platform Private Data Encryption Key

(2] 4+ FGTVM-196 10.3.121.1%96 FortiGate-VM64 -

]

2. Enterthe correct encryption key into the Private Data Encryption Key field for each of the listed FortiGates. The
Warning dialog lists all the FortiGates for which the respective encryption keys are required.

#

Warning

The following managed devices were detected having 'private-data-encryption’ enabled. You are required to enter the
encryption key as well on FortiManager side. Otherwise, configuration changes can not be installed successfully.

| o

Status A Device Name IP Address Platform Private Data Encryption Key

FGTVM-196 10.3.121.196 FortiGate-VM64 ""“--M"“--n--@.

]
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3. Click Verify. If the encryption key matches, the device is verified.

Warning

The following managed devices were detected having 'private-data-encryption’ enabled. You are required to enter the
encryption key as well on FortiManager side. Otherwise, configuration changes can not be installed successfully.

1 out of 1 selected devices have been verified.
| ali
Status A Device Name IP Address Platform Private Data Encryption Key

FGTVM-196 { 10.3.121.196 . FortiGate-VM64 ....................@.

]

If the encryption key does not match, the verification fails, and you may try again with the correct key.

Warning

The following managed devices were detected having 'private-data-encryption’ enabled. You are required to enter the
encryption key as well on FortiManager side. Otherwise, configuration changes can not be installed successfully.

0 out of 1 selected devices have been verified.
| s
Status A Device Name IP Address Platform Private Data Encryption Key

{ 10.3.121.195  FortiGate-VM64 | cocescnnces @.

]

Once the added FortiGates are verified, you may start managing the added devices.

Every time you try to install configuration settings to the managed FortiGates, FortiManager checks if the FortiGate

encryption is correct. If the encryption key is incorrect, the added device is disabled for installation.

Install Wizard - Device Settings only

Please select one or more devices to install { € Use checkbox or Ctrl or Shift key for multiple selections) Search... Q
O 4 Device Name IP Address Platform
0O AFGTVM-195 10.3.121.195 FortiGate-VM&4

Mismatched private data encryption key detected. |

< Back

You may verify devices again from the Device Manager by entering the correct encryption keys for the disabled
FortiGates.

FortiManager 6.4.0 New Features Guide
Fortinet Inc.

187



Fabric Management Platform

FortiManager does not support enabling or disabling the private-data-encryption

) ! /. setting on FortiOS. It must be done on the managed FortiGate. To learn more about it, see the
9 FortiOS Administration Guide on the Docs Library.
- Ifthe private-data-encryption setting is enabled on an already managed FortiGate,

you may need to manually retrieve device configuration settings again on FortiManager.

FortiSwitch Manager device monitoring usability improvements -6.4.4

FortiSwitch Manager central mode device monitoring supports both the block-style topology representation and the
faceplate or port status view.

You can change views to see both the faceplate and block-style topology diagram. This facilitates viewing the uplinks in
the topology representation and which ports are up and down in the faceplate view. This is useful for troubleshooting and
also to ascertain the state of ports before making any configuration changes.

Go to FortiSwitch Manager > Monitor and click on Topology or Faceplates from the content pane to view the block-style
topology diagram or the port status view respectively. Use the search box to find a specific device or filter the view, and
hover over connections or ports to get more information.

To view faceplate topology:

1. Go to FortiSwitch Manager > Monitor > Faceplates. The connection and ports statuses are displayed.

&% FortiSwitch Manager v Managed Switches Monitor FortiSwitch Profiles

18 [ Search

8 &All_FortiGate (12)
FortiGate-200E (4)
FortiGate-300D (7)
gate50 (1)
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2. Hover over the switch port, to view detailed information about the port.

[8] Topology [ Faceplates:
+ CreateNew [# Edit i Delete E Ports Configuration More v

8 &All_FortiGate (12)
FortiGate-200E (4)
FortiGate-300D (7)
gate50 (1)

{11357 {5 Jusfss]ss] ] sl 1] 2s sl
[ 2] 4] 6|8 10712114l 161181 200 220 24]
e port10
| FortiSwitch 5424DN3X17000109
Peer Device S124DN3W16002749
renmnen Link Up
HEHEEHB| Native VIAN default
BEIEIBBI Allowed VLANs  quarantine
s Speed 1000Mbps/Full Duplex
‘ Power Status  Disabled
Used Power 0.00W
P Bytes Sent 1.61GB
EIEIBEAE| BytesReceived 226 GB
2]4]6]s]

3. Select a switch in the tree-menu to edit the switch and view the port configuration. Right-click a port to authorize,
deauthorize, or upgrade a device. You can also restart the switch or perform a cable test.

|_FortiGate (12)
FortiGate-200E (4)

+ Create New [# Edit Wi Delete B Ports Configuration § More v

FortiGate-300D (7) & Authorize
gate50 (1) s Deauthorize
& Upgrade
3¢ Restart
oooEon .
BOBODE & Refresh
OEHEOE & CableTest
HonomE
[T fufafiofslals (e
e olaelalel=tl]

163 E1 3 23 5 3 o D ST
BO00DEDEDEED

4. Inthe toolbar, click Create New to add a FortiSwitch.

Add Model FortiSwitch

FortiGate FortiGate-200E (root)

Device Interface afortilink

Serial Number
Name

Enforce Firmware Version

“ Cancel
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Liveness detection support for VMware NSX-T service -6.4.4

The Liveness Detection feature may be used to force the VMware NSX-T service to not use a specific FortiGate device
until its service managing FortiManager updates the FortiGate configuration. This is expected to be a common
requirement when, for example, new FortiGates are deployed. If this is desired, the newly deployed FortiGates should
not reply to liveness detection queries or forward any traffic until they have received sufficient configuration data from
their service managing FortiManager. The VMware NSX-T service will use other already-configured FortiGates instead,
if any are available.

When configuring a service from FortiManager to VMware NSX-T, you may set the Enable Liveness Detection setting to
ON or OFF. The setting is ON by default.

To configure a VMware NSX-T service with Liveness Detection:

1. Register a service from FortiManager to VMware NSX-T. See To register a service from FortiManager to VMware
NSX-T on the Creating VMware NSX-T connector page of the FortiManager 6.4.4 Admin Guide.

2. Deploy a FortiGate VM from VMware NSX-T and enable central management. See To deploy a FortiGate VM from
VMware NSX-T and enable central management on the Creating VMware NSX-T connector page of the
FortiManager 6.4.4 Admin Guide.

3. Add the service chain and configure the Liveness Detection setting:

a. Onthe FortiManager GUI, go to Policy & Objects > Object Configurations > Fabric Connectors >
Endpoint/Identity and select the added NSX-T service.

b. Right-click on the selected service and click Configure. The Configure Devices of NSX-T Service dialog
appears.

c. Select the FortiGate device listed in the table and click Add. The Add Service Chain dialog appears.

Add Service Chain

Device Settings

Device FGVMO2TM20012057
Enable Liveness Detection m
By Selection AL
Service Profile
Index fgt1802-sp i
Reverse Index fgt1802-sp ki
Service Chain
Chain ID fgt1802-sc
VDOM root al

d. Toggle the Enable Liveness Detection setting to ON. ltis set to ON by default.

e. Select the appropriate options for the Service Profile and Service Chain fields as required from the drop-down
lists.

f. Click OK.

4. Configure Liveness Detection and service chain configurations on FortiGate from the CLI:
FortiGate-VM64 # conf nsxt setting
FortiGate-VM64 (setting) # sh fu
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config nsxt setting
set liveness disable
set service "<name>"
end
FortiGate-VM64 (setting) # set liveness enable
FortiGate-vM64 (setting) # end
FortiGate-VM64 #

FortiGate-vMé64 (5) # sh
config nsxt service-chain

edit 5
config service-index
edit 1
set vd "root"
next
end
next
end

FortiGate-VM64 (5) # end
5. Check Liveness Detection and service chain configurations on FortiManager:

a. Goto Policy & Objects > Object Configurations > Fabric Connectors > Endpoint/Identity and select the added
NSX-T service.

b. Right-click on the selected service and click Configure. The Configure Devices of NSX-T Service dialog
appears. The Liveness Detection column indicates that the setting is Enabled.

Configure Devices of NSX-T Service [fgt1802-ew]

Service fgt1802-ew Integration EAST_WEST

Mumber of Devices 1 Connector Name nsxt-adé4

)
O Device Service Chain Service Index Liveness Detection
0O FGYM0O2TM20012057 [vdl]  [5] [1] + Enabled

< 3

Close

4

6. Configure a virtual wire pair interface and a virtual wire pair policy and install to FortiGate. See To complete the
fabric connector setup on the Creating VMware NSX-T connector page of the FortiManager 6.4.4 Admin Guide.

FortiExtender 6.4.2 dataplan and two modems support for FortiManager -6.4.4

The new Extender Manager module appears when FortiManager detects a FortiGate that is connected to FortiExtender.
You can use the module to configure two modems, as well as data plans and SIM profiles.
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To view managed FortiExtenders:

1. Go toExtender Manager > Managed Extenders. The managed FortiExtenders are displayed.

Extender Manager v Managed Extenders _Profiles 2@ - (§adminy

& Install Wizard

$Morev & Column Settings ~

I|_FortiGate (2)
FortiGate-140E-POE (2)
4 FortiGate-300D (0)

O Device Name Serial Number Model Management Status  RSSI RSRP RSRQ SINR Status Network Data Usage
FortiGate-140E-POE (rc FX04DA591800 FXT40D Authorized N/A N/A N/A N/A * = modem1-sim1: 0B

modem1-sim2: 0B

FortiGate-140E-POE (rc FX201E592000 FX201E Authorized Good |(-71) (= 0 (= o) N/A * “ RogersWCDMA  modem1-sim1: 0 B
modem1-sim2: 0B

‘ 3

2. Inthe toolbar, double-click a device to edit it.

Managed Extenders Profiles 0@ - ‘ admin v

Q| Edit FortiExtender ‘

FortiGate-140E-POE (2) Serial Number FX04DA5918001
4 FortiGate-300D (0) Connected to Device FortiGate-140E-POE
Alias
~ Modem 1
Normalized Interface None
SIM Profile FX04DA5918008556-modem-1 x

Associated Data Plans © FX04DAS91800:

- e
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3. Inthe banner, click Install Wizard to install the changes on the device.

Install Wizard - Device Settings only

oneor
A Device Name
FortiGate-140E-POE

or Ctrl or Shift key for multipl i Search,
1P Address Platform

FortiGate-140E-POE

4. Right-click a device and click View Details to view the device information.
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Details of FX04DA591800

System Status
H/W Version

CPU Usage
Memory Usage
S/W Version
Modem1 Status
Network Operator
Service

WAN Address
Default Gateway
MAC Address
Product

Model

Revision

Manufacturer
M|

NAI

RSSI

LTESINR
LTERSRQ
LTERSRP
Connection Status
ESN/MEID

Activation

Roaming Status
Data Usage

FXT40DA-v4.1-build199

Sierra Wireless, Incorporated
EM7455

SWI9X30C_02.24.05.06 r7040 CARMD-EV-FRMWR2
2017/05/19 06:23:09

Sierra Wireless, Incorporated

0
0

(dB)

(dB)

(dBm)
CONN_STATE_IDLE

modem1-sim1:0 B
modem1-sim2:0 B

Cancel
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5. Right-click a device to Upgrade, Deauthorize, or Restart a device.

Extender Manager v Managed Extenders _Profiles

00 - g admin v

& Install Wizard
1t | search.

© MAll_FortiGate (2)
FortiGate-140E-POE (2)
4 FortiGate-300D (0)

B Deauthorize [@ View Details §More v & Column Settings v

O Device Name
FortiGate-140E-POE (rc FX04DA5918008556 FXT40D

Serial Number Management Status  RSSI

& Refresh
FortiGate-140E-POE (rc FX201E592000 X201 @ it ed Good | (-69) (i) (0) (Excsiag) (0) N/A

B8 View Details

& Upgrade

[ Authorize

® Deauthorize

3% Restart

To manage a SIM profile:

1. Go to Extender Manager > Profiles.
2. Inthe tree menu click SIM profile.

£.2  ExtenderManagerv  Managed Extenders Profiles

& Install Wizard

SIM Profile. + Create New 31 Import 45 Column Settings +
© Data Plan O Name Default SIM GPS
0 20t siM1 [

3. Inthe toolbar, click Create New.
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4. Configure the profile, and click OK.

Extender Manager v

& Install Wizard

Managed Extenders Profiles

SIM Profile Create New SIM Profile

© Data Plan

5. Toclone a SIM profile, click Clone or right-click profile and select Clone.

£22  ExtenderManager v

& Install Wizard
SIM Profile

© Data Plan

FortiManager 6.4.0 New Features Guide
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Name
Description

SIM1PIN e
SIM2 PIN e
GPS.

Auto SIM switch

By disconnecting orr
By signal orr
By data plan orr
Switch back OTime

Advanced Options >

Managed Extenders Profiles

+ Create New [ Edit § Delete % Clone

O Name
201e

Default SIM EIVF SiM2  Carrier  Lowest Cost

4 Import O WhereUsed & Column Settings ~

ADOM:root ©2 @ >— g admin v
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6. Inthe toolbar, click Import to import a profile from another device.

Import SIM Profiles

FortiGate FortiGate-140E-POE (root)

Sim Profile Click here to select

7. Click Where used to view where the profile is used.

Where 201e is used
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Referrer Type Entry Field
‘extender-controller extend FX201E5920007745=>FX2 _sim_profile

Select Entries (Total: 2)
el
() FX04DA5918008556-modem1

[ FX201E5920007745-modem1

(=]

196



Fabric Management Platform

8. Click Delete to remove a profile. A profile that is in use cannot be deleted.

Confirm Deletion

Are you sure you want to delete the SIM profile?

To manage a data plan:

1. Go to Extender Manager > Profiles.
2. Inthe tree menu, click Data Plan.
ADOM:root (1 @ >— g admin v

S22 ExtenderManagerv  Managed Extenders Profiles

& Install Wizard

£ Column Settings +
Status.

Billing Date

31 Import

+ Create New

B SIM Profile

Slot/Carrier/ICCID

No record found.
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3. Inthetoolbar, click Create New. Configure the data plan settings and click OK.

S22  ExtenderManagerv  Managed Extenders Profiles

& Install Wizard

E SIM Profile Create New Data Plan
© DataPlan
Name

Status
Available on

Type

Connectivity
Authentication

PDN Type

Preferred Subnet

APN

Private Network

Billing Details

Monthly Data Limit
Monthly Cost

Billing Reset Day
Overage

‘Smart Switch Threshold
Signal Threshold

Signal Period

Advanced Options >

Modem 1 Modem 2 [N
Carrier  ATCASIot icciD [ESERY

| None VGV
1Pv6 1PV +IPV6

32
orF

o MB

o

1
orF

100 -dBm

3600 Seconds

[ o I

4. Inthe toolbar, click Assign to Device to install the plan on a device.

5. Click Import to import a data plan from the FortiGate settings. The data plan will be assigned to the FortiExtender

where itis imported.

Assign to Device

Data Plan: Rogers
Available Entries (1) Selected Entries (0)
o o

(4 FortiGate-140E-POE [root] (IP: 10.3.172.50, Platform: FortiGate-1. No entry.
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Import Extender Data Plan

FortiGate FortiGate-140E-POE (root)

Data Plan Click here to select

Select Entries (Total: 2)
el

() FX04DA5918008556
() FX201E5920007745

(=]

6. Inthe toolbar, click Where Used to view where the data plan is being used.

Where Rogers is used
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7. Inthetoolbar, click Delete to remove a data plan. You cannot delete a data plan thatis in use.

Confirm Deletion

Are you sure you want to delete the data plan?

FortiManager 6.4.0 New Features Guide 200
Fortinet Inc.



Other

This section lists other new features added to FortiManager.
List of new features:

o Policy Hit Count on unused policy 6.4.3 on page 201
« Normalized interface to map as zone only 6.4.7 on page 204

Policy Hit Count on unused policy -6.4.3

When you run a policy check on a policy package or select the new Find Unused Policies option from the Tools
dropdown for a policy package, FortiManager shows hit count information for unused policies with zero hit count.

classic dual pane, go to System Settings > Advanced > Advanced Settings, and set the

s‘é’, The Find Unused Policies option is unavailable when classic dual pane is enabled. To disable
= Display Policy & Object in Classic Dual Pane option to Disable.

To view the hit count information for unused policies using the new Find Unused Policies option:

1. Go to Policy & Objects > Policy Packages.
2. Inthe toolbar, from the Tools dropdown, select Find Unused Policies.

BB PolovR Dhgms v Py Packapey. Dlsior i Comiaper sfioes.

» [= [
i [~ p—
. Do

offlcocooao

The Unused Policies window opens.

3. Inthe tree menu, select the policy package and expand the policy table of your choice in the content pane to see the
hit count information.
For instance, in the figure below, the star-vpn policy package is selected, and the firewall policy table with five
policies is expanded.

There are three unused policies with zero hit counts.
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Linuseed Policsis

Sl Wl Aev g podry [ poskacar

4. Clearthe Unused Only checkbox to view all the policies.
For example, the figure below displays the hit count information for all the policies including in use policies with ID 4
and 5.

Unused Policies |

To view hit count information for unused policies in the Policy Check Report:

1. Goto Policy & Objects > Policy Packages.
2. Inthe tree menu, right-click the policy package and select Policy Check.
The Policy Check dialog opens.

For example, in the figure below, the star-vpn policy package is selected for a policy check.
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3. Inthe Policy Check dialog, click Perform Policy Check, and then click OK.

Once the policy check finishes, the results are displayed in the Policy Check window.
The Policy Check window displays the hit count information for all the policies in a policy package.

Palicy Check
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4. Selectthe Unused Only checkbox to view the hit count information for the unused policies only.

Palicy Check

iy P ey b

Normalized interface to map as zone only -6.4.7

Starting in FortiManager 6.4.7, map as zone only mode is available for normalized interfaces.

To configure and use a normalized interface as zone only:

1. Enable mapping as zone only through the CLI with the following commands:
config system global
set normalized-intf-zone-only enable

2. On FortiManager, go to Policy & Objects > Object Configuration > Normalized Interface, edit or create a new

normalized interface, and select Map as zone only. Save the normalized interface.

So5 Policy & Objects v Policy Packages  Object Configurations

@ ADOM Revisions ¥ Tools v

@ Normalized Interface Create New Normalized Interface
Normalized Interface

Name z0neOnly1

ADOM:root 2 @ >~ Q2 8 admin v

Virtual Wire Pair Description
® Firewall Objects >
@ Security Profiles > 4
. 0/4096
%k Fabric Connectors > Color m
R User & Authentication > Map a5 zone only ﬂ
Per-Platform Mapping
o # Name Device Interface Name
No record found.
Per-Device Mapping
O Mapped Device Details Type Addressing Mode 1P/Netmask Shaping Profile
No record found.
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3. Goto Device Manager > Device & Groups, and create a new device zone.

a.

Firmware License Provisioning Templates Scripts SD-WAN

Normalized zone only name selection as well as the option to input a name are both available.

Device Manager v  Device & Groups

@ Add Device v 3B Device Group v Install Wizard X Tools v [ Table View v

@ Managed Devices [ 2]

@ Unauthorized Devices

1t [search

© 4 FGVMOLSYNTAX0014 (2)
& root
& profilel

1

New Device Zone

Normalized Interface None

A FGVMO1SYNTAX0014 : root Router B Display Options.

Zone Name [

Interface Member
Block intra-zone traffic o ]

Description Write a description

Click here to select

Cancel

ADOM normalized interface zones that are configured as zone only.

Device Manager v  Device & Groups

Firmware License Provisioning Templates Scripts SD-WAN

/ADOM: root

D®>>-02

& adminv

Dynamic mapping is available in the table to filter by device zone and let the user select options only showing

@ Add Device v &8 Device Group v Install Wizard X Tools v [ Table View v

@ Managed Devices A FGVMO1SYNTAX0014 [EECURINELELEN B Display Options

@ Unauthorized Devices 1

1t [ search

© 4 FGVMOLSYNTAX0014 (2)
& root
& profilel

New Device Zone

Normalized Interface None

Zone Name o

Interface Member K zoneOnlyd
Unmapped

Block intra-zone traffic s

Description Write a description
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'ADOM: root

D@ - Q2

& admin v
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c. Once azone is selected in the Normalized Interface field, if the zone name field is empty, the GUI will

automatically fill the zone name input box.

Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

@ Add Device v 3B Device Group v

@ Managed D s

© Unauthorized Devices

1E [Search
© 4 FGVMOLSYNTAX0014 (2)
& root
& profilel

1

& Install Wizard - X Tools v [ Table View v

A FGVMO1SYNTAX0014 Display Options

New Device Zone

Normalized Interface
Zone Name

Interface Member

Block intra-zone traffic

Description

& zoneOnly1 x
|mneOnIy1
0o
port9 x
port10 x
2 Entries Selected

Write a description

d. After saving, the device zone is created.

C A Notsecure | 1021

@ Add Device v 38 Device Group v

@ Managed Devices

© Unauthorized Devices

Search.

© 4 FGVMO1SYNTAX0014 (2)

@& root
& profilel

Q|

= Create New v
Name
¥ Physical (8)
port1
port2
port3
port4
port5
porté
port7
ports
¥ VLAN (1)
abe
v Aggregate (1)
fortilink
¥ Tunnel (2)

¥ Zone (1)

zoneOnly1

port9
port10

OO0O0Os00js|0OsOs00000000Ks 0

O virtual-wan-link

Z Edit T Delete

efeions Onine.

i RouerConfo.. A7 COVID-19 Immuni

IR ——

& Install Wizard X Tools v [ Table View v

[ 20 AFGVMO1SYNTAX0014 [SECUHLIEEEN B Display Options

# Collapse Al § More v

Cancel

%5 Column Settings ~

Interface

Type

@ Physical

@ Physical = port2
@ Physical 2 port3
@ Physical 2 portd
(@ Physical 2 port5
@ Physical & port6

[@ Physical &= port7
[ Physical

& VLAN

e Aggregate & fortilink

ssl.root (SSLVPN interfa @ Tunnel & ssl.root
ssl.profilel (SSLVPN inte @ Tunnel

% Zone 2 zoneOnlyl
@ Physical & port9
@ Physical & port10

& SD-WAN Zone
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Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual

Manual

Manual

Manual

Manual

Manual
Manual

Mode

& 181D i

Access

Virtual Domain

10.3.113.42/255.255.01 HTTPS, PING, SSH, SNM root

0.0.0.0/0.00.0
0.0.0.0/0.00.0
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0

0.0.0.0/0.0.0.0

10.255.1.1/255.255.25¢ PING

0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0

0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0

root
root
root
root
root
root
root

root

root
profilel

root
root
root

Status

+Up
+Up
+Up
+up
+up
+Up
+Up
+Up

¥ Down
¥ Down

L2 (§ adminv

Qv @ n Qe t

| Resingist

Administrative Status

*Up
4+ Up
*up
4+ Up
*up
+up
+Up
4+ Up

+Up

4+ Up

+Up

+Up

¥ Down
¥ Down
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4. Create a policy using the zone-only normalized interface.

Policy & Objects v  Policy Packages Object Configurations ADOM:root (1 @ >- Q2 ’ admin v

B Policy Package v & Install v @ ADOM Revisions 4 Tools v ¢ Collapse All  #= Object Selector v

1t Search Q| create New Firewal Policy Interface +- 0%
© 3 FGVMO1SYNTAX0014_root g scorcn a
earc
Firewall Policy Name =
Installation Targets o
1 default s TR o Interface
Outgoing Interface [any [x] & fortilink
Source Internet Service or Interface
O port1
1Pv4 Source Address 2al (] add(';)d by creating adom
IPv6 Source Address + & port10
added by creating adom
Source User +
[ port2
Source User Group + added by creating adom
FSSO Groups + K port3
added by creating adom
Destination Internet Service oFF 3 porta
IPv4 Destination Address Zall o added by creating adom
orts
IPv6 Destination Address + Ed:d by reating adom
Service @ALL [x] [ porté
added by creating adom
Schedule @always (] o
& port7
Action [E Accept IPSEC added by creating adom
Lo N [ ports
Disclaimer Options added by creating adom
Block Notification orF [ port9
added by creating adom
Logging Options 2 ssiroot
Interfa
Log Violation Traffic nierface
[ sslvpn_tun_intf
(D Generate Logs when Session Starts Interface
virtual-wan-link
Advanced Eerhce
wccep o s
Interface

Cancel
[ o] 2 ® © I o

5. Install and review the changes in the Install Preview.
config system zone
edit "zoneOnlyl"
set interface "port9" "portlO"
next
end
config firewall policy
edit 3
set uuid 34808cec-020f-51lec-64a0-£f0c7e494e816
set srcintf "zoneOnlyl"
set dstintf "any"
set srcaddr "all"
set dstaddr "all"
set schedule "always"
set service "ALL"
set logtraffic all
next
end
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6. Afterinstallation, FortiGate gets the configuration correctly.

& root hd ¢ Edit @ Delete | Q Policy Lookup | | Search Q

@ Dashboard >
B Name From To Source Destination Schedule Service Action NAT Security Profiles Log Bytes
NA Security Fabric >
4 Network N O zoneOnlyl  Q any  Rall Ball (8 always o AL @ DENY © Al 0B
£ System Implicit Deny O any Oany Ral Bal (8 always AL @ DENY © Disabled 0B
B Policy & Objects

Firewall Policy w

Proxy Policy

Authentication Rules
Multicast Policy
Local In Policy

IPv4 DoS Policy
Addresses

Internet Service
Database

Services

Schedules

Virtual IPs

1P Pools

Protocol Options

Traffic Shapers

Traffic Shaping Policy

Traffic Shaping Profile

Virtual Servers

Health Check
& Security Profiles >
O VPN >

& llser & Authentication > =l
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